Mpukas ®enepanbHOM Cry>KObl MO TEXHNYECKOMY U 9KCNOPTHOMY KOHTPOSHO
oT 11 cpeBpansa 2013 r. N 17
"O6 yTBepxaeHun TpeboBaHUn 0 3awmTe MHpopMaLnn, He COCTaBNSAOLLEN
rocydapCTBEHHYIO TalHy, coAep Kallencs B rocygapCTBEHHbIX MH(POPMALMOHHbIX cucTemax”

FAPAHT:

CM. pasbsaAcHeHNa OTAenbHbIX MOMOXEHUMA HacTosIWEero npukasa npuBedeHHble B
nHdopmauynoHHoM coobieHnn PCTIK Poccum ot 15 nonsa 2013 r. N 240/22/2637
B cooTtBeTcTBMM C yacTbio 5 ctaThm 16 degepanbHOro 3akoHa ot 27 uona 2006 r.
N 149-®3 "O6 wnHcbopmaumn, NHPOPMALMOHHBIX TEXHOMOMMSAX M O 3awuTe UHdopmaumm"
(Cobpanue 3akoHopatenbcTBa Poccuickon depepaumn, 2006, N 31, cT. 3448; 2010, N 31,
cT. 4196; 2011, N 15, ct. 2038; N 30, cT1.4600; 2012, N 31, cT1.4328) n [lonoxeHnem o
depnepanbHon cnyxbe nNo TEXHUYECKOMY U SKCMOPTHOMY KOHTPOSO, YTBEPXKAEHHbIM YKa3om
MpesngeHta Poccunckon depepaumm ot 16 asrycta 2004 r. N 1085 (CobpaHue
3akoHogartenbctBa Poccunckon depepaummn, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192;
2008, N 43, cT.4921; N 47, cT. 5431; 2012, N 7, cT. 818), npukasbiBato:
1. YTBepanTb npunaraemble TpeboBaHus O 3awmTe MHopmMaumm, He COCTaBNAOLLEN
rocygapCTBEHHYIO TarHy, coaepallencs B rocygapCTBeHHbIX MHPOPMALNOHHBLIX CUCTEMAX.
2. YcCTaHOBWUTb, 4YTO YKasaHHble B MyHKTe 1 HacToswero npukasa TpeboBaHus
NPUMEHSIOTCA AN18 3aMThl UHGOPMaUUKN B rocyaapCTBEHHbIX MHOPMAaLMOHHBIX cCUcTeMax c
1 ceHTAbps 2013 r.

HunpexTop PepepanbHON B. CenuvH
cny0bl N0 TEXHUYECKOMY
N 3KCMOPTHOMY KOHTPOJSTHO

3apeructpmposaHo B MuHiocte PO 31 masa 2013 r.
PernctpauunoHHsin N 28608

FAPAHT:

HacTosiwme TpeboBaHUS MNpUMEHSTCA AN 3aWmTbl MHOPMauuM B rOCyAapCTBEHHbIX
MHPOPMALMNOHHLIX cuctemax ¢ 1 ceHTabpsa 2013 .

TpeboBaHus
0 3awmTe uHopmMaLumn, He COCTaBNAIOLWEN rOCyAapCTBEHHYIO TalHy, coaepXKallencs B
rocyaapcTBeHHbIX MHPOPMAaLMOHHbIX CUCTEMaX
(yTB. npukaszom PegepanbHON cNyXObl MO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOJO
ot 11 ¢peBpansa 2013 r. N 17)

FAPAHT:

Cm. MeTogmyeckui OOKyMeHT "Mepbl 3awuTbl MHGOPMauMM B FOCYyAapCTBEHHbIX
MHOPMaUMNOHHBLIX cuctemax”, yreepxaeHHbin PCTIK Poccun 11 dpespans 2014 r.

. O6wme nonoxeHusa

1. Hactoswume TpeboBaHus paspaboTaHbl B cooTBeTCTBUN ¢ PefeparibHbiM 3aKOHOM
oT 27 nionsa 2006 r. N 149-03 "O6 nHdopmaummn, MHPOPMaLMOHHbLIX TEXHOMOMMNAX U O 3aLumTe
nHpopmauun" (CobpaHue 3akoHogatTenoctea Poccuiickon ®enepaunn, 2006, N 31, cT. 3448;
2010, N 31, cT. 4196; 2011, N 15, c1. 2038; N 30, cT1. 4600; 2012, N 31, cT. 4328), a Takke C
y4eTOM HauuoHanbHbIX CcTaHgapToB Poccuickon dPepepaumm B obrnactv  3awuTbl
MHopmauumn n B obnactn cosgaHna aBToMaTU3NPOBaHHbLIX CUCTEM (Oarnee - HauMoHarnbHble
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cTaHOaapThbl).

2. B pokymeHTe ycTaHaBnmBatoTca TpeboBaHus K obecneveHnto 3awmTbl MHpopMaLmnm
OrpaHMYeHHOro [OCTyrna, He cofepXalleh CBedeHUsl, COCTaBnslLWmne rocyaapCTBEeHHYH
TanHy (ganee - MHopMaums), OT YTEYKN NO TEXHUYECKUM KaHanam, HeCaHKLMOHMPOBAHHOMO
AOoCTyna, cneuuanbHbiX BO3AEWCTBUM Ha TaKyl WHGoOpMauuio (Hocutenun MHgpopmaumn) B
uenax ee 406bIBaHUA, YHUUTOXEHNS, UCKaXKEHUSA Uy BrioKMpoBaHUa AOCTyna K Hen (ganee -
3awmuTta uHGopmaumm) npu obpaboTke ykasaHHOW MHGOPMALMM B rOCYOAPCTBEHHbIX
WH(OPMALMNOHHBIX CUCTEMAX.

Hactosawme TpeboBaHua MOryT npuUMEHATbCS Ang  3awuTbl  06LLEeaoCTYnHON
WHopMauuK, cogepxawlencsa B rOCy4apCTBEHHbIX WMHMOPMAUMOHHBIX cucTemax, Aans
OOCTWXKEHUN Lenen, ykasaHHbIX B nyHkTax 1 n 3 yactn 1 ctaten 16 degepanbHOro 3aakoHa ot
27 nionsa 2006 r. N 149-93 "O6 nHpopmaummn, MHHPOPMALMOHHBIX TEXHOSOIMMSX U O 3alumTe
NHopmMauumn”.

B nokymeHTe He paccmatpuBatoTca TpeboBaHWs O 3awmuTe MHopMauuK, CBA3aHHbIe C
nPUMeEHeHneM KpuntorpadMyeckux MeTOAOB 3alumTbl WMHpoOpMaunMm u  WNgPoBanbHbIX
(kpunTOrpadmnyeckmnx) cpeacTs 3awmnTbl UHOPMaLUK.

3. Hactosiwme TpeboBaHusa sBRs0TCA obs3aTtensHbIMU npy 0bpaboTke MHgopmMaumm
B rOCy[apCTBEHHbIX WH(OPMAUUNOHHBIX cuUCTEMax, (QYHKUMOHUPYIOWNX Ha TeppuTopumn
Poccunckon ®depepaumn, a TakKke B MyHUMUMNANbHBIX WHAOPMAUWOHHBLIX CUCTEMaX, ecrn
WHOE He YCTaHOBIEeHO 3akoHogarternbctBoM Poccunckon degepaumm 0O  MECTHOM
camoynpasneHuu.

Hactoswme  TpeboBaHus He  pacnpocTpaHsaTCA Ha  rocydapCTBEHHble
MHOPMaUNOHHbIE cucTeMbl AgmuHucTpaumm lNpesmaeHTta Poccunckon denepaumm, Coseta
BesonacHocTn Poccunckon denepaummn, degepansHoro CobpaHus Poccuiickon ®enepaumn,
MpasutensctBa Poccuinckon ®epepauunn, KoHctutyumoHHoro Cyaa Poccuinckon ®epepauuu,
BepxosHoro Cypa Poccuiickon ®epepauunn, Boicwero ApbutpaxHoro Cyaa Poccuiickonm
depnepaumm n degepansHom crnyxobl 6e3onacHocTn Poccurckon ®epepauuu.

4. Hacrtoawue TpeboBaHus npegHasHadeHbl Ona obnagatenen uHdopMauuu,
3aKa34ynKoB, 3aKIMOYMBLUMX FOCYOAPCTBEHHbIN KOHTPAKT Ha CO34aHue rocygapCTBEHHOM
WH(POPMAUNOHHON cucTeMbl (ganee - 3aka3ynkM) W OnepaTtopoB rOCYAApPCTBEHHbIX
MHPOPMALMOHHBIX CUCTEM (Janee - onepaTopbl).

Jlvuo,  obpabatbiBalowiee  MHOPMaUMIO,  ABMSAILLYIOCS rocyaapCTBEHHbIM
MHPOPMALUNOHHBIM pPecypcoM, MO MNopydYeHuto obnagartend MHgopMaumm (3akasyuka) nnu
onepartopa u (UnnM) NPeaoCTaBnAKWEE MM BblYMCNUTENbHbLIE pecypcbl (MOLLHOCTM) Ans
00paboTKn MHpOpMaLMN HA OCHOBaHUKM 3aKSOYEHHOro goroeBopa (ganee - ynonHOMOYEHHOE
nuuo), obecneuymBaeT 3awmMTy WHOpmMauum B COOTBETCTBUM C 3aKOHOOATENNBLCTBOM
Poccunckon ®depepaumm o6 uHpoOpMauumn, UHPOPMALMOHHBLIX TEXHOMOMMSAX M O 3aluTe
nHpopmauun. B goroBope formkHa ObITb nNpegycMoTpeHa 0693aHHOCTb YNOIHOMOYEHHOIo
nmua obecneynBaTtb 3awmTy MHopMaLuu, ABnsoLencs rocygapCTBEHHbIM
MH(POPMAaLNOHHBIM PECYPCOM, B COOTBETCTBMM C HacToAwmMMn TpeboBaHNAMM.

5. MNpu obpaboTke B rocyaapcTBEHHOM WHMOPMAaUMOHHON cucTeMe WHpopmaumn,
copgepxallen nepcoHanbHble AaHHble, HacTosiwme TpeboBaHWS NPUMEHSATCS Hapsgy C
TpeboBaHnAMM K 3alMTe NepcoHanbHbIX AaHHbIX Npu MX obpaboTke B MHEMOPMALMOHHBIX
cucTteMax nepcoHarnbHbIX [AaHHbIX, YTBEPXAEHHbIX rocTtaHoeneHvem [lpaBuTenscTBa
Poccunckon depepaumm ot 1 Hoabpa 2012r. N 1119 (CobpaHue 3akoHogaTenbCcTBa
Poccuiickon ®egepaumn, 2012, N 45, c1. 6257).

6. Mo pelweHnto obnagaTtens MHgopmMaumn (3akasymka) unm onepartopa HacTosdlme
TpeboBaHnss MOryT MpUMEHATbLCA ONs  3aWwuTbl  MHGOPMauuMW, cogepxalwenca B
HerocyaapCTBEHHbIX MH(POPMAaLIMOHHbIX CUCTEMAX.

7. 3awwuTa uHOpmMauuu, codepXxalwencs B rocyaapCTBEHHOM WHE(OPMaLMOHHON
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cucteme (ganee - MHGOPMAaLMOHHAs cuctema), obecneymBaeTcssi NyTEM BbINOIHEHNS
obnapatenem nHdopMauun (3aKkasdnmkom) uU (Mnmn) onepatopom TpeboBaHU K opraHu3aumm
3aWwnTbl MHOpMaLMn, cogepxallencss B UHpopMaunoHHON cucteme, n TpeboBaHum K Mepam
3aLnTbl MHhopMaumun, cogepxallemncsa B MHPOPMaLMOHHOW CUCTEME.

Il. TpeboBaHuA K opraHusauum 3aWwmTbl MH(hOopMaLUN, coaepxallencsa B
WH(pOpMaLMOHHOWN cUcTeme

8. B wuHdopmMaunoHHOM cucteme oObekTaMyn 3awWuTbl SABNAKTCA WMHGopMauums,
cogepxawlasca B WH(OPMALMOHHOM CUCTEME, TEXHMYEeckue cpeactsa (B TOM 4ucne
CcpeacTtBa BbIMMCIUTENbHOM TEXHMKX, MAaLUWMHHbIE HOCUTENW WHGOpMauuK, CpeacTea U
CUCTEMbI  CBSA3W W Nepefaynm  OaHHbIX, TEXHMYeckne  cpeacrtesa  obpaboTkm
OyKBEHHO-LMPOBON, rpadudeckon, BUOEO- U peyeBon WHpopmaumn), obliecucteMHoe,
npuknagHoe, cneunanbHoe nporpammHoe obecneveHne, MHPOPMaLUMOHHbLIE TEXHOMOMMK, a
Takke cpeacTBa 3alunTbl MHopMaLnn.

9. [Ina obecneyeHns 3almTbl MHOPMaUMN, coaepawenca B MHGpOpMaLMOHHON
cucTemMe, onepaTtopoM HasHayaeTCcs CTPYKTypHOe nogpasgeneHve unm OOSMKHOCTHOE NULUOo
(paboTHUK), OTBETCTBEHHbIE 3a 3aLUTY MHOpMaLnN.

10. [Ona npoBegeHuss paboT no 3awmte uHpopmauum B XoAe Co3daHus u
aKcnnyaTtaumMm MHGOpMaUMOHHON cucTeMbl obrnagaTtenem WHdopMauumn (3akasdymkom) wu
onepatopoM B COOTBETCTBUM C 3akoHogaTenbcTBoM Poccuiickon ®degepaunmn npu
HEeoOX0OMMOCTM MNPUBNEKAIOTCSA OpraHn3aumMm, UMeKLne NUUEH3NK Ha AEATENbHOCTb MO
TEXHMYECKoW 3awmte KoHunaeHunanbHON UHOpMauuM B COOTBETCTBUMU ¢ PegeparnbHbiM
3akoHoM oT 4 masa 2011 r. N 99-03 "O nuueH3npoBaHuUM OTAENbHbLIX BUOOB AesTenbHocTn"
(Cobpanune 3akoHogaTenbctBa Poccunckon ®Pepepaumm, 2011, N 19, cr1.2716; N 30,
cT. 4590; N 43, c1.5971; N 48, c1.6728; 2012, N 26, cT1. 3446; N 31, c1.4322; 2013, N9,
cT. 874).

11. Ona obecnevyeHuns 3awuTbl MHGOPMaLMK, coaepXxawencs B MH(pOPMaLMOHHON
cucTeme, NPUMEHSIIOTCS CPeACcTBa 3almTbl MHCpOpMauuK, npoweaumne oLeHKY COOTBETCTBUS
B dhopme ob6sa3aTenbHOM cepTudmkaumm Ha cooTBeTcTBME TpeboBaHuAM no 6e3onacHoCTM
nHdopMauum B COOTBETCTBUM CO cTaTben 5 PegepanbHOro 3akoHa ot 27 gekabps 2002 r.
N 184-®3 "O TexHunyeckom perynupoBaHun" (CobpaHue 3akoHogaTtenoctBa Poccuinckon
depepaumn, 2002, N 52, ct.5140; 2007, N 19, ct.2293; N 49, ct.6070; 2008, N 30,
cT. 3616; 2009, N 29, cT. 3626; N 48, ct. 5711; 2010, N 1, cT. 6; 2011, N 30, cT. 4603; N 49,
cT. 7025; N 50, cT1. 7351; 2012, N 31, cT1. 4322; 2012, N 50, cT. 6959).

12. 3awmta nHpopmaumn, cogepxaliencs B MHPOPMALMOHHOW CUCTEME, ABMSETCS
COCTaBHOM 4acTblo paboT MO CO34aHMK0 M JKchnyaTtaumm MHAPOPMAaUMOHHOW CUCTEMbI U
obecneunBaeTca Ha BCex cTagmsax (dTanax) ee co3haHuMs M B Xo4e 3Kcnnyatauum nyTem
NPUHATUS OPraHn3aLMOHHbIX U TEXHUYECKUX Mep 3alumTbl MHAOPMaLUUK, HanpaBfeHHbIX Ha
GnokupoBaHune (HerWTpanuMsaumio) yrpo3 GesonacHocTM WMHopmaunm B MHPOPMALMOHHON
CUCTEME, B paMKax CUCTEMbl (NOACMCTEMbI) 3almTbl WHOpMauUn MHEHOPMALMOHHON
CUCTEMBbI (Oanee - cuctema 3awmTbl MHGPOPMaLMM MHPOPMALMOHHON CUCTEMBDI).

OpraHu3aumoHHble U TeXHUYECKMe Mepbl 3awmTbl MHOpMaumn, peanuayembie B
pamMKax CUCTEMbI 3alnTbl MHMOpPMaLUMM MHEAPOPMALMOHHOW CUCTEMBbI, B 3aBUCMMOCTM OT
nHpopmauumn, cogepxawenmca B MHGPOPMAUMOHHOM  cCUCTEME, Lenen  co3gaHus
MHGOPMAaLNOHHOW CUCTEMbBI U 3a4ay, peLllaemMblX 3TON MHPOPMALIMOHHOW CUCTEMOM, LOIMKHbI
ObITb HanpaBfieHbl Ha UCKNIYEHNE:!

HenpaBOMEpPHbIX [OCTyna, KONUMPOBaHWS, MNpPedoCTaBNEeHUA WMAM pacnpoCTpaHeHUs
nHdopmauumn (obecneyeHme KoHOUAEHUMANBHOCTN MHAOPMaLNN);
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HeNpaBOMEPHbIX YHUYTOXEHUS U MoAMULMPOBaHUA UHgopmauun (obecneveHne
LenIoCTHOCTU NHopMaLnn);

HenpaBoMepHOro  GnokupoBaHust  MHGopmaumm  (obecneveHne  OOCTYMHOCTM
MHdopMauun).

13. Ona obecneyeHus 3awmTbl MHGOPMALMK, codepXallencsas B MHEPOPMaLUMOHHOM
cucTeme, NPOBOASATCS cnefyoLwme MeponpuaTus:

dopmupoBaHne TpeboBaHMM K 3awuTe  WMHOpMauuKn, codepxalwencs B
MHGOPMAaLNOHHOW CUCTEME;

pa3paboTka cMCTeMbI 3aLLMTbl MHOPMALMKN MHPOPMALMOHHON CUCTEMBI;

BHeZlpeHne CUCTeMbI 3aLmTbl MHOPMaLNMN MHPOPMALMOHHON CUCTEMDI;

aTTectauMs WH(OPMALNOHHOW CcUCTEMbl MO TpeboBaHWAM 3alnTbl MHGOPMaLMK
(nanee - aTtTectauusa MHGOOPMALMOHHOM CUCTEMbI) N BBOA €€ B AENCTBUE;

obecnevyeHne 3aWwmTbl UHGPOPMaUUM B XOA4e IKChnyaTtauuum  aTTecToBaHHOM
MHGOPMaLNOHHOW CUCTEMDI;

obecneyvyeHne 3awmnTbl MHpOPMaUMM NpWU BbiBOAE M3 3KCnsyaTauum aTTeCTOBaHHOW
MHOPMALMOHHOM CUCTEMbBI UNU NOcne MNPUHATUA pelleHns o6 OKOH4YaHuM 06paboTKu
MHdOpMaLUuK.

PopmupoBaHMe TpeboBaHUM K 3awmTe MHopmMmaLmmn, cogepxawiemncs B
MH(opMaLUOHHON cUCTEME

14. dopmunpoBaHne TpeboBaHM K 3awmTe uMHGOpPMaUMKM, COAepXalenca B
MHOPMALNOHHOM CUCTEME, OCyLLLeCTBsIeTCA obnagaTenem nHgopmauum (3akas4ymkom).

dopmupoBaHMe TpeboBaHMA K 3awmTe  MHoOpMauun, copepxawencs B
WHOpPMaUNOHHOM cucTeMe, ocyulectensetca ¢ ydetom [OCT P 51583 "3awwuta
nHdopmauun. [lopsigok co3gaHus aBTOMATU3UMPOBAHHBIX CUCTEM B 3aLUMLLIEHHOM
ncrnonHeHun. O6wwme nonoxenuns" (onanee - NOCT P 51583) u NOCT P 51624 "3awwuta
nHopMmauuun. ABTOMATM3MPOBAHHbLIE CUCTEMbI B 3aWUWEHHOM ucnonHeHun. O6wue
TpeboBaHus" (ganee - FTOCT P 51624) 1 B TOM yncre BKOYaeT:

NPUHATUE peLlleHnss 0 HeobxoaMMOCTU 3alnTbl MHOpMaunn, coaepXalenca B
MHOPMALNOHHOM CUCTEME,;

Knaccudgukaumo MHOPMaLNOHHOW CUCTEMBbI NO TpeboBaHMAM 3awmThl MHOpMaumn
(oanee - knaccudpmkaums NHPOPMaLMOHHON CUCTEMDI);

onpegeneHne yrpo3 6e30MacHOCTM WHAOPMauuK, peanu3aums KOTOPbIX MOXET
NPUBECTM K HapyweHuno 6e3onacHocTM uHdopmaumMm B MHGOPMALMOHHOW CUCTEME, U
pa3paboTKy Ha X OCHOBE MoAenu yrpo3d 6e3onacHoCT NHpopmaumm;

onpegeneHne TpeboBaHUM K cUCTEME 3almTbl UHGOPMaUUKM  MHEOOPMALMOHHON
CUCTEMBI.

14.1. Tpn npuHATMM peweHns o HeobxoaMMOoCTM  3awuTbl  MHOPMaLUN,
cogepxaliencs B MHPOPMaLIMOHHOM CUCTEME, OCYLLLECTBAETCS:

aHanu3 uenen cosgaHna MHGOPMALMOHHOM CUCTEMbI M 3afad, pellaembiX 3TOWn
MHGOPMAaLMOHHOW CUCTEMOWN;

onpeaenexne nHgopmaumm, nognexatlien obpabotke B MHPOOPMaLMOHHON CUCTEME;

aHann3 HOpMaTUBHbIX NPAaBOBbIX aKTOB, METOAUYECKUX OOKYMEHTOB U HaLMOHaNbHbIX
CTaHOapTOB, KOTOPbLIM AOSMKHA COOTBETCTBOBATbL MH(POPMALIMOHHAs CUCTEMA;

NPUHATME peleHna O HeobXxoauMOCTU CO3[aHUS CUCTEMbI 3alMTbl MHOpMaumn
MH(OPMAaLMOHHON CUCTEMBI, @ TaKXe ornpeaerieHne uenen v 3agad 3awmTbl MHdopMaumn B
MHOPMALNOHHOM CUCTEME, OCHOBHbIX 3TaroB CO34aHUS CUCTEMbI 3aluTbl MHGOPMaUUK
WHPOPMALMOHHOM CUCTEMBI U OYHKUMA N0  obecnevyeHunto 3awuTbl  UHdOpMaUuu,



copgepxailenca B WHOpPMaUMOHHOW cucTteme, obnagatenss WHgopmauumn (3akasuuka),
onepartopa 1 YyNofIHOMOYEHHbIX JT1LL.

14.2. Knaccugukauma vmHpOpMaLMOHHOW CUCTEeMbl MPOBOAUTCHA B 3aBUCMMOCTU OT
3Ha4MMocTn obpabaTbiBaemMon B HEN UHOpMaUun 1 macutaba nHdpopmaLMOHHOM CUCTEMBI
(dbepepanbHbIn, pernoHanbHbIN, 06GBHEKTOBbIN).

YcTaHaBnNuBalTCA YeTblpe Knacca 3aluWeHHOCTU WHGPOPMALMOHHOM CUCTEMBI,
onpegensiowmne ypoBHU 3aLLULLIEHHOCTU coaepallenca B Hel uHdopmauuun. Cambin HASKUIN
Kracc - 4YeTBepTbiA, CaMbli BbICOKMA - nepBbin. Knacc sawumeHHOCT UHGOPMaLNOHHON
CUCTEMbI onpeaenseTcsa B COOTBETCTBUM ¢ npunoxeHnem N 1 k HacToawmm TpeboBaHuaMm.

Knacc sawmieHHoCTH onpeaenseTcs A MHPOPMaLMOHHON CUCTEMBI B LIESTOM U, NpU
HeobXxo4MMOCTH, ANsl ee OTAENbHbIX CErMEHTOB (COCTaBHbIX Yacten). TpeboBaHme K knaccy
3alUULLEHHOCTN BKNIOYAeTCA B TeXHUMYeckoe 3afaHue Ha co3fgaHve WH(OpMaLNOHHOW
cucTeMbl U (MNKN) TexXHUYecKoe 3ajaHue (Y4acTHoe TexHW4YecKoe 3ajaHue) Ha cosgaHue
CUCTEMBbI 3alUMTbl MHOPMALMM MHAPOPMALIMOHHON CUCTEMBI, pa3pabaTbiBaeMble C y4eTOM
roCT 34.602 "MIHdhopmaumnoHHas TEXHOSIOTUS. Komnnekc CTaHOapToB Ha
aBTOMaTU3NPOBAHHbIE CUCTEMbI. TEeXHUYeCcKoe 3afaHne Ha co3gaHue aBTOMaTU3NMPOBAHHOM
cuctembl" (qanee - FOCT 34.602), TOCT P 51583 nFTOCT P 51624.

Knacc 3sawuueHHOCT WHMOPMaLMOHHOM CUCTEMbl MNOANEXUT NepecMoTpy npu
N3MeHeHnn mactaba MHPOPMaLMOHHON CUCTEMBbI UMW 3HAYUMOCTN ObpabaTbiBaeMon B HEN
MHdopMaLuun.

Pesynbtatel knaccudpukaumm WHPOPMALNOHHOM CUCTEMBI  OPOPMAAIOTCA aKTOM
Knaccugukaumn.

14.3. Yrpos3bl 6e3onacHOCTU MHGOPMaUUK onpeaensatTcs No pesynbTaTaM OUEHKU
BO3MOXHOCTEN (MOTeHumana, OCHALEHHOCTU U MOTMBALMM) BHELWHUX W BHYTPEHHUX
HapyLMTenen, aHanusa BO3MOXHbIX YSI3BMMOCTEN MHEOPMALMOHHOM CUCTEMBI, BO3MOXHbIX
crnocoboB peanusaumm yrpo3 6e3onacHoOCTM WHGOpMaUMM U NOCNeACTBMIA OT HapyLUEHUS
cBoucTB 6e3onacHOCTM MHopMaLumn (KOHOUAEHUNANTbHOCTN, LEeNOCTHOCTU, OOCTYNHOCTH).

Mpwn onpegeneHun yrpos 6esonacHocTu NHopmauun y4nTbIBaKOTCA
CTPYKTYPHO-PYHKLMOHASbHbIE XapaKTepPUCTUKM MHGOPMALMOHHOM CUCTEMBI, BKIlOMarowme

CTPYKTYPY W  cocTaB  WHGOPMAUMOHHOM  CUCTEMbI,  (PU3Myeckue,  normyeckue,
PYHKUMOHASbHbIE N TEXHONOrMYECKNEe B3aMMOCBSA3M MeXay cerMeHTamu MHGOopMauMOHHOM
CUCTEMBI, c NHBIMN MHpOPMaLMOHHBIMU cuctemamm n

NHPOPMaLNOHHO-TENEKOMMYHUKALMOHHBIMU CETSMWU, peXnmbl 00paboTkn wnHdpopmaumn B
MH(POPMALNOHHON CUCTEME U B €€ OTAESbHbIX CErMEeHTax, a TakKe MHble XapaKTepUCTUKK
MHPOPMALMOHHON CUCTEMbI, MPUMEHSAEMbIE UH(POPMALMOHHbIE TEXHONOIMM U OCOBEHHOCTM
ee (PyHKUMOHMPOBAHUSI.

Mo pesynbTaTam onpegeneHuss yrpo3  6Ge3onacHOCTM  MHoOpMauMM  npwu
HeobxoanmocTu pa3pabaTbiBatoTCS pekoMeHaauunn no KOPPEKTUPOBKE
CTPYKTYPHO-(PYHKLMOHANbHBLIX XapaKTepUCTUK MHAOPMALMOHHOW CUCTEMbI, HanpaBleHHbIe
Ha 6noknpoBaHue (HenTpanusaumo) oTAeNbHbIX Yrpo3 6€30NacHOCTM MHGOPMaLMK.

Mogenb yrpo3 6es3onacHoCcTM uMHGOPMaUMM [OOMKHa coaepxaTb  OnucaHue
WH(POPMALNOHHON CUCTEMbI M €€ CTPYKTYPHO-PYHKLUMOHANbHbBIX XapakTePUCTUK, a Takke
onucaHve yrpo3 6e3onacHoCTU WHOpMaUuK, BKIHOYAOLWEE OnMuMcaHue BO3MOXHOCTEWN
HapywmTenen (Mogenb HapyLWUTENs), BO3MOXHbIX YI3BUMOCTEN MH(POPMALMOHHOM CUCTEMBI,
crnocoboB peanu3aumm yrpo3 6e3onacHocTM MHGOPMaLMM U NOCMEACTBUA OT HapyLleHus
cBONCTB 6e30NacHOCTN MHAOPMALMK.

Ana onpepeneHus yrpo3 6e3onacHOCTU MHGOpMaLMM U pa3paboTkm Moaenu yrpos
6e3onacHoOCTM MHGOPMaUMM MPUMEHAIOTCA MeTOoAMYEecKMe LOKYMEHThl, pa3paboTaHHble n
ytBepxaeHHble ®CTOK Poccun B COOTBETCTBMM C NoAnyHKTOM 4 nyHkTa 8 lonoxeHusa o
depepanbHoOn cnyx6e No TEXHUYECKOMY M 3KCMOPTHOMY KOHTPOSO, YTBEPXKOEHHOIO YKaszom
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MpesngeHta Poccuiickon ®depepaummn ot 16 asrycta 2004 r. N 1085 (Cobpanue
3akoHopaTtenbctBa Poccuinckon depepaumm, 2004, N 34, ct. 3541; 2006, N 49, cT1. 5192,
2008, N 43, cT.4921; N 47, cT. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHMA K cucTeMe 3awuTbl UHPOPMaUUN MHPOPMALMOHHON CUCTEMBI
onpenensarnTca B 3aBUCMMOCTM OT Kfacca 3alMLEeHHOCTM WHGOPMAaUUOHHOW CUCTEMbI U
yrpo3 6e3onacHOCTU MH(opMauMK, BKIIKOYEHHbLIX B Mogenb Yyrpo3 ©esonacHocTu
MHdOpMaUuK.

TpeboBaHnss K cucteme 3awmtbl  MHGOpMauMM  MHEOOPMALMOHHOM  CUCTEMBbI
BKMNIOYAOTCA B TeXHW4YecKoe 3aJaHue Ha cos3faHuve WHAOPMauMOHHOM CUCTEMbI U (MNn)
TEXHUYECKOoe 3afaHune (YacTHOe TEXHMYECKOe 3aJaHue) Ha co3daHue CUCTEMbl 3alunTbl
MHpopmauun MHPOPMaLMOHHOM cuctemMbl, paspabatbiBaemble ¢ ydetom [OCT 34.602,
FOCT P 51583 nTOCT P 51624, n 0ormkHblI B TOM YMCne cogepxarb:

uenb 1 3agadn obecneyeHns 3awmTbl UHOPMaLUNN B MIHPOPMALMOHHON CUCTEME;

Kracc sawmLeHHOCTN MHGOPMaLUNOHHON CUCTEMDI;

nepedyeHb HOPMAaTMBHbLIX MPaBOBbLIX aKTOB, METOANYECKUX [OOKYMEHTOB U
HauMOHanbHbIX CTaHAAPTOB, KOTOPbIM AO/MKHA COOTBETCTBOBATL MH(POPMALIMOHHAsA CUCTEMA;

nepeyeHb 06BHEKTOB 3aLnTbl MIHHOOPMALNMOHHON CUCTEMbI;

TpeboBaHna K Mepam M cpeacTBam 3awuTbl UHOPMaUUK, NPUMEHAEMbIM B
MHOPMALNOHHOM CUCTEME;

TpeboBaHna K 3awmuTte uHGoOpmauMm nNpu UHPOPMALMOHHOM B3aUMOAENCTBUMM C
WHBIMU  MH(POPMALMOHHBIMM  CUCTEMaAMU U MHPOPMALMOHHO-TENTEKOMMYHUKALMOHHBIMMU
ceTaMu, B TOM Yucne ¢ MHPOPMALMOHHBIMM CUCTEMAMM YNONIHOMOYEHHOIO NUuUa, a Takke
npu  MNPUMEHEHUU  BbIYUCIIUTENbBHBLIX  pecypcoB  (MOLLHOCTEN), npenocTaBngemMblX
YNONMHOMOYEHHbIM NMUOM Ans 06paboTkm nHpopmaumn.

Mpn onpeneneHnn TpeboBaHMM K CUCTEME 3alUNUTbl MHOPMaLUN MHPOPMALMOHHON
CUCTEMbBI YYNTBIBAKOTCA NOSIOXKEHUSA NONUTUMK obecneveHns nHopmMaunoHHon 6e3onacHoCcTn
obnapatena uHdopMauumn (3akasdmka) B criydae ux paspabotkm no NOCT P UNCO/M3K
27001 "MHopmaumoHHaa TexHonorus. Metogbl n cpencrBa obecneveHnss 6e30MacHOCTU.
Cuctembl MeHegKMeHTa MHGOpMaUnoHHON BesonacHocTu. TpeboBaHusa", a Takke NONUTUK
obecnevyeHns uHGoOpMaUnoHHOM 6Ge3onacHoCTK ornepaTtopa W YMNONIHOMOYEHHOrO fnvua B
4yacTu, He NpoTuBopevaLLen nonutukam obnagarens nHgpopmauum (3akas4umka).

Pa3paboTtka cuctemMbl 3aWwmuTbl MH(poOpMaLMuM MHPOPMALUMOHHON CUCTEMbI

15. Paspabotka cuctembl 3awuTtbl MHGPOPMAUMN  UHPOPMALMOHHONW CUCTEMDI
opraHuayeTcsa obnagarenem nHpopmaunn (3akas4mkom).

Paspabotka cuctembl  3awmTbl  MHGOpPMaUMM  MHAOPMALUNOHHOM  CUCTEMDI
OCYLLECTBMNAETCA B COOTBETCTBMM C TEXHUYECKUM 3aJaHUeM Ha co3gaHue MHGOopMaLMOHHOM
cucTeMbl U (MNK) TEXHUYECKUM 3adaHueM (4acTHbIM TEXHUYECKUM 3adaHWeM) Ha co3paHue
cucTeMbl 3aWmTbl MHGOPMauuM uHGOpMauuoHHon cuctembl ¢ ydetom [OCT 34.601
"MIHpopMaunoHHasa TexHonorus. Komnnekc ctaHgapToB Ha aBTOMAaTU3UPOBAHHBIE CUCTEMBI.
ABTOMaTM3MpoBaHHble cuctembl. Ctagumn cos3ganns” (ganee - FOCT 34.601), FOCT P 51583
nIrOCT P 51624 n B TOM Yncne BKNOYaET:

NPoeKTUpoBaHNe CUCTEMbI 3aLLNTbl MHpOopMaLMN NHPOPMaLIMOHHON CUCTEMBI;

pa3paboTKy aKchnnyaTauMOHHOW AOKYMEHTauMm Ha cuUcTeMy 3awuTbl MHOpMaLMK
MHOPMALNOHHON CUCTEMBI;

MakeTUpOBaHME U TECTUPOBaHWE CUCTEMbI 3alUnTbl MHOPMaLUM UHGOOPMALMOHHON
CUCTEMBI (MPK HEOBXOANMOCTHI).

Cuctema 3awmtbl  uHbOpMauMM  UHAPOPMALMOHHOWM  CUCTEMbI HE  AOSKHa
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npenaTcTBoBaTb AOCTMXKEHUIO Uenen co3gaHna WHMOPMAaUMOHHOW CUCTEMbI U ee
PYHKUMOHNPOBAHWIO.

Mpn paspaboTke cuctembl 3aWMTbl MHPOPMAUUN UHPOPMALNOHHON CUCTEMDI
yunTbiBaetTcd ee MHPOPMaUMOHHOE B3aUMOAEWCTBME C  WHBIMU  MHOPMAaLNOHHBIMU
cucteMamm M- MHPOPMaLUMOHHO-TENIEKOMMYHUKALMOHHBIMKU  CETSAMW, B TOM 4ucne C
WH(POPMAUNOHHBIMX  CUCTEMaMM  YMOMHOMOYEHHOINO fnuvua, a Takke [pUMeHeHue
BbIYMCNUTENBHbLIX PECYPCOB (MOLHOCTEN), NPeAoCTaBnsieMbliX YNONHOMOYEHHbIM NULOM OS5
06paboTkn nHpopmaLmun.

15.1. TlpM nNpoeKkTUpoBaHUM CUCTEMbI 3alWnTbl MHGpOpMaUnUM MHGPOPMaLMOHHON
CUCTEMBI:

onpenensarTcs TMnbl cyobekToB AoCTyna (NoNb3oBaTenu, NPoLEecChl N UHble CYyOBHEKTDI
aoctyna) m obbekToB AocTyna, ABNAWMXCsa obbekTamn 3awwmTtbl (YCTPOMCTBA, OOBLEKTHI
(hannoBon CUCTEMBI, 3anycKaemMble N UCNOSTHAEMble MOAYNN, O6BbEKTbI CUCTEMbI YNpaBIieHUs
6asamMu gaHHbIX, 06BbEKTHI, CO34aBaeMble MpPUKagHbIM NPOrpamMMHbIM obecrneyeHnem, NHble
00bekTbl OoCcTyna);

onpefensaiTcs MeTodbl  YNpaBrieHus [[OCTYNOM  (OUCKPEUMOHHbIA, MaHOaTHbIN,
porieBon UNU MHble MeToAdbl), TUMbl AOCTyNa (4TeHue, 3anncb, BbINOSIHEHME UMW MHbIE TUMbI
AOoCTyna) U npasBuna pasrpaHUYeHns OocTyna cybbekToB AocTyna K obbektam goctyna (Ha
OCHOBE CMUCKOB, METOK 6e30MacHOCTU, ponen 1 UHbIX NpaBusl), Nognexaiwuue peanmsauum B
MHGOPMAaLNOHHOW CUCTEME;

BblGupaloTca Mepbl 3awWmTbl MHOPMauuK, nognexawme peanusauum B cucteme
3aLWnTbl MHopMaLmm NHHPOPMALMOHHON CUCTEMBI,

onpeaensTca BUAbl M TUMbl CPeAcTB 3awuTbl UHGOpMauuu, obecnedmsarolmne
peanuaauuio TEXHUYECKNX Mep 3aLmnTbl MHopMauuu;

onpegensieTcs CTPyKTypa CUCTEMbl 3almTbl  MHOPMaUMM  MHEOOPMAaLMOHHOMN
CUCTEMBI, BKITOYAsA COCTaB (KONMYECTBO) U MecTa pasMeLLEHNs] ee SNIEMEHTOB;

ocywiecTBngeTcs BblboOp cpeacts 3awuTbl MHGOPMaUUK, CePTUPULMPOBAHHBLIX Ha
cooTBeTcTBME TpeboBaHnAM no 6Ge3onacHOCTU WMHOPMaUUKU, C Y4EeTOM WX CTOUMOCTM,
COBMECTUMOCTU C WHAOPMAUNOHHLIMU  TEXHOMOMMAMU U TEXHUYECKMMU CpeacTBamM,
dyHKUM 6e3o0nacHOCTU 3TUX CPEACTB M OCODEHHOCTEN MX peanu3auuu, a Takke Kracca
3aWMLLEHHOCTU MH(POPMALMOHHOWN CUCTEMBI;

onpefensarTcs napaMeTpbl HaCTPOWKM nporpaMmMmHoro obecneveHus, BKNO4Yas
nporpaMmmHoe obecnevyeHne cpeacTB 3alnTbl MHoOpMaLumm, obecneynsaroLme peanmsauuio
Mep  3aWwuTbl  WHOpMauMKM, a Takke YCTpaHeHWEe  BO3MOXHbIX  YSA3BMMOCTEN
WHPOPMALNOHHOM  CUCTEMbI, MPUBOAALUMX K BO3HMKHOBEHMIO Yrpo3 ©GesonacHocTu
nHdopmMauuu;

onpeaensTcsa Mepbl 3aWwunTbl MHOPMaUMK Npyu MHPOPMaLMOHHOM B3aMMOLENCTBUN
C VHbIMXU WH(POPMAaLMOHHBIMKM CUCTEMAMU U UHAPOPMALNOHHO-TENEKOMMYHUKALWOHHBLIMA
ceTaMu, B TOM Yucne ¢ MHGPOPMAaLUMOHHBIMU CUCTEMAMM YNONIHOMOYEHHOIO NUua, a Takke
npy  NPUMEHEHUN  BbIMUCAUTENbBHBLIX  pPecypcoB  (MOLWJHOCTEW), NpenocTaBnseMblX
YNONTHOMOYEHHbIM NMUOM Ansa o6paboTkm nHpopmaumn.

Pesynbtatbl NpoekTUpOBaHUA CUCTEMbI 3alnTbl MHGOPMauUM WUHPOPMaALNOHHON
CUCTEMbI OTpaxatTCs B MPOEKTHOM [OKYMEHTaumm (3CKM3HOM (TEXHMYECKOM) MNpoeKkTe W
(vnn) B pabodver [OKYMEHTauuMM) Ha WHMOPMALMOHHYK CcuUcTeMy (CUCTEMY 3alUUThbl
MHOpMaUUN NHPOPMALMOHHON cucTemsbl), paspabatbiBaembix ¢ ydyetom [OCT 34.201
"MIHdopmaunoHHasa TexHonorus. KomMmnnekc ctaHgapToB HA aBTOMaTU3UPOBAHHbIE CUCTEMBI.
Buagpbl, KOMNMeKTHOCTb M 00O03HaYeHWe OOKYMEHTOB NpU CO3daHUM aBTOMAaTU3NPOBAHHbLIX
cucteM" (nanee - FOCT 34.201).

[MpoekTHasa AOKyMeHTauusa Ha UHPOPMALMOHHYIO CUCTEMY U (UNK) ee CUCTEMY 3aLLMUThbI
MHOpPMaUUKM noanexaT CorriacoBaHUIo ¢ onepaTopomMm MHPOPMaLMOHHOW CUCTEMBI B Cry4yae,
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ecnu OH onpedeneH TakoBbIM B COOTBETCTBUM C 3akoHogaTenscTtBoM Poccunckon
degepaumm K MOMEHTY OKOHYaHWA MPOEKTUPOBAHUSA CUCTEMbl 3alMTbl  MHGOPMAaLMM
MHPOPMALNOHHOM CUCTEMBI N HE ABNSIETCH 3aKa3ynukoM AaHHOW MHAOPMAaLMOHHON CUCTEMBbI.

Mpu oTcyTCTBUN HEOBXOOUMBIX CPEeACTB 3alnTbl MHOPMaLUK, cepTUPULNPOBAHHBIX
Ha cooTBeTcTBME TpeboBaHMAM no 6e3onacHOCTU MHGOPMaLMK, opraHnsyeTcs paspaboTka
(oopaboTka) cpeacTB 3awWmTbl MHOpPMauUMM U UX cepTuUdUuKaumss B COOTBETCTBUU C
3akoHoaaTtenbcTBoM Poccunckon degepaunm nnm npomsBoanTCA KOPPEKTUPOBKA NPOEKTHLIX
peLeHnin nNo MHPOpPMaLMOHHON cUCTEME U (UNN) ee cucTeme 3aLmTbl MHpopMaLMn C y4ETOM
PYHKUMOHASbHBLIX BO3MOXHOCTEN WUMEILWNXCH CepTUULNPOBAHHBLIX CPeacTB  3allnTbl
MHdopMaLuu.

15.2. PaspaboTtka aKcnnyaTauuMoOHHOW OOKYMEHTauMM Ha CUCTeMy  3aluuThbl
MHopMauun MHAPOPMAaLIMOHHON CUCTEMbI OCYLLIECTBMSETCA B COOTBETCTBUU C TEXHUYECKUM
3ajaHneM Ha cosgaHve WHGOPMALMOHHOM CUCTEeMbl U (UMW) TEXHUYECKMM 3adaHuem
(4aCTHbIM  TEeXHUYEeCKMM 3aJaHMeM) Ha co3fgaHuMe CUCTEMbl 3aWuTbl  MHAOPMaLMK
MHPOPMALNOHHOM CUCTEMBI.

OKcnnyaTaumMoHHas  OOKyMeHTauums Ha  cucTemMy  3aWuTbl NHopmauun
MHOpMaUnoHHOM cucteMbl paspabatbiBaetca ¢ ydyetom [OCT 34.601 , TOCT 34.201 wn
FOCT P 51624 v pomkHa B TOM 4nicne cogepXaTb OnncaHue:

CTPYKTYPbl CUCTEMBI 3aLLNTLI MHPOPMaLMN UHPOPMALMOHHON CUCTEMBI;

cocTtaBa, MeCT YCTaHOBKW, MapaMeTpoB W Mopsgka HaCcTPOWMKM CPeAcTB 3aluThbl
MHdopMauuK, NporpamMmmMHoOro obecrneyeHns U TEXHUYECKUX CPenCTB;

npaBun aKcnsyataumm cUcTeMbl 3alnTbl MIHOPMaLMU MHPOPMALIMOHHON CUCTEMBI.

15.3. [lpn mMakeTMpoBaHUM W TECTUPOBAHUN CUCTEMbI 3aWmTbl  MHGOPMaLUN
MH(OPMAaLNOHHOW CUCTEMbI B TOM YUCIIE OCYLLIECTBMASAIOTCS:

nposepka paboTOCNOCOOHOCTM U COBMECTUMOCTM BblIOpaHHbIX CpPeacTB  3alluTbl
NMHopMauun ¢ MHPOPMALMOHHBIMU TEXHOSOTMAMMU U TEXHUYECKUMU CPpeacTBaMMU;

npoBepkKa BbIMNOMHEHNSA BbIOpaHHbIMM CpeaCcTBaMU 3awmnTbl MHGOpMauum TpebosaHuin
K cucteme 3almTbl MHopMauum NHPOPMAaLIMOHHOM CUCTEMBI,

KOppeKTUpoBKa NPOEKTHbIX peLleHnn, pa3paboTaHHbIX npu co3gaHuun
MHOPMALNOHHOM CUCTEMbI U (MAN) CUCTEMbI 3awWmTbl MHGOPMaLMM NHEOPMAaLMOHHOM
CUCTEMBI;

KOPPEKTUPOBKA MPOEKTHOW M JKCMyaTaunOHHOW OOKYMEHTALUN Ha CUCTEMY 3aLLMThbI
MHdopMaunmn MHPOPMaLMOHHON CUCTEMBI.

MakeTupoBaHMe CUCTEMbI 3alnTbl MHPOPMaLMN MH(POPMALMOHHOW CUCTEMBbI U ee
TEeCTUpPOBaHNE MOXET NPOBOAMTBCA B TOM YMCMEe C UCMOMb30BaHMEM CPeACcTB U MEeToO0B
MOAeNMpPoOBaHNSA MHPOPMAaLIMOHHBIX CUCTEM N TEXHONOMMN BUPTYanusauuu.

BHepapeHue cuctembl 3awmTtbl MH(popmaumm MHOOPMaLMOHHON CUCTEMbI

16. BHegpeHue cucTeMbl 3aWwuTbl WHGOPMaUUN  MNH(POPMALMOHHON CUCTEMBbI
opraHusyeTcs obnagarenemMm nHdopmMauun (3akasvymkom).

BHegopeHne  cuctembl  3awuTtbl  MHGOpMauMM  MH(POPMALMOHHOW  CUCTEMBI
OCYLLECTBMSAETCA B COOTBETCTBMM C MPOEKTHOW W 3KCrnfyaTauMOHHOW AOKYMeHTaunemn Ha
cucTeMy 3awmTbl MHOPMaLMM MHPOPMALIMOHHOW CUCTEMbI U B TOM YMCIIE BKITHOYaET:

YCTaHOBKY M HACTPOWMKY CPeACTB 3alinTbl UHpopMaLUnmn B UHPOPMaALIMOHHON CUCTEME;

pa3paboTKy OOKYMEHTOB, OMpeAendlolwmMx npaBuna M npoueaypbl, peannsyemble
onepaTopom Ans obecneyeHmsa 3awmTbl MHopMauum B MHOPMaLMOHHON cucTeMe B Xode
ee oKcnnyatauuu (ganee - opraHvM3auMoOHHO-pacnopsanTeSibHble OOKYMEHTbl MO 3awuTte
MHdopMauunn);
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BHeJpeHue OpraHn3aunoHHbIX Mep 3aLmTbl MHOpMaLuuy;

npegBapuTenbHble UCMbITAHUA CUCTEMbl 3alMTbl MHOPMaUUM MHPOPMaLMOHHON
CUCTEMBI;

OMbITHYIO 3KCNIyaTaumo CUCTEMbI 3aLUTbl MHGPOPMaLMU MHPOPMAaLMOHHON CUCTEMBI;

aHanu3 ya3BuMocTen UHAOPMALMOHHOM CUCTEMbI U  MNPUHATME Mep 3aluTbl
NMHopMaLUKN NO NX YCTPAHEHUIO;

NPUeMOYHbIE UCMbITAHNA CUCTEMbI 3aLUTbl MHPOPMaUUK MHPOPMALMOHHON CUCTEMbI.

K BHegpeHuto cucTeMbl 3awmtbl  UHMOpMauUM  MHAPOPMALMOHHON  CUCTEMDI
npusnekaeTca onepatop MHAPOPMALMOHHOM CUCTEMbI B Cryyae, ecnu OH onpegereH
TakoBbIM B COOTBETCTBUM C 3akoHodaTenbCcTBOM Poccuinickon ®Pepepauum K MOMEHTY
BHeOpeHUs CUCTeMbl 3almTbl MHGOPMaUMU MHEPOPMALMOHHON CUCTEMbI U He HABNAeTCS
3aKas34ynkom gaHHOW MHGOPMaLUOHHON CUCTEMDI.

16.1. YcTaHOBKa M HacTpoWka CpedcTB 3aluTbl MHpopmMaumm B MHGOPMAaLMOHHOWN
cUcTeMe [[OIKHa NPOBOAUTBHCH B COOTBETCTBUM C IKCMNIyaTauMOHHOW LOKYMeEHTauuen Ha
cucTeMy 3almTbl MHpopMaunm MHAPOPMAaLVMOHHOMW CUCTEMbI U JOKYMEHTaUMen Ha cpeactea
3aLnTbl MHopMaLmn.

16.2. PaspabaTtbiBaeMble opraHu3aLMOHHO-pacnopagmTenbHble JOKYMEHThI MO 3aliuTe
NMHopMauuKn SOMKHbI onpeaensaTb npasunia u npouenypsb:

ynpaBneHus (agMnHUCTpUpOBaHNSA) cucTtemomn 3amnThl MHopMaLmn
MHGOPMaLNOHHON CUCTEMDI;

BbISIBIEHNA MHUMOEHTOB (O4HOro COObLITUA MKW rpynnbl COBLITUN), KOTOPble MOTyT
NpuBeCTU K CO0AM U HapyLUEHNIO OYHKLMOHMPOBAHNSA UHPOPMALMOHHOW CUCTEMBI U (MNn)
K BO3HMKHOBEHMIO Yyrpo3 6e3onacHoCTn nHpopmaumn (ganee - MHUMOEHTLI), U pearnpoBaHns
Ha HUX;

ynpaBneHus KoHdurypaumen attectoBaHHOM MHAOPMALMOHHOM CUCTEMbI U CUCTEMBI
3aLWnTbl MHopMaumm NHPOPMALIMOHHON CUCTEMBI,

KOHTpONsi (MOHUTOpMHra) 3a obecneyeHnemMm YpPOBHS 3alUULLEHHOCTU MHGOPMaLmK,
cogepxaliencs B MHPOPMaLMOHHOM CUCTEME;

3awmThl MHGOPMaLMK NpU BbIBOAE M3 aKcnnyaTaumMm MHPOPMaLMOHHOM CUCTEMBI UK
nocne NpUHATUA pelleHnsa 06 okoHYaHUn o6paboTkn HopMauuun.

16.3. [Mpn BHeApPEHUN opraHM3aUnoOHHbIX Mep 3aLnTbl UHOPMAaLMKN OCYLLECTBASAITCS:

peanua3auus npaBun pasrpaHUyYeHna O0CTyna, pernaMmeHTUpylowWwmMx npasa AocTyna
cybbekToB foctyna K obbektam pJoctyna, W BBeAEHWE OrpaHUYeHUn Ha [OenCTBUS
nonb3oBaTenen, a Takke Ha U3MEHeHMe YCNoBUK JKCrnyaTauuu, coctaBa U KOHurypaumm
TEXHUYECKUX CPEACTB N NporpaMMHoro obecneveHus;

npoBepka NOSHOTbI N AeTanbHOCTU ONUCaHUS B OpraHn3aLMOHHO-pacnopsanTenbHbIX
AOKYMEHTax Mo 3awuTe WHGopMauuum OeACTBUW nofb3oBaTenen u agMUHUCTPATOpOB
MHOPMALNOHHOM CUCTEMBI MO peanu3aunm opraHM3aumMoHHbIX Mep 3aLnTbl MHpopMaumu;

oTpaboTka AOEencTBMM [OOSMKHOCTHBIX NML, W nogpasgefnieHuid, OTBETCTBEHHbIX 3a
peanusauuio Mep 3awmTbl UHopMaLuun.

16.4. MpenBapuTenbHble UCMbITaHUS cucTeMbl 3aWmThl NHopMauun
MHOPMaUNOHHOM cuctembl nposoasatca ¢ ydetom [OCT 34.603 "WMHdpopmaumoHHas
TexHonorus. Buabl vcnblTaHUn aBTOMaTU3MpoBaHHbIX cucteM” (ganee - FOCT 34.603) wm
BKIMOYAKOT NpoBepKy paboTocnocobHOCTM cMCTEMBI 3almTbl MHpopMaLnn NHPOPMaLMOHHOM
CUCTEMbI, @ TaKKe MPUHATME pPeLUeHMsT O BO3MOXHOCTM OMbITHOM 3JKCMyaTtauunm CUCTEMbI
3aWmThbl MHOPMaLMU MHPOPMAaLIMOHHON CUCTEMBI.

16.5. OnbITHag aKcnayatauus CUCTEMbl 3awuTbl MHGOpMaUUM MHGOPMaLMOHHON
cuctemMbl nposoautca ¢ ydetom [OCT 34.603 wn BKknoYaeT NpoBepKy (PYyHKLMOHUPOBAHUS
CUCTEMBbI 3alUTbl MHOPMaLUMU UHPOPMALMOHHON CUCTEMBI, B TOM YUCHE pearnim3oBaHHbIX
Mep 3awuTbl MHOPMaUMK, a TakkKe rOTOBHOCTb Mosib3oBaTeneh M agMUHUCTPATOPOB K
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aKcnyaTauum cucTemsl 3awmnTbl UHOpMaUnn MHPOPMaLMOHHOM CUCTEMBI.

16.6. AHanms ysa3sMmMocTen MHPOPMaLUVOHHON CUCTEMbI NPOBOAUTCH B LeNAX OLEHKU
BO3MOXHOCTU npeogoneHuns HapyLuTenem cucTeMbl 3aWmThbl MHopMaumn
WH(POPMAUNOHHON cUCTEMbl UM NpefoTBpalleHus  peanu3auun  yrpo3 6GesonacHoCTU
MHdopMauuK.

AHanna ysasBMMOCTEN MHMOPMALMOHHOW CUCTEMbl BKIHOYAEeT aHanu3 YA3BUMOCTEN
CPeACTB 3awuTbl MHAOPMALMM, TEXHUYECKMX CPeacTB W MporpaMMHOro obecneyeHuns
MHGOPMaLNOHHOW CUCTEMDI.

Mpn ananuse yasBuUMoOCTEN WMH(OPMALMOHHOW CUCTEMbI MPOBEPSIETCA OTCYTCTBUE
M3BECTHbIX YA3BUMOCTEMW CpPeACTB 3aluTbl  MHPOPMaUMU, TEXHUYECKUX CpPeacts MU
nporpaMmMHoro obecneyeHns, B TOM 4YUCRe C Yy4eToM WHcopmauum, uMetowenca y
pa3paboTymMkoB W MOMyYEeHHOW W3 Apyrnx OOLLEeAOCTYMNHbIX WCTOYHWKOB, NPaBWUIIbHOCTb
YCTAHOBKM W HACTPOMKM CPeAcTB 3awuTbl MHGOpMauMKM, TEXHUYECKUX Ccpeacts U
nporpamMmmMHoro obecneyeHunsi, a Takke KOPPEeKTHOCTb paboTbl CPeACTB 3allnTbl HOpMaLUK
npu Ux B3aMMOAENCTBUN C TEXHUYECKUMU CpeacTBaMnN U NporpaMMHbIM obecrneyeHnem.

B cnydae BbisBneHna ys3BMMOCTEN WMHAOPMALUMOHHOW CUCTEMbI, MPUBOLALLUNX K
BO3HUKHOBEHWMIO  OOMOSTHUTENbHbLIX  Yrpo3  6e3onacHOCTUM  WMHopMauun, NpPOBOANUTCS
YyTOYHEHWe mogenu yrpo3 6esonacHoCT MHopMaumMmM 1 Npu HeobxoaMMOCTU NPUHUMAOTCA
AONOJSTHUTENbHbIE Mepbl 3alMTbl MHOPMAaUUK, HanpasBSieHHbIE Ha YCTPAHEHWE BbISIBIIEHHbIX
YSI3BUMOCTEN UNN UCKNIOYatoLWmMe BO3MOXHOCTb MCMOMb30BaHNSA HapyLLUMTeneM BblSIBNEHHbIX
YSiI3BUMOCTEWN.

16.7. lNpremMoyHble MCMNbITaHUA CUCTEMbI 3alunTbl MHGOpMaLMM WHGPOPMAaLMOHHON
cucteMmbl npoBogaTcs ¢ ydetom [OCT 34.603 w BKMAYaKT NPOBEPKY BbINOSHEHUSA
TpeboBaHM K cMCTEME 3amUTbl MHpopMaunn MHPOPMALIMOHHON CUCTEMbI B COOTBETCTBUM C
TEXHUYECKUM 3aaHMeM Ha co3gaHne MHMOPMAaUMOHHOW cuUCTEMbl U (MNN) TEXHUYECKUM
3afjlaHMeM (YacCTHbIM TEXHUYECKUM 3aJaHMeM) Ha co3faHue CUCTEMbI 3alnTbl MHOpMaumm
MHOPMALNOHHON CUCTEMBI.

ATtTecTaumsa MHOPMaALMOHHOM CUCTEMBbI U BBOA €€ B e ACTBUE

17. ATTecTauma  WMH(MOPMAaUMOHHOWM  CUCTEMbl  OpraHusdyetTca  obnagaTtenem
MHopMauum (3aka3vyMkoM) WM OMepaTtopoM U BKMAKOYAET MPOBEAEHME KOMMMekca
OPraHM3auUMOHHbIX U TEeXHUYECKUX MeponpuATUA  (aTTeCTauMOHHbIX WUCMbITaHUKW), B
pesynbTaTte KOTOPbIX MOATBEPXKOAETCA COOTBETCTBME CUCTEMbI 3alUMTbl MHGOPMaLUK
NHOPMAaLNOHHON CUCTEMbI HAcToALWMM TpeboBaHNAM.

17.1. B kayectBe WUCXOOHbIX [JaHHbIX, HeobxogumMbIXx AOns  aTtTecTauum
MHOPMALNOHHOM CUCTEMbI, UCMNOSb3YKTCA MOAeNb Yrpo3 6e30nacHOCTU UHdopMauuK, akT
Knaccudgukaumm  MHOPMALMOHHON CUCTEMbI, TexXHUYeckoe 3afjaHve Ha co3gaHue
MHPOPMALNOHHOM CUCTEMBbI U (UNTN) TEXHUYECKOEe 3afaHne (YaCcTHOe TeXHUYecKoe 3ajaHue)
Ha co3gaHWe CUCTeMbl 3aluTbl MHoOpMaUMN MHEMOPMALMOHHOW CUCTEMbI, MPOEKTHAA U
3KcnyaTaumMoHHas AOKYMEHTauusi Ha cuctemy 3awmtbl MHdopMauun mHEGPOpPMaLMOHHOM
CUCTEMbI, OpraHU3auUMoOHHO-pacnopaaguTeNbHbIE OOKYMEHTbI MO 3awute WHGopmaumu,
pesynbTaTbl aHanusa YA3BMMOCTEMN NHGOPMaLMOHHOWN CUCTEMBI, marepuansl
npeaBapuTenbHbIX M MPUMEMOYHBIX  UCMBITAHWM  CUCTEMbl  3alMTbl  MHOpMaLmn
MHOPMALNOHHOM CUCTEMBI, a TakkKe UHble JOKYMEHTbI, pa3pabaTtbiBaeMble B COOTBETCTBUM
¢ Hactoswmmn TpeboBaHnsMN.

17.2. Attectauuss MHGOOPMAUMOHHONM CUCTEMbI MPOBOAMTCA B COOTBETCTBUM C
nporpaMmor M MeToauMKaMn aTTEeCTAUMOHHbLIX WUCMbITaHMA OO0 Hadana ob6paboTku
nHopmauum, nognexawen 3sawmte B UHGpOpMaUMoOHHOM cucteme. [Ons npoBeneHus
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aTTecTauum MHMPOPMaLMOHHON CUCTEMbI NMPUMEHSAIOTCA HaLUMOHalbHble CTaHA4apThl, a TaKke
MeToaudeckne [OOKyMeEHTbl, paspaboTaHHble U yTBepxaeHHble @OCTOK Poccumn B
cooTBeTCTBMM C nognyHkTtom 4 nyHkta 8 [lonoxewns o PepepanbHon cnyxbe no
TEXHUYECKOMY N 3KCMOPTHOMY KOHTPOSIO, yTBepXxaeHHoro Ykasom [lpesngeHta Poccuinckon
®epepaumm ot 16 asrycta 2004 r. N 1085.

Mo pesynbTataMm  aTTeCTauUOHHbIX  UCMbITAHUWA  OPOPMIISAOTCA  NPOTOKOSbI
aTTEeCTaUNOHHbIX MWCMNbITAHUW, 3akiYeHne O COOTBETCTBUM WHAPOPMALUOHHOM CUCTEMBI
TpeboBaHNAM O 3alumMTe MHopMaunm U aTTecTaTt COOTBETCTBUS B Criydyae MOMNOXUTENbHbIX
pe3ynbTaToB aTTeCTaLMOHHbIX UCMbITAHUMN.

17.3. [JonyckaeTca aTttectaumsa MHPOPMALIMOHHOM CUCTEMbl HA OCHOBE pe3ysibTaToB
aTTEeCTALMOHHbIX UCMbITAHUN BblAENEHHOro Habopa CermMeHToB MHOPMALMOHHOW CUCTEMBI,
peanuayrLmx NOMHY TEXHOMNOMMI0 06paboTkn NHopMaLnn.

B atom cnyyae pacnpocTpaHeHue aTtTecTata COOTBETCTBUSA Ha Apyrne CermMeHThbl
MH(POPMALNOHHON CUCTEMbI OCYLLECTBNAETCA NPWU YCIIOBUM KX COOTBETCTBUS CerMeHTam
MHPOPMALNOHHOM CUCTEMBI, NPOLLEALNM aTTeCTalMOHHbIE UCTbITAHNA.

CermMeHT cumMTaeTcad COOTBETCTBYIOLIMM CErMeHTy WH(OPMaUNOHHOW CUCTEMbI, B
OTHOLLEHUM KOTOpPOro Obinn npoBedeHbl aTTeCTaUMOHHbIE UCMbITAHUA, €CNU AN1S yKa3aHHbIX
CEerMeHTOB YCTaHOBfMEHbl OAMHAKOBbIE KMaccChl 3alULLEHHOCTHN, Yrpo3bl 6e30nacHOCTU
WHOpMauuK, peanu3oBaHbl OOMHAKOBbIE TMPOEKTHbIE peleHnd no WUHPOPMaLNOHHON
CUCTEME U ee CUCTEME 3aLUMTbl HpopMaLu.

CooTBeTCTBME CErMeHTa, Ha KOTOPbIN pacrnpoCcTpaHsieTcss atTecTaT COOTBETCTBUS,
CerMeHTy WHMOPMAUMOHHOW CUCTEMbI, B OTHOLUEHWW KOTOpPOro Obinv npoBedeHbl
aTTeCTauuoHHble  UCMbITaHWs, TMOATBEpPXOaeTca B X04e MNPUEMOYHbIX  UCMbITaHUN
MHGOPMaLNOHHOW CUCTEMbI NN CETMEHTOB MH(POPMALMOHHON CUCTEMBI.

B cermeHTax nMHGOpMaUVOHHOM CUCTEMbI, HA KOTOpble pacnpoCcTpaHseTcs aTtrecTtar
COOTBETCTBUSA, onepaTopom obecneynBaetca cobnogeHune aKCnnyaTaunoHHOM
AOKYMEHTauuM Ha cucteMy 3awmtbl  MHpoOpMaumm  MHEMOOPMALMOHHON CUCTEMBbI W
OpraHn3aunoHHO-pacnopaanTeNbHbIX JOKYMEHTOB MO 3aluTe UHopmaumn.

OcobeHHOCTK aTTecTauun MHMOOPMALMOHHON CUCTEMbl Ha OCHOBE pe3ynbTaToB
aTTEeCTALMOHHbIX WUCMbITAHUA BblAeNeHHOro Habopa ee CerMeHTOB, a Takke YCroBus U
nopsgoK pacnpoCTpaHeHnsa atTectaTta COOTBETCTBUSA Ha Apyrne cerMeHTbl MHPOPMaLNOHHON
CUCTEMbI OMpedensawTcda B MNporpaMMe W MeToAuKax aTTeCTaLMOHHbIX WCMNbITaHUN,
3aKn4YeHnn n aTTectate COOTBETCTBUS.

17.4. lNoBTOpHasa aTtTecTauns MHPOPMaLMOHHON CUCTEMbI OCYLLECTBMAETCHA B Cryyae
OKOHYaHMA Ccpoka [OEeWCTBUS aTTectata COOTBETCTBMS WM MOBbIWEHMS  Kracca
3aLULLEHHOCTN MHPOPMaLMOHHOM cucTembl. [pu yBenuyeHnn coctasa yrpo3 6es3onacHocTu
MHOPMaLUKN NNN N3MEHEHUSI MPOEKTHBIX PELUEeHUI, peanim3oBaHHbIX Npu CO34aHUU CUCTEMDI
3awmTbl  MHOpMaUMM  NH(POPMALMOHHON  CUCTEMbl, MPOBOAATCA  OOMNOSHUTESNbHbIE
aTTeCTauNoHHbIE UCMbITAHNS B paMKax AeNCTBYIOLLEro atTectata COOTBETCTBUS.

17.5. BBog B gencrene MHAOOPMAaLNOHHON CUCTEMbI OCYLLECTBISIETCS B COOTBETCTBUM
Cc 3akoHopatensctBom Poccunckon depepaumm 06  umHpopmaumn, MHGPOPMAaLMOHHBIX
TEXHosormsx n o 3awmte nHgopmauum u ¢ ydetom FOCT 34.601 n npu Hanuyuu attecTaTa
COOTBETCTBUA.

Ob6ecneyeHune 3awmTbl MH(hOpMaLUM B Xoae 3KCNyaTaumMm atTTeCToOBaHHOMN
MHOPMALNOHHOWN CUCTEMBI

18. OGecneyeHne 3awmTbl UHOPMaLUUM B Xo4e IKCnnyataumm aTTeCcTOBaHHOM
WH(POPMALMOHHON  CUCTEMbI  OCYLLECTBISieTCs  onepaTopoM B  COOTBETCTBUM C


garantf1://12036635.1084/
garantf1://12036635.0/
garantf1://12048555.13/
garantf1://87735.0/

3KCnsyataumMoHHOM  OOKyMeHTauuen Ha cuctemy  3aWuThbl MHopmMaLmnm n
OopraHn3aumoHHO-pacnopaauTesibHbIMU  JOKYMEHTaMn No 3awuTte WHgopmauum M B TOM
4yucne BKIOYaET:

yrnpasrieHue (a@MuHUCTPUpOBaHME) cucTemMom 3awmnThbl NHopmaumm
MHGOPMaLNOHHON CUCTEMBI;

BbISIBNIEHNE UHUNOEHTOB U pearMpoBaHne Ha HUX;

ynpaBneHne KoHgurypaumen artrecToBaHHOM WHAOPMAUWNOHHOM CUCTEMbI U ee
CUCTEMBI 3aLUMTbl MHpOpMaLUK;

KOHTPOSMb (MOHUTOPMHI) 3a obecneyeHMemM YpPOBHSA 3alUULLIEHHOCTU WHdOPMaLMK,
cofepxaliencs B MHPOPMaLIMOHHOM CcUCTEME.

18.1. B xoge ynpasneHnsa (agMWHUCTPUPOBAaHUS) CUCTEMOW 3alumTbl MHAOpPMaUUK
MHGOPMaLNMOHHOW CUCTEMbI OCYLLIECTBNAIOTCSA:

3aBefleHne W ydaneHue y4veTHbIX 3anucen  nomnb3oBaTtenen, ynpasneHue
NMOSIHOMOYNAMW Monb3oBaTenen WMHPOPMALUMOHHOM CUCTEMbI U  MNoggepXaHue npaBun
pasrpaHMyeHus goctyna B MHPOPMaLVMOHHOM CUCTEME;

ynpaBsreHue cpegcreamu 3awmtbl MHOpMauum B MHGPOPMAaLMOHHON CUCTEME, B TOM
yucrne napamMeTpamMu HacTpPoOMKM nporpamMmHoro obecrneyeHusi, BKMOYas NporpamMmmHoe
obecrneyeHne cpeacts  3awuTbl  MHOPMaUMW, yNpaBrieHMe  y4eTHbIMKM  3anucamm
nosib3oBaTesie, BOCCTaHOBMEHWEe paboTOCNOCOBHOCTM CpPencTB 3aluTbl UHGOpMauuu,
reHepaumio, CMEHY 1 BOCCTaAHOBIEHWE Naporen;

yCcTaHOBKa OOHOBMEHWN nporpaMMHOro obecnedyeHus, BKNYaa nporpaMmmHoe
obecrneyeHne  cpeactB  3aWMTbl  MHGOpPMauuMW,  BbiNycKaembliX  paspaboTymkamm
(NnponsBoauTENsiMKN) CPEACTB 3alUnTbl MHPOPMaLIMKU NI MO NX NOPYYEHUIO;

LEeHTpann3oBaHHOE yrpaBfieHne CUCTEMOM 3awmTbl MHGOPMaLUN MHGOPMALMOHHON
cucteMsbl (Npu HeoBGXoaAMMOCTN);

permctpauus n aHanms cobbITun B MHPOPMALMOHHOW CUCTEME, CBSI3aHHbIX C 3aLLMTOMN
nHdopMmauum (ganee - codbbiTMs 6e3onacHoOCT);

MHOpMMpOBaHME nonb3oBaTenien o6 yrpo3ax ©6esonacHoOCTM WHGopMauuKn, o
npasunax aKkcnayatauunm cuctembl 3awuTbl MHGOpMauMM WHPOPMALMOHHOW CUCTEMBbI U
OTAEeNbHbIX CPEACTB 3aWunTbl MHOpMaUnn, a Takke nx obyveHue;

conpoBoOXaeHue PYHKUMOHNPOBAHNSA cucTeMbl 3awuTsl nHcpopmauum
WH(POPMAUNOHHON CUCTEMbI B XO4e e€ee 9KChnyatauun, BKIYas  KOPPEKTUPOBKY
3KCcnryaTauMoHHOM  OOKYMEHTauMM Ha Hee W opraHu3auMOHHO-pacnopsauTenbHbIX
AOKYMEHTOB MO 3aluTe nHpopmauuu;

18.2. B xoae BbIsIBNEHNA NHUNOEHTOB Y pearnpoBaHUs Ha HUX OCYLLIECTBIISIOTCA:

onpegeneHve nuu, OTBETCTBEHHbLIX 3a BbISIBNEHME WHUWOEHTOB W pearMpoBaHue Ha
HUX;

obHapyxeHue 1 ngeHTUnKaums NHUNOEHTOB, B TOM YMCe OTKa3oB B OBCnyXnBaHuu,
cboeB (nepesarpy3ok) B paboTe TEXHUYECKUX CpeacTB, NPOrpaMMHOro obecnevyeHust wu
CpeactB  3aWwuTbl  MHJOPMauuM,  HapyweHWn  NpaBuNn  pasrpaHMyeHus  OOCTyna,
HenpaBoOMEpPHbIX  OenucTBuA No  cbopy  MHpopmaumn, BHEAPEHUN  BPELOHOCHbLIX
KOMMbIOTEPHbIX MporpaMmMm (BMPYCOB) M WHbIX COOBLITUN, MPUMBOOALLMX K BO3HUKHOBEHWIO
WHUNOEHTOB;

CBOEBpPEMEHHOE NH(POpMMpPOBaHME 1L, OTBETCTBEHHbIX 3a BbISIBNEHNE NHUWOEHTOB U
pearMpoBaHMe Ha HWX, O BO3HWKHOBEHUM WHUMOEHTOB B MHGOPMALMOHHOW CUCTEME
nosfib3oBaTensaMn U agMUHUCTPaTOPaMMU;

aHanu3 MHUWAEHTOB, B TOM Yuchne onpeaeneHne NCTOYHUKOB Y MPUYUH BO3HUKHOBEHUS
WHUMAEHTOB, a Takke oueHKa UX NocneacTBum;

NNaHMpoOBaHWE W MNPUHATME Mep MO YCTPaAHEHWH WHUMAEHTOB, B TOM 4ucne o
BOCCTAHOBMNEHUI WHPOPMALUVOHHOM CUCTEMbI U €e CerMeHTOB B Clfyyae oOTkasa B



obcnyxmBaHum unu  nocne cboeB, YCTpaHEHUIO NOCNEACTBUMN HapyLEHMS MpaBun
pasrpaHMyeHus AocTyna, HenpaBOMEpPHbIX AENCTBUMM MO cbopy MHOpMaUMK, BHeLPEHUS
BPEAOHOCHbBIX KOMMbIOTEPHbIX MporpaMm (BUPYCOB) U WHbIX COOLITUA, NPUBOAALLMX K
BO3HWKHOBEHWIO MHUMAEHTOB;

nrnaHMpoBaHWe N MNPUHATUE Mep NOo NpefoTBpaLLeHU0 NMOBTOPHOIO BO3HUKHOBEHUSA
WHUNOEHTOB.

18.3. B xoge ynpaeneHna KoHdurypaumen aTTeCToBaHHOW WHGOPMaLNOHHON
CUCTEMBI N €e CUCTEMbI 3alUnTbl MHOPMaLIMK OCYLLLECTBNAIOTCSA:

nogaepXxaHue KoHdurypaumm WHPOPMAUNOHHOM CUCTEMbI U €e CUCTEMbl 3alUnTbl
MHpopMauumn (CTPYKTYpbl CUCTEMbI 3aluMTbl MHGOPMAUMM UHAPOPMALMOHHON CUCTEMBbI,
coCTaBa, MeCT YCTaHOBKM W MapamMeTpoB HACTPOMKM CpeacTB 3aliuTbl MHGOpMaLuu,
nporpamMmmMHoro obecrnevyeHnss U TEXHUYECKMX CPeacTB) B COOTBETCTBUM C IKCMNIyaTaLMOHHON
AOKyMeHTauuen Ha cuctemy 3awuTbl MHopMauun (nogaepxaHne 6a3oBon KOHurypaumm
MHOPMALNMOHHOM CUCTEMBI N €€ CUCTEMbI 3aLLMTbl MHopMaumn);

onpegeneHve nuvud, KOTOpPbIM paspelleHbl OEeNCTBUS MO BHECEHUIO WU3MEHEHUN B
©a30Byl0 KOHUIypaLUmio MHHPOPMALMOHHON CUCTEMbI U €€ CUCTEMBI 3aLUnTbl MHhopMaumu;

ynpaBneHne nameHeHusMmn 6a3oBorn KoHuUrypaumm MHOpMaLnNOHHON CUCTEMBI N ee
CUCTEMBI 3alUTbl MHOPMALMK, B TOM YucCne onpeaeneHne TUNoB BO3MOXHbIX U3MEHEHUI
6asoBoyn koHdUrypauum MHEPOPMaLMOHHON CUCTEMbI U ee CUCTEeMbl 3aluTbl MHGOPMaLu,
CaHKUMOHUPOBAHNE BHECEHUS U3MEHeHUA B ©0a30Byl0 KOHdUrypauuo WHGOPMaLMOHHOM
CUCTEMbI N ee CUCTEMbI 3aunTbl MHPOPMaLMK, JOKYMEHTMPOBaHME AENCTBUA NO BHECEHMUIO
N3MeHeHnn B 6a30BYyl0 KOHUrypaumo MHPOPMaALMOHHON CUCTEMbI U €e CUCTEMbI 3aLUTbI
WHoOpMauuK,  coxpaHeHne  faHHblX 006  M3MeHeHusx  6asoBon  KOHUrypauuu
WHGOPMALMOHHON CUCTEMbI U €e CUCTEMbl 3aluTbl MHOPMaUUK, KOHTPONb AENCTBUA MO
BHECEHMIO U3MEHeHUN B 6a30BYyt0 KOHpUrypaumo MHPOPMaLMOHHON CUCTEMBbI U €€ CUCTEMDI
3aWnTbl MHhopMaLmu;

aHanu3 noTeHUMarnbHOro BO3OEUCTBUS MNfiaHMpyeMbliX U3MeHeHun B 6as3oBow
KOHoUrypaumm MHMOPMaLMOHHOM CUCTEMbI U €€ CUCTEMbl 3awuTbl WHGOPMaUUM Ha
obecneyveHne 3awnTbl MHPOPMaLUK, BO3HUKHOBEHUE AOMOSMHUTENbHbIX Yrpo3 6e30nacHoCTU
nHdopmMauum n pabotTocnocobHOCTb MHGPOPMALMOHHOW CUCTEMBI;

onpegeneHve napameTpoB HACTPOMKM MNporpamMMHOro obecnedeHus, BKNo4Yas
nporpammHoe obecnevyeHve CcpeacTs 3alMTbl MHGOpMauuKM, cocTtaBa W KOHUrypauuu
TEXHUYECKUX CPeACTB U NporpaMMHOro obecneyeHusi 4O BHECEHUSI U3MEHEHUNn B 6Ga30BYyHO
KOHoMrypaumio MH(pOpMaLMOHHON CUCTEMbI N €€ CUCTEMbI 3aLuThl MHOpMaLnu;

BHeceHne WHdopMauun (gaHHbIX) 06 M3MeHeHusax B 6asoBoW KOHurypaumm
MHPOPMALNOHHOM CUCTEMbI U €e CUCTEMbI 3aluTbl MHOpMaUMK B IKCMNyaTauUMOHHYHO
AOKYMEHTaUMIO Ha CUCTEMY 3aLUmTbl MHpopMaLmm NHPOPMaLIMOHHON CUCTEMBI;

NPUHATUE peLlleHns no pesynbTaTaMm ynpasfieHust KoHdurypauuen O MNOBTOPHOM
aTTecTauum NHOPMaLIMOHHON cucTeMbl nnm nposegeHumn AONOSTHUTENbHbIX
aTTeCTauNOHHbIX UCTbITAHUN.

18.4. B xoge koHTpons (MOHUTOpPMHra) 3a obecneyeHMeM YPOBHS 3alULLEHHOCTMU
nHdopMauuKn, cogepxallenca B UHEOPMaLMOHHON CUCTEME, OCYLLIECTBNSAOTCS:

KOHTpPOSNb 3a cobblTusMn  6GesonacHOCTM U OEACTBUAMM  MOMb3oBaTenen B
MHOPMALNOHHOM CUCTEME,;

KOHTPOIb (aHanus) 3aLlMLLEHHOCTH MHopMaLmu, cogepxatlemncs B
MHOPMALNOHHOM CUCTEME,;

aHanM3 M OueHKka  (YHKUMOHMPOBAHWSA  CUCTEMbl  3aliMTbl  MHOPMaLUK
MHPOPMALNOHHOM CUCTEMBI, BKMOYAsA BbISBfiEHME, aHanu3 1 yCTpaHeHWe HeOoCTaTKoB B
PYHKUMOHNPOBAHNN CUCTEMbI 3aLLNTLI MHhopMaLMM NHPOPMALIMOHHON CUCTEMBI,

nepuoanyveckMin aHanms u3mMeHeHus yrpo3 6e3onacHOCTM  UHopmauum B



MHOPMALUNOHHOM CcUCTEME, BO3HMKAKOLWMX B XO4e ee 3KchnyaTauum, u MnpuHsaTMe mep
3aWuTbl MHOPMaLMK B Crnydae BO3HUKHOBEHMS HOBbIX Yrpo3 6e3onacHOCTN nHopmauuu;

AOKYMEHTUPOBaHWE npoueasyp W pes3ynbTaTOB  KOHTpPONs  (MOHUTOpUWHra) 3a
obecnevyeHnemM ypoBHS 3alUMULLEHHOCTU MHGOPMaUuK, cogepxallencs B MHGPOpMaLMOHHOM
cuUcTeMme;

NPUHATUE peLLeHMs MO pes3ynbTaTtaM KOHTponst (MOHUTOpUHra) 3a obecnedyeHnem
YPOBHS 3alUMLLEHHOCTM MHGOPMaLuMM O JopaboTke (MoAepHM3auMu) CUCTEMbI 3alUnUTbl
WHoOpMaUUM  MHPOPMALMOHHOM CUCTEMbI, MOBTOPHOM aTTecTtaumMm WHEPOPMAaLNOHHON
CUCTEMbI UNU NpoBeAeHUN JONOSHUTESNbHbBIX aTTECTAUNOHHbIX UCTbITAHUNA.

O6ecneyeHune 3awmTbl MH(pOpMaLMK NpU BbiBOAE U3 3KCMNJlyaTalMm aTTeCTOBaHHOMN
MHOPMaLMOHHOW CUCTEMbI UM NOCTIe MPUHATUA peLueHnss 06 OKOH4YaHUU o0bpabdoTKKU
MHcopmauum

19. Ob6ecnevyeHne 3awWnTbl  WHpOPMaUMM Npu  BbIBOAE U3  dKCNnyaTtauuu
aTTeCTOBaHHOM MHOPMALMOHHOMW CUCTEMbI UNM NOCME MPUHATUSA pelleHuMs 06 OKOH4YaHuK
00paboTkn  WMHOpMauMM  OCyLeCcTBRsSieTCA  onepaTopoM B COOTBETCTBUM  C
aKcnnyaTtauMoOHHOW OOKYMEHTauMen Ha CUCTeMy 3aluuTbl MHGOPMaUUM MHGOPMaLMOHHOMN
CUCTEMbBI N OpraHn3aunoHHO-pacnopaauTenbHbIMU OKYMEHTaMM Mo 3awmTte nHpopmaumm n
B TOM YMCIe BKIOYaeT:

apxmBnpoBaHne NHopMauum, cogepxatlencs B UHPOPMaLNoOHHON CUCTEME;

YHUMTOXEHUEe (CTUpaHMe) [AaHHbIX M OCTAaTOMHOW WHMOpMauuM C  MaLUUHHBIX
HocuTenen nHgopmauum n (Unn) YHUHTOXKEHNE MaLLMHHBIX HOCcUTeNnen nHgopmaumu.

19.1. ApxuBupoBaHue uHopMauun, coaepxallenca B MHGPOPMaLMOHHOM CUCTEME,
AOJTKHO OCYLLIECTBIATLCS NPU HEOBXOOUMOCTUM AaribHEeNLEro NCNoNb30BaHNA MHopMaunn B
AeaTenbHOCTM onepaTopa.

19.2. YHUYTOXEHUe (CTUpaHWe) OaHHbIX M OCTaTOYHOW WHGOPMauUUU C MaLUMHHBIX
HocuTenenm wHgopmaumm npou3BoauTCA MNpu  HeobxooMMOCTU nepefayn  MalLMHHOrIO
HocUTens uHdopMauuu Apyromy nonb3oBaTento  MHMOOPMALMOHHON CUCTEMbl UMK B
CTOPOHHME OpraHuM3auuMmM Ans PeMOHTa, TEXHUYECKOro OOBCNy>XMBaHWA WU AanbHeunLwero
YHUYTOXEHUS.

Mpy BbIBOAE W3 3KCMnyaTauuMyv MalUMHHBbIX HOCUTEnen WHgopMauun, Ha KOTOPbIX
OCYLEeCTBNASANMUCL XpaHeHne n obpaboTka WHMOpMauun, ocyliecTsnseTcs quanyeckoe
YHUMTOXEHUE 3TUX MaLUMHHBIX HOCUTENen nHpopmauuu.

lll. TpeboBaHMA K Mepam 3awnTbl UHPOPMaLUK, coaepxawencs B UHOOpPMaLMOHHOMN
cucteme

20. OpraHn3aumoHHbIE U TEXHUYECKME Mepbl 3aluTbl MHOPMaLMK, peanusyemble B
MHOPMALMOHHOM CUCTEME B paMKax ee CUCTEMbI 3alunTbl MHopMaLumm, B 3aBUCUMOCTU OT
yrpo3 6e3onacHOCTU MHGOPMauMK, WCNONb3yeMblX WMHEAOPMALMOHHBIX TEXHOMOMMN  1”
CTPYKTYPHO-PYHKLUMOHAIbHbIX ~ XapakTEPUCTUK  MH(OPMALMOHHON  CUCTEMbI  OOJDKHbI
obecneymBaTb:

noeHTnmKaunio n ayTeHTUmnKaumnio cyoLekToB 4OCTyna U 06 bEKTOB 4OCTYNa;

ynpaBneHne 4ocTyrnom cybbLekToB JOCTyna K obbektam AocTyna;

OorpaHMyeHne nNporpamMmmMHON cpeabl;

3aLUNTY MaLLMHHBIX HOCUTEeNen nHopMauuu,;

pernctpauuio cobbltun 6esonacHocTy;



AHTUBMPYCHYHO 3aLUUTY;

obHapyxeHue (NpeaoTBpaLLeHNE) BTOPXKEHNI;

KOHTPOSIb (aHanu3) sawuweHHoOCTN nHdopMauuu,

LeNOCTHOCTb NHAOPMALIMOHHOM CUCTEMBI U MH(pOopMaLMK;

AOCTYNHOCTb MHpopMaLuuu;

3aWwuTy cpeabl BUpTyanusauumu;

3aLNTY TEXHUYECKUX CPEACTB;

3aWmnTy MHPOPMALIMOHHON CUCTEMBI, €€ CPeACTB, CUCTEM CBA3M U Nepefayn JaHHbIX.

CoctaB Mep 3awmTbl MHopMaumm n mnx 6asoBble HaAbOPbl ANA COOTBETCTBYIOLLMX
KnaccoB 3alUULLEHHOCTN WH(OPMALMOHHBIX CUCTEM nNpuBedeHbl B npunoxeHnn N2 K
HacTosAwmm TpeboBaHNAM.

20.1. Mepbl N0 MaeHTUPUKALUKM N ayTeHTUdMKALMN CYyOBHEKTOB AOCTyna N oO6beKkToB
AocTyna gormkHbl obecneymBaTb NpucBoeHMe cybbektaMm n obbektaM AOCTyna YHUKanbHOro
npusHaka (ngeHtudukatopa), CpaBHEHNE NpeabsBnsemMoro cyobektom (06beKTOM) gocTyna
noeHTugukaTtopa C MnepevyHeM MPUCBOEHHbIX WAEHTUHMKATOPOB, a TakKkKe MpPOBEpKy
NPUHAANEXHOCTN CcyObekTy (00bekTy) [OocTyna npeabsBrEHHOr0O UM  MaeHTudukaTopa
(noaTBepxaeHne NoASIMHHOCTHN).

20.2. Mepbl NO ynpaBneHU0 AO0CTYNOM CyObLEeKToOB AocTyna K obbektam AgocTtyna
OOIMKHbI obecneuynBaTb ynpaBfeHWe npaBamMn U nNpuBunerMsMm cybbekToB AOCTyna,
pasrpaHnyeHne 0ocTyna cyObekToB AocTyna K obbektaM AOoCTyrna Ha OCHOBE COBOKYMHOCTU
YCTaAHOBMEHHbIX B MHOPMAUMOHHOMW CUCTEME MpaBWUSl pas3rpaHUYeHnst OOCTyna, a Takke
obecneyvnBaTb KOHTPOMb COBMOAEHNSA STUX NPaBUI.

20.3. Mepbl NO orpaHMYEHUI0 NPOrpaMMHON cpefbl OAOMKHbI obecneymBaTb YCTaHOBKY
n (M) 3anyck TONbKO pPa3pelleHHOro K WCMNoNb30BaHUIO B MHEOPMALMOHHOW cucTeme
nporpamMMHoOro obecneyeHnss UNn WUCKMYaTb BO3MOXHOCTb YCTAHOBKM M (MnM) 3anycka
3anpeLLeHHOro K UCnosib30BaH1IO B UHPOPMaLNOHHOW CUCTEME NPorpaMmMHoro obecneveHums.

20.4. Mepbl N0 3aWMTe MaLUMHHbLIX HOCUTENen UHGopmMauumn (cpenctea obpaboTku
(XpaHeHus) nHpopmauun, CbeMHbIe MaLLWHHBIE HOCUTENWN MHPOPMaLUN) AOSMKHBI UCKIHOYaTh
BO3MOXHOCTb HECaHKLMOHNUPOBAHHOIO AOCTyNa K MalUMHHbIM HOCUTENAM U XpaHsLWwencs Ha
HUX MHGOPMauMK, a Takke HEeCaHKUMOHWPOBAHHOE WCMOMb30BaHWE CBHEMHbIX MalUUHHbIX
HocuTenen nHopmaLmm.

20.5. Mepbl no peructpauumn cobbiTuii GesonacHOCTM OOMKHbI obecneunBatb cbop,
3anuncb, XpaHeHne 1 3awmTy MHopMaumm o cobbiTuAX 6e3onacHOCTM B MHAPOPMALMOHHOWN
CUCTEME, a Takke BO3MOXHOCTb MPOCMOTPA M aHanu3a UHopMauun O Takux CObbITUAX U
pearnpoBaHue Ha HUX.

20.6. Mepbl NO aHTMBMPYCHOW 3aluMTE [OOMMKHblI 0becnevnBatb OOHapyXeHWe B
WH(POPMALMOHHON  CUCTEME  KOMMbITEPHbIX nporpamMm  nnbo  MHOW  KOMMbIOTEPHOM
MHpopmauun, npegHasHa4YeHHOW A1 HECAHKUMOHMPOBAHHOMO YHUYTOXEHNS, BrIOKMpoBaHus,
MoandmKauuKn, KOMMPOBaHUS KOMMbIOTEPHOM WHOPMaUUN UNU HEeWTpanusaumm cpencTs
3aWwnTbl MHopMauun, a TaKkkKe pearmpoBaHue Ha OOHapyXeHue 3TUX nporpamMm U
MHGopMaLunu.

20.7. Mepbl no obHapyxeHuto (NpeaoTBpaLLEHN0) BTOPXKEHUA AOMKHbI obecneynBaTtb
obHapyxeHne OeNCTBMI B MHGOOPMALIMOHHON CUCTEME, HanpaBfeHHbIX Ha NpeaHaMepPeHHbIN
HECaHKUMOHNPOBaHHbIN  AOCTYyNn K  WHOpMauun, chneumanbHble  BO3OENCTBUS  Ha
WHPOPMALMOHHYIO cucTeMy M (Mnn) MHOPMaUMO B LeNnsax ee 00ObIBaHUA, YHUYTOXEHMS,
NUCKaXkeHns 1 BGnoKMpoBaHUA [OCTyna K WHOpMauMu, a Takke pearMpoBaHuMe Ha 3Tu
JencTBus.

20.8. Mepbl Nno KOHTpOM (aHanuay) 3awWueHHOCTU WH(OopMaUnMn  OOMMKHbI
obecrneunBatb KOHTPOSiIb YPOBHSA  3alUMLLEHHOCTM WHOpMauuwn, cogepxawencsa B
MHPOPMALMOHHON cucTteme, NyTeM MPOBEOEHUA MEPONPUSATUMI NO aHanu3y 3alMLEeHHOCTU



NHPOPMALMOHHON CUCTEMbI U TECTUPOBAHUIO €€ CUCTEMbI 3aLUTbl MHOpPMaLnN.

20.9. Mepbl no obecneyeHuo LENOCTHOCTM WH(POPMALMOHHON CUCTEMbI WU
WHpopmauun  OOMmKHbI  obecnednBaTb OOHapyxeHue (akToB HeCaHKUWMOHUPOBAHHOMO
HapyLeHUs LenoCcTHOCTN MH(POPMALMOHHOM CUCTEMbI N cofepKallencs B Hel nHpopmaumu,
a Takke BO3MOXHOCTb BOCCTAHOBIIEHUS UHAPOPMALMOHHOM CUCTEMbI U cofepXallencst B Heu
MHdopMaLuu.

20.10. Mepbl no obecneveHnto OOCTYMHOCTM MHOPMaUMM OOMKHbI obecneynBaTtb
aBTOPU30OBaHHbIA OOCTYN Mofb3oBaTeNnen, UMeKLWMX npaBa MO TakoMy AOCTyny, K
WHoOpMauuK, cogepxawenca B WHMPOPMAUMOHHOW cuUCTemMe, B LWTATHOM pexume
PYHKUMOHNPOBAHNA NHAOPMALIMOHHOW CUCTEMBbI.

20.11. Mepbl no 3awmMTe cpedbl  BUpTyanu3auuMm  OOSDKHbl - UCKIOYaTb
HECaHKUMOHUPOBAHHbIN  OOCTYN K WHGopmauuu, obpabaTtbiBaemMon B BUPTyarbHOM
NMHPPaACTPYKTYpeE, U K KOMNOHEHTAM BMPTYanbHON MHPPACTPYKTYPbI, a Takke BO3OENCTBUE Ha
WHpOpMALMIO M KOMMOHEHTbl, B TOM 4uCMe K CpeacTBaM YMpaBrieHUs BUPTyarbHON
NHPPACTPYKTYPON, MOHUTOPY BUPTYyanbHbIX MalUMH (rMNepBu3opy), CUCTEME XpPaHEHWS
AaHHbIX (BKMOYaa cUCTeMy XpaHeHuss obpas3oB BUPTyanbHOW WHGPACTPYKTYpbl), ceTu
nepedavvM [AaHHbIX 4Yepe3 3NeMeHTbl BUPTyanbHOW WM U3NYECcKon WHGPacTPyKTypbl,
rocTeBbIM OMNEepauuoHHbIM CUCTeMaM, BUPTyanbHbIM MallMHaAM (KOHTENHepaMm), CUCTEME U
CeTu pennukauuu, TepMUHarnbHbIM W BUPTyaslbHbIM YCTPOMCTBaAM, a TaKkKe cucteme
pe3epBHOro KOMMPOBaHUSA N CO3aBaeMbIM €10 KOMUSM.

20.12. Mepbl nNo 3awmMTe  TEXHUMYECKUX CPeacTB  AOIKHbl  MCKMo4aTb
HEeCaHKLUNOHNPOBAHHbIV AocTyn K CTaLUMOHapHbIM TEXHUYECKUM cpeacTeam,
obpabaTbiBaoWnM  MHGOPMauuio, cpeacteaMm, obecrneynBarOWnM  PYHKLNMOHUPOBaHWE
MHOPMALMNOHHOM cucTeMbl (ganee - cpeactBa obecnevyeHnss OYHKUMOHUPOBaHUSA), N B
NOMeLLEHNS, B KOTOPbIX OHM MOCTOSIHHO PAaCMOSIOXKEHbI, 3alUNTy TEeXHUYECKUX CpeacTB OT
BHELLHMX BO34EUCTBUM, a Takke 3awuTty wuHpopmauumn, npeacrasBfieHHON B Buae
NHPOPMATUBHBIX ANEKTPUYECKMUX CUTHAMOB U (PU3NYECKMX NONEN.

20.13. Mepbl no s3awmte MHGPOPMALMOHHON CUCTEMBI, €ee CpeacTB, CUCTEM CBSA3U U
nepedavvm LaHHbIX OOSMKHbI obecnevvmBaTb 3awWuUTy WHGOpMauuK Npyu B3aUMOLENCTBUM
MH(POPMALNOHHON CUCTEMbI UNN €e OTAEfNbHbIX CEerMEHTOB C WHbIMU MHGOPMAaLMOHHBbIMU
cMctemMamm M MHCPOPMALMOHHO-TENEKOMMYHUKALNMOHHBIMWA ~ CETSIMU  NOCPEenCTBOM
NPUMEHEHNA apXUTEKTYPbl MHPOPMALMOHHON CUCTEMBI, MPOEKTHLIX PELUEHWUA NO ee CUCTEME
3aWnTbl MHOPMaLMK, HanpaBlieHHbIX Ha obecneveHne 3aWwmnTbl MHPOPMaLUN.

21. Bblbop mep 3awmtbl MHpOpMauMn ONa UX peanus3aumm B MHGOpPMaLMOHHOWN
CUCTEME B paMKax ee CUCTEMbI 3aLMTbl MHCPOPMAaLMK BKITHOYaET:

onpegeneHne 6GasoBoro Habopa Mep 3awWMTbl UHOPMaUUM ONs YCTAHOBIEHHOrO
Krnacca 3awuueHHOCTU MHOPMaLMOHHON CUCTEMbI B COOTBETCTBUM C Ba3oBbiMM Habopamu
Mep 3awnTbl MHGOpMaLumu, npuBeaeHHbIMKU B npunoxeHnn N 2 k HacToawmm TpeboBaHuAM;

agantauuio 6GasoBoro Habopa wMep 3awuTbl UHGPOPMAUMM  MNPUMEHUTENBHO K
CTPYKTYPHO-PYHKLNOHANbHbBIM XapakTepucTukam NHPOPMAaLIMOHHOM CUCTEMBI,
MH(POPMALMOHHBIM  TEXHOMOMNSIM, OCOBEHHOCTAM  (PYHKUMOHMPOBAHUSA MHEAOPMAaLMOHHOM
CUCTEMBI (B TOM YMCne npegycmMaTpuBatoLLyto UCKIoYeHne n3 6asoBoro Habopa mep 3almThbl
WHpopmauumn mep, HeNocCpPeacTBEHHO CBA3aHHbIX C MHAOPMAaLMOHHBIMU TEXHOMOMMAMU, He
nUcnonb3yemMbiMM B UH(POPMALMNOHHOW CUCTEME, WU  CTPYKTYPHO-(PYHKUMOHAMNBbHbLIMM
XapakTepucTMkamm, He CBOMCTBEHHbIMU MHCPOPMALMOHHON CUCTEME);

yTOYHEeHne agantupoBaHHoOro 6asoBoro Habopa mep 3awmTbl MHGPOPMaLUN C Y4ETOM
He BblOpaHHbLIX paHee Mep 3awuTbl MHGOPMaUMK, NpUBEAEHHbIX B rnpunoxeHun N 2 K
HacToswmm TpeboBaHuAM, B pe3dynbTaTe Yero onpeaensoTca Mepbl 3almTbl MHOPMaLMK,
obecneunBatome 6noknpoBaHue (HemTpanmsauuio) Bcex yrpo3 6esonacHoCcTn nHgopmauuu,
BKIMIOYEHHbIX B MOAESb Yrpo3 6€30nacHOCTM MHGOPMaLUnK;



AOMNOSIHEHNE YTOYHEHHOro adanTUpPOBaHHOrO 6as3oBoro Habopa Mep 3awmTbl
WHpopmauun  Mepamu, obecneyvMBalOWMMKN  BbINONHEHME TpeboBaHUMW O  3awmTe
WHpopmauuK, YCTaHOBMEHHbIMU MHbIMW HOPMAaTUBHLIMW MPaBOBbIMW akTamMn B obnactu
3aWuTbl MHPOPMaLMn, B TOM Yucie B 06nacTu 3almTbl NepcoHaribHbIX AaHHbIX.

Ona Bbibopa Mep 3awuTbl WHPOPMaUUM [N COOTBETCTBYHOLEro Knacca
3alULWLEHHOCTN MHAOPMALMOHHON CUCTEMbI MPUMEHATCA MeTOoAMYeckMe [OKYMEHTHI,
paspaboTaHHbie n yTeepxxaeHHble PCTIOK Poccum B COOTBETCTBUM C MOAMYHKTOM 4 nyHKTa 8
MonoxeHns o depepanbHoOM cnyxbe Mo TeXHUYECKOMY WU 3IKCMOPTHOMY KOHTPOJHO,
yTBepxaeHHoro Ykasowm lNpesnageHta Poccunckon ®enepaunm ot 16 asrycta 2004 r. N 1085.

22. B wHOpMaUMOHHON CUCTEME COOTBETCTBYIOLLEro Knacca 3alMLLEHHOCTU B
pamKkax ee CUCTeMbl 3alWuTbl MHGPOPMaUMM OOMMKHbI ObITb peann3oBaHbl Mepbl 3aLluUTbl
WHopMauuKn, BblOpaHHbIE B COOTBETCTBMM C MNyHKTOM 21 HacTtosiwmx TpeboBaHui u
obecneynBatoLmne 6rokMpoBaHmne (HemTpanuaawumo) Bcex yrpo3 6esonacHoCcTn nHopmaumu.

Mpn 3aTOM B MH(POPMALMOHHON cCUCTEME OOSMKEH ObiTb, KAk MMHUMYM, peann3oBaH
ajanTupoBaHHbln  6a3oBbIn  Habop Mep 3awWwuTbl  UMHGOPMaUUK, COOTBETCTBYHOLLMI
YyCTaHOBMEHHOMY KNnaccy 3allnLeHHOCTU MHPOPMaLMOHHOW CUCTEMBI.

23. lNMpn HEBO3MOXHOCTM peanu3auun B MHEMOOPMALMOHHON CUCTEME B paMKax ee
CUCTEMbI 3alWnTbl MHGPOPMaUMM OTAEeNbHbIX BblOpaHHbIX Mep 3awuTbl MHGOPMaUUU Ha
aTanax agantaumm 6aszoBoro Habopa Mep 3aWMTbl UHOPMAUUM UMM YTOYHEHUS
aganTupoBaHHOro 6asoBoro Habopa mep 3awmTbl MHGOpPMauuM MoryT paspabaTtbiBaTbCs
WHble (KOMMEHCUpyLwme) Mepbl 3awuTbl MHGoOpMauuu, obecneymBalolme apekBaTHoe
GnoknpoBaHue (HenTpanuaaumo) yrpo3 6e3onacHoOCT! MHpopMaLnn.

B aTom cny4yae B xoae pa3paboTku cuctemMbl 3awmnTbl MHGOpMaL MM NHOPMaLNOHHON
CUCTEMbI [JOMKHO ObiTb npoBeAeHO O6OCHOBaHME MPUMEHEHUS KOMMEHCUPYIOWNX Mep
3aWwmnTbl MHpopMauun, a npu aTTeCTaUUOHHbIX WUCMbITAHUAX OLEeHeHa [OCTaTOYHOCTb W
a[eKBaTHOCTb AaHHbIX KOMMEHCUMPYOLWMX Mep Ang GrnokupoBaHus (HenTpanusauuun) yrpos
B6e3onacHoCTU NHhopmaumn.

24. Mepbl 3awWwmTbl MHpOPMaLUK BbIOMPAKOTCA U peannsyrTca B MH(OPMaLMOHHON
CUCTEME B paMKax ee CUCTEMbl 3awuTbl MHGOPMaUMM C y4eTOM Yrpo3 ©OesonacHocTu
MHpopMaUUN NPUMEHUTENBHO KO BCeM oObbekTam M cybbekTam [OCTyna Ha annapaTHOM,
CUCTEMHOM, MPUKIAgHOM W CETEBOM YPOBHSIX, B TOM 4uCfe B Cpede BupTyanusaumm u
06nayHbIX BbIYUCTIEHWI.

25. BbibpaHHble M peanu3oBaHHble B WMHMOPMAaLUMOHHOW CUCTEME B paMKax ee
CUCTEMBbI 3aLLMTbl UHPOPMAaLMKN MepbI 3alLnTbl MHOPMaLLMK OOMKHbI 0becneymBaThb:

B WMH(OPMAUMOHHBIX cucTemax 1 knacca 3aliMWEHHOCTM - HeuTpanu3auuio
(6nokmpoBaHue) yrpo3 6e3onacHOCT! MHpopmaunn, CBA3aHHbIX C AENCTBUAMUN HAPYLUNTENS C
BbICOKMM NOTEHLMANoM;

B WH(OPMAUMOHHbLIX CcuUCTeMax 2 Knacca 3aWMueHHOCTU - HeuTpanuvsaumio
(6bnokupoBaHue) yrpo3 6e3onacHOCTU MHGOPMaUUK, CBA3aHHbIX C AENCTBUSIMWN HapyLLUUTENS C
NOTEHLUMANoM He HUXe CPeaHero;

B MH(OPMAaLMOHHbIX cucTemax 3 M 4 KnaccoB 3alMLEHHOCTU - HeuTpanu3auuio
(6nokmpoBaHue) yrpo3 6e3onacHOCT! MHpopMaunn, CBA3aHHbIX C 4ENCTBUAMUN HAPYLUNTENS C
HWU3KMM NOTEHLMaNoM.

MoTeHumMan HapywuTena onpegenseTcd B XO4€ OUEHKM ero  BO3MOXHOCTEW,
npoBOAMMON npwu onpegeneHun yrpo3 6e30MacHOCT UHOpMauunM B COOTBETCTBUM C
nyHkToMm 14.3 HacTodawmx TpeboBaHui.

OnepaTopomM MOXeT OblTb MPUHATO pelleHne O NPUMEHEHUU B MHEPOPMALMOHHOM
cucTeMe COOTBETCTBYIOLLEro Kracca 3aWuleHHOCTM Mep  3awWmTbl  MHGopMaLmu,
obecrneumnBaroLmMx 3awmMTty OT yrpo3 GesonacHocTM MHOPMauuW, peanudyemblX
HapywmTenem ¢ 6onee BbICOKMM NOTEHLMANOM.
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26. TexHunyeckne Mepbl 3aWnTbl  UHOPMaUUKM  peanuayTca  NocpencTBOM
NPUMEHeHNa CcpeacTB  3aWwuTbl  MHOPMaUMM, UMEWMX Heobxoanmble  OYHKLMM
GesonacHoCTW.

B atom cnyyae B MH(MpOpMaUMOHHbLIX cuctemax 1 M 2 Knacca 3alumLLEeHHOCTU
NPUMEHSIOTCS:

CpeAcTBa BbIYUCIIUTENBHOW TEXHUKM HE HMXe 5 Knacca;

CUCTEMbI OBHapyXeHUst BTOPXXEHUA U CpeAcTBa aHTUBMPYCHOW 3aliuTbl HE Huxke 4
Knacca;

MeXceTeBble 3KpaHbl He HWKe 3 Kracca B criyyae B3aMmonencTana MHopmaLMOHHOM
CUCTEMbI  C  MHPOPMALMOHHO-TENEKOMMYHUKALMOHHBIMN  CETAMU  MEXAYHapOOHOro
MHpopMaUNoHHOrO OBMeHa M He Hwxe 4 Knacca B cryvyae OTCYTCTBMS B3aUMOAEWCTBUS
WH(POPMAUUNOHHON  cUCTEMbI C  MHKOPMaUMOHHO-TENEKOMMYHUKALUMOHHBIMU  CETAMM
MeXayHapoaHoro nHgopmaLmMoHHOro obmeHa.

B MHpopmMaLMOHHbIX cucteMmax 3 Knacca 3aluiueHHOCTN NPUMEHSIOTCS:

CcpeacTBa BblYUCINTESNTbHON TEXHUKU HE HWXKe 5 Knacca;

cUcTeEMbl OBHapyXXeHUs BTOPXEHWA U CPpeacTBa aHTMBMPYCHOM 3aluTbl HE Hwke 4
Knacca B cnydae B3aMMOAENCTBUS MHOPMaLMOHHON CUCTEMBbI C
NHPOPMaLNOHHO-TENEKOMMYHUKALUNOHHBIMU  CETAMU  MeXOyHapoO4HOro MHEAOPMaLMOHHOIo
obmMeHa M He HWXKe 5 knacca B criydae OTCYTCTBUS B3avMOAENCTBUA MHEOPMAaLMOHHOM
CUCTEMbI  C  MHAPOPMALUMOHHO-TENEKOMMYHUKALMOHHBIMU  CETAMU  MEXAYHapOAHOro
MHOPMaLNOHHOIo 0OMeHa;

MeXXceTeBble 3KpaHbl HEe HMXKe 3 Kracca B crlyyae B3auMoAeNncTBUA MHpOopMaLMOHHOW
cucTteMbl € MHAPOPMALMOHHO-TENEKOMMYHUKAUMOHHBIMKM ~ CETAMM  MEXAYyHapO4HOro
MHOpPMaLUNOHHOIO obMeHa M He HWXKe 4 Knacca B crlydae OTCYTCTBUSI B3auMMOAENCTBUS
WHOPMALNOHHOM  CUCTEMBI  C  UHAOPMALNOHHO-TENEKOMMYHUKAUNOHHBIMU  CETAMU
MeXAyHapOoaHOro MHPOPMAaLMOHHOro 0bMeHa.

B nHdopmauynoHHbIX cuctemax 4 knacca 3awueHHOCTU NPUMEHSIIOTCS:

CpeAcTBa BbIYUCIIUTENBHOM TEXHUKM HE HMXe 5 Knacca;

cucTeMbl OBHapyXeHUs BTOPXEHUA U CpeacTBa aHTMBUPYCHOM 3aluUTbl HE HWkKe 5
Knacca;

MeXceTeBble 3KpaHbl He HXKe 4 Kracca.

B MHMpopMaLmMOHHbIX cucTemax 1 1 2 KrnaccoB 3aLlMLLEHHOCTU MPUMEHAIOTCA cpeacTBa
3aWmThl MHpOPMaLUK, NporpaMMHoe obecnevyeHne KOTOPbIX NPOLLIO MPOBEPKY HE HMXKE YEM
no 4 ypOBHIO KOHTPOSIS OTCYTCTBUSA HEOEKNapUPOBaHHbLIX BO3MOXHOCTEMN.

27. B cnyyae o6paboTkun B MHGOPMALMOHHON cucTeMe MHopMaUnn, cogepxallen
nepcoHanbHble OaHHble, peanu3yemMble B COOTBETCTBUM C MyHkTamu 21 mn 22 HacToawmx
TpeboBaHui Mepbl 3aWmUTbl MHGOPMaLMK:

Ansa nHpopmauymnoHHonm cuctembl 1 knacca 3awmuieHHoctTn obecneumnsarot 1, 2, 3 n 4
YPOBHW 3aLLMULLEHHOCTMN NEPCOHAanbHbIX AaHHbIX (1);

ANa MHAOPMALMOHHON cUCTeMbl 2 Kracca 3awmeHHocTn obecneumsatoT 2, 3 n 4
YPOBHM 3aLUULLEHHOCTN NEPCOHANbHbIX AaHHbIX®;

Ana MHpOpMaUMoOHHOM cucTteMbl 3 Knacca 3awuueHHocTn obecneudmBatoT 3 u 4
YPOBHW 3aLUULLEHHOCTN NEPCOHANbHbIX AaHHbIX®;

ANa NMHPOPMaLMOHHOM CUCTeMbl 4 Knacca 3almiuieHHocTn, obecneymBaloT 4 ypoBEHb
3aLMLLEHHOCTM NEPCOHAbHbIX AaHHbIX.

28. lpn ucnonb3oBaHUn B MHEMOPMALMOHHBIX CUCTEMAX HOBbIX MHEOPMAaLMOHHBLIX
TEXHOMNOIrM1 1 BbIABNEHNN JONOSTHUTESNbHbBIX Yrpo3 6e3onacHocTy nHopMaumm, 4nsa KoTopbix
He onpeaeneHbl Mepbl 3aWnTbl MHOPMaLMK, AOMMKHbI pa3pabaTtbiBaTbCsl KOMNEHCUpPYOLWLME
Mepbl B COOTBETCTBUM C NMyHKTOM 23 HacToswmx TpeboBaHUN.



(1) YcraHaBnuBaeTca B COOTBETCTBMM C TpeboBaHMAMM K 3awmTe NepcoHanbHbIX
AaHHbIX Npu MX o0b6paboTke B MHAPOPMALMOHHBLIX CUCTEMAax MepcoHanbHbIX AaHHbIX,
yTBEPXAEHHbIMU rnocTaHoBneHnem [lpaButenbctBa Poccuickon depepaunm ot 1 HoAGpa
2012r. N 1119.

MpunoxeHne N 1

K TpeboBaHusM O 3awmTe nHopmMaumu,

He COCTaBIsAOLWEN rocyaapCTBEHHYH TalHYy,
coaepxallencs B rocygapCcTBeHHbIX
MHMOPMaLNOHHbIX CUCTEMaX

OnpepeneHue Knacca 3awmLeHHOCTU UHPOPMALIMOHHOW CUCTEMBI

1. Knacc sawmuweHHocTn nHpopmaumoHHon cuctembl (nepBbi knacc (K1), BTopon
knacc (K2), tpetun knacc (K3), yetBepTbin knacc (K4)) onpegenserca B 3aBUCMMOCTU OT
YPOBHA 3HauYMmMocTn uHdopmaummn (Y3), obpabaTbiBaemon B 3TON MHGOPMALMOHHOM
cucteme, M Macwrtaba WHPOPMAUMOHHOM cucTembl (heaepanbHbi, pPervMoHanbHbIN,
00BbEKTOBbLIN).

Knacc 3awmweHHocTu (K) = [ypoBeHb 3Ha4YMMOCTM MHpopMaumn; maclitab cucTemsl].

2. YpOBEHb 3HA4YMMOCTU MHpOpMaUMN onpeaensieTca CTeneHbio BO3MOXHOro yuwepba
ana  obnagatensa  wWHgopMauun  (3akasdmka) W (MnNKM) onepaTtopa  OT  HapylleHus
KOH(MAEHUManbHOCTM (HenpaBOMEPHbIE AO0CTYM, KONUPoOBaHWE, MpeaoCTaBneHne wunu
pacnpocTpaHeHne), LenoCcTHOCTM (HeNpPaBOMEPHbIE YHUYTOXEHME MM MoaMdULMpPOBaHME)
U AOCTYMNHOCTK (HenpaBoMepHoe 6rokMpoBaHMe) MHGOopMaL K.

Y3 = [(KoHunaeHUManbLHOCTb, CTENEHb yuepba) (LeNOCTHOCTb, CTENEHb yuiepba)
(oocTtynHocCTb, cTeneHb yuiepba)],

roe creneHb BO3MOXHOro yuepba onpegendetcs obnagatenem uHdopmauum
(3akasumkomM) 1 (UnM) onepaTtopoM CaMOCTOATENIbHO 3KCMEPTHbIM MAN UHBIMW METOAaMU U
MOXeT ObITb:

BbICOKOW, €CnvM B pes3ynbTaTe HapyLlweHns OoJHOro u3 CcBOWCTB 6HesonacHocTu
NHdopmMaLun (koHbMaeHUnansHoCTH, LeNOCTHOCTN, AOCTYMHOCTN) BO3MOXHbI
CyLLEeCTBEHHbIE HeraTMBHbIE MOCMEACTBUSA B COLMANbHOMW, MOSUTUYECKON, MEXOYHapOOHOW,
9KOHOMUYECKON, (DUHAHCOBOW UMW MHbIX 0BNacTsax AeaTensHocTu U (Mnn) nHopMaunoHHas
cuctema u (unu) onepatop (obnagatens MHpopMaunmn) He MOryT BbINOMNHATL BO3MNOXEHHbLIE
Ha HUX OYHKLUMK;

cpegHen, ecnu B pesynbTaTe HapylweHus O[HOro u3 CBOMCTB 6Ge3onacHOCTM
nHpopmauun (KOHPUOEHUMANBbHOCTHN, LIENOCTHOCTU, LOCTYMHOCTU) BO3MOXHbI YMEPEHHble
HeraTuBHblE MOCNEACTBUS B COLMANbHON, NONUTUYECKOW, MEXAYHAPOAHON, 9KOHOMUYECKOW,
MHaHCOBOW UINKN MHbLIX 0BNacTax AeATEeNbHOCTU U (UNKU) MHPOPMAaLMOHHasa cuctema u (unu)
onepatop (obnagatens UHOpPMaLMN) He MOTyT BbINOMHATL XOTA Obl O4HY U3 BO3MOXEHHbIX
Ha HUX OYHKLUNA;

HU3KOW, ecnn B pesynbTaTe HapylweHUs OOHOro U3 CBOUCTB 6He3onacHoCTH
nHdopmauum (koHdMAaeHUWaneHOCTH, LIleNOCTHOCTMN, OOCTYMNHOCTW) BO3MOXHbl
He3HauyuTerbHble HeraTMBHbIE NOCNEACTBUS B COLManbHOW, NOMUTUYECKON, MeXayHapoL4HOMN,
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9KOHOMMYECKON, (PUHAHCOBOW UM MHbIX 0BNacTsax AeATenbHOCTU U (M) MHAOPMaLMOHHAA
cuctema u (unun) onepatop (obnagatens MHpoOpMaUMM) MOryT BbIMOMHATE BO3MOXEHHbIE Ha
HUX (PYHKUUM C HeJoCTaTOYHOM 3PAPEKTUBHOCTLIO UMW BbINOMIHEHNE (OYHKLMW BO3MOXHO
TOMbKO C NpUBReYeHNneM AOMOMHUTENBHbIX CUM N CPeacTB.

NHdopmaumst nmeeT BbICOKUA YpoBeHb 3HaummocTn (Y3 1), ecnu xots 6bl Ans ogHoro
13 cBONCTB Be3onacHoOCTM MHOpPMaLnn (KOHPUAEHUNANBLHOCTH, LEeNOCTHOCTU, OOCTYMHOCTH)
onpegerneHa Bbicokas cteneHb yulepba. MHpopmauusa nveet cpeaHnin ypoBeHb 3HAa4YMMOCTU
(Y3 2), ecnn xota ©Obl gns ogHOro w3 CBOMCTB 6e3onacHOCTM  MHdopMaumnn
(koHMOEHUNanNbLHOCTK, LLeNOCTHOCTM, 4OCTYNHOCTN) onpedeneHa cpefHasa cteneHb yulepba
MW HET HW OAHOro CBOWCTBA, [ASfI9 KOTOPOro ornpeaeneHa BbICOKasi cTeneHb yuepba.
MHpopmaums umeeT HU3KMA ypoBeHb 3Haummoctn (Y3 3), ecnu Ons BCex CBOWCTB
B6esonacHocT  uHGopmaumm  (KOHOMAEHUMANbHOCTW,  LENIOCTHOCTM,  LOCTYMHOCTW)
onpeaeneHbl HU3Kne cteneHn yuepba.

MHopmaumsa nmeeT MMHUManNbHbLIN YpoBEHb 3Ha4YnmMocTu (Y3 4), ecnu obnagartenem
MHdopMauuKn (3akas4ymkom) M (MnNun) onepaTopom crterneHb yulepba OT HapyleHUa CBOUCTB
B6esonacHoCTM MHopMaunn (KOHUOEHUNANbLHOCTH, LLEeNOCTHOCTN, OOCTYNHOCTN) HE MOXET
OblTb onpedeneHa, HO NpUM 3TOM WHMOPMaUMA NOASNEXUT 3almTe B COOTBETCTBUU C
3akoHogartenscTtBoM Poccuinckon ®epepaumn.

Mpn obpaboTke B WMHGPOPMAUMOHHOM cucTemMe OBYX U 6onee BMOOB WHGOpMaLUK
(cnyxebHass TaWHa, HaroroBas TalHa W WHble YCTAHOBMIEHHble 3aKOHOL4AaTElbCTBOM
Poccunckon depepaummn Bugbl MHOpMaLMmM OrpaHUYEHHOro JOCTyna) ypoBeHb 3HAYNMMOCTH
nHdopmauumn (Y3) onpenendarca oTAeNnbHO ANs Kaxaoro Buaa WMHgopmauumn. UTorosbin
YPOBEHb 3HAYUMOCTM WHGOopMauuu, obpabaTbiBaemMon B WUHPOPMALNOHHOM CUCTEME,
yCTaHaBNMBAETCS MO HaMBbICLUMM 3HAYEHUSAM CTEMEHU BO3MOXHOrO yuiepba, onpeaeneHHbIM
Ans  KOH(MOeHUManbHOCTK, UEenOCTHOCTU, AOCTYMHOCTU WHQOpMauun Kaxagoro Buaa
MHdopMaLuun.

3. WHdopmaumoHHaa cuctema umeeT edepanbHbin  MacwTtab, ecnu  oHa
dyHKUMOHMPYET Ha Tepputopun Poccunckon Pepepauumn (B npegenax degepanbHOro
okpyra) M umeeT cerMeHTbl B cybbektax Poccuickon ®Pepepauuun, MyHULMNANbHBIX
obpaszoBaHuax u (Unn) opraHM3aunsx.

MHpopmMaumoHHaa cuctema uMMeeT  pernoHanbHblM  MacwTab, ecnv  oHa
dYHKUMOHMPYET Ha Tepputopum cybbekta Poccuinckon degepaumm M MMeeT CErMeHTbl B
OAHOM WUITM HECKOSbKNX MYHUUMNAaNbHbIX 06pa3oBaHnAX U (MnNn) NoABEAOMCTBEHHbIX U UHbIX
opraHusaumsx.

MHpopmaumnoHHasa cuctema nmeet 06beKTOBLIM MacLluTad, ecnn oHa YHKUMOHUPYET
Ha oObekTax opfHoro dedepanbHOr0 OpraHa rocy4apCTBEHHOM  BRacTu, oOpraHa
rocygapcTtBeHHOM BriacTn cybbekta Poccuickon degepaumm, MyHULMNansHOro obpasoBaHus
n (MnNn) opraHu3auMm W He UMeeT CEerMeHTOB B TeppuTopuarbHbIX —OpraHax,
npegcTaBUTeNbLCTBax, unuanax, NogBeAOMCTBEHHbBIX U UHBbIX OpraHn3auusx.

4. Knacc saluuweHHOCT MHGOPMaLUNOHHON CUCTEMbI ONpeaensieTcsl B COOTBETCTBUN
c Tabnuuen:

YpoBeHb 3HaYMMOCTH MacwwTtab nHpopmMaLMoHHON CUCTEMBI
nHdopmauum depepanbHbin PervoHanbHbIn O6bEKTOBLIN
Y31 K1 K1 K1
Y32 K1 K2 K2
Y33 K2 K3 K3
Y34 K3 K3 K4

MpunoxeHune N 2
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K TpeboBaHusM O 3awmTe nHopmMaumu,

He COCTaBnsAOLWEN rocyaapCTBEHHYO TalHYy,
coaepiallencsl B rocygapCcTBeHHbIX
MHMOPMaLMOHHbIX CUCTEMaXxX

CocTaB

Mep 3awmTbl MH(popMaLMmn N ux 6asoBble HaGopbI AN COOTBETCTBYHOLLIEro Krnacca
3awWmLEeHHOCTU UH(POPMaLIMOHHON CUCTEMBI

YcnoBHoe
00603HaueH
meun
Homep
Mepbl

Mepbl 3aLnTbl MHopMaLmn B
MHPOPMALMNOHHBIX CUCTEMAX

Knaccbl 3almieHHOCTH
MHPOPMALMOHHON CUCTEMBI

4 3 2 1

|. WoeHTndukaumna n ayteHTdmkaumnsa cybbekToB goctyna n obbektos goctyna (MAP)

NAD.1

NoeHTndpukauma " ayTeHTudmKauus
nonb3oBaTenen, SBASAOWMUXCA  pabOoTHUKaMn
oneparopa

+ + + +

NAD.2

NpoeHTudukaums n ayTeHTUukaunsa ycTponcTs,
B TOM 4uUCre CTaumoHapHbIX, MOOMUMbHLIX |
NopTaTUBHbLIX

NAD.3

Ynpasnenne uaeHTudUKatopamu, B TOM 4ucne
co3faHue, NpUCBOEHME, YHUYTOXEHUNE
NOEHTUPUKATOPOB

NAD .4

YnpasneHne cpeactBamu ayTteHTudukauum, B
TOM 4uClne XpaHeHue, Bblgada, vHUUnanusaums,
OGnokupoBaHne CpeacTB ayTeHTudMKauum U
NPUHATME Mep B crydae yTpaTtbl WU (Unn)
KOMNpomeTauun cpeacTB ayTeHTMduKaumnm

NAD.5

3awuTa obpaTHoM CBA3N npu BBOAE
ayTeHTUnKaLMOHHON NHOopMaLmn

NAD.6

NoeHTndpukauma " ayTeHTUmkauus
nonb3oBaTenen, He ABNAWMXCsa paboTHMKamu
oneparopa (BHELHNX nonb3oBaTenen)

NAD.7

NaoeHtndukauna mn ayteHtudpukauma obbekTos
drannosou CUCTEMBI, 3anyckaembix n
NCMNOMHSAEeMbIX  Moaynen, oOBbeKToB CcuUcTeM
ynpasrneHns  6asamuM  OaHHbIX, OOBLEKTOB,
co3faBaeMblX TMpUKNagHbIM U1 crieumanbHbIM
nporpaMmMHbIM obecrnedyeHnemM, MHbIX 0OBLEKTOB
gocTyna

. YnpaBneHue JocTynoM cybbekToB AOCTyna K o6be

kTam goctyna (YI[)

MK

YnpasneHue (3aBeneHue, aKTuBauums,
ONoKMpOBaHME U YHUYTOXEHME)  YYEeTHbIMU
3anMcaMm  nonb3oBaTenen, B TOM yucne
BHELUHMX Nonb3oBaTenemn

+ + + +

yna.2

Peanunsauus HeobxoanmbIX MeToa0B
(ONCKPELMOHHBIN, MaHOaTHbIN, pPONeBOn Unn
MHOW  MeTof), TunoB  (YTEHME,  3anuchb,




BbIMOMTHEHME UMM WHOW  TUMN) W NpaBwsl
pasrpaHn4eHnst JocTyna

yna.3

YnpasneHne (unbTpauus, MapLlipyTusaums,
KOHTPOMb  COeAMHEeHUW, OJHOHanpaBreHHas
nepegada W uWHble CNocobbl ynpaBneHus)
NHOPMaLNOHHBIMK noToKamMu Mexay
yCTpOMCTBaMu, CerMeHTamMu WHPOPMaLNOHHON
CUCTEMBI, @ Takke Mexay WH(pOpMaLNOHHBbIMK
cucrtemamm

yrnn.4

PasgeneHue NONTHOMOYMI (ponen),
agMUHUCTPATOPOB W  nud, obecneynBaroLLmx
JOYHKUMOHNPpOBaHNE MHOOPMaLMOHHOW CUCTEMDI

yrna.s

HasHayeHne MMHMManbHO HeOBXOAMMBbIX NMpaB U
npusunerMi nonb3oBaTensm, agMMHUCTpaTopam
" nuyam, obecneymBatoLwmm
PYHKUMOHNPOBAHNE MHOPMALNOHHON CUCTEMBI

yrnpa.e

OrpaHunyeHne HeycnewHbIX MOMbITOK BXoda B
WH(POPMALUMOHHYIO  cucTemy  (goctyna K
MHOPMALMOHHOM CUCTEME)

YNOO.7

MpeaynpexaeHne nonb3oBaTens npu ero Bxoae
B MH(OPMAUMOHHYKD CUCTEMY O TOM, 4YTO B
MHPOPMaLMOHHON CMCTEME peann3oBaHbl MepbI
3aWmTbl  MHopMauMM, U O HeobxoaumocTu
cobnogeHns UM YCTaHOBIEHHbIX OMNepaTopoMm
npasun 06paboTkn MHopmMmauum

yna.s

OnoselleHe nosb3oBaTens Mocre YCrnewHoro
BXoAa B WHAOPMALUMOHHYID CUCTEMY O €ro
npegblaywiem Bxode B MH(OPMALMOHHYIO
cucTemy

yna.o

OrpaHnyeHne 4ucna napannenibHbiX CeaHCcoB
[ocTyrna gnd  Kaxaou  ydeTHOM  3anucu
nonb3oBaTens MHPOPMaLNMOHHON CUCTEMBI

yna.10

BrnokmpoBaHune ceaHca pjocTyna B
NH(OPMAaLMOHHYHO cuctemy nocne
YCTaHOBIEHHOIO BpeMeHM 6e3nencTeums

(HeakTMBHOCTK) nonb3oBaTenss WNM MO  €ero
3anpocy

yna.11

PaspelueHune (3anperT) AencTBun
nosfib3oBaTernen, paspeLleHHbIX Ao
naeHTUMKaumMmn n aytTeHTMunKaumm

yna.12

Mopnepxka n coXpaHeHue aTpubyTtoB
BesonacHocTH (meToK BesonacHocTK),
CBA3aHHbIX C WHJOpMauuen B rpouecce ee
XpaHeHus n 0bpaboTkn

yna.13

Peanusauus 3aLLMLLEHHOrO yOaneHHoro
AocTyna CcybGbekToB [JocTyna K obObektam
aocTyna yepes BHELLHWe

l/IHCbOpMaLl,I/IOHHO-TeJ'IeKOMMyHI/IKaLI,l/IOHHbIe cetTn

yrpa.14

PernameHTtauus wu KOHTPOJ1b NCNOJIb30OBAHNUA B




MHOPMaLNOHHOM cucteme TEXHONOrMN
©ecnpoBogHOro goctyna

yrna.15 PernameHTauma M KOHTPOSib UCMOSIb30BaHUSA B + +
MHGOpMaLVOHHON cucteme MOOUNBHbIX
TEXHUYECKUX CPeacTB

YMNAa.16 | YnpaesneHnue B3aMMOOENCTBUEM o} + +

WHPOPMALUNOHHBIMA ~ CUCTEMAMU  CTOPOHHUX
opraHuMsaumn  (BHeEWHME  NH(OPMAaLMOHHbIE
CUCTEMBI)

YMNQO.17 | ObecneyeHne [OBEPEHHOW 3arpys3ku CpeacTs
BbIYUCITUTENBbHON TEXHUKN

[ll. OrpaHnyeHune nporpammHomn cpeabl (OIC)

oric.1 YnpasneHue 3anyckom (obpaLleHuammn)
KOMMOHEHTOB nporpaMmMHoro obecneveHus, B
TOM  4ucne  onpegeneHve  3anyckaembiX
KOMMOHEHTOB, HACTpOWKa napameTpoB 3anycka
KOMIMOHEHTOB, KOHTPOIb 3a 3anycKkom
KOMMOHEHTOB NPOrpamMmMHOro obecneyeHns

oric.2 YnpasneHue YyCTaHOBKOW (vHCTannauunen)
KOMMOHEHTOB nporpaMmMHoro obecneveHus, B
TOM  uyucne  onpegeneHne  KOMMOHEHTOB,
noanexamx yCTaHOBKE, HacTpowka
napamMeTpoB YCTAHOBKM KOMMOHEHTOB, KOHTPOSb
32 YCTAHOBKOW KOMMOHEHTOB MNPOrpamMMHOro
obecneyeHns

oric.3 YcTaHoBKa (MHCTAnnAuus) TONbKO + +
paspeLleHHOoro K UCrnob30BaHWUo NPOrpaMMHOro
obecrneyeHnsa n (Unm) ero KOMMNOHEHTOB

oric.4 YnpaBneHne BpEMEHHbIMM dannamu, B TOM
yucne 3anpeT, paspelleHve, nepeHanpasrneHne
3anucu, yganeHne BpeMeHHbIX pannos

IV. 3awmTa MawmHHbIX HocuTenen nHgopmaumm (3HN)

3HN.1 Y4YyeT MalUMHHBIX HOCUTEeNnen nHgopmauum + +
3HN.2 YnpasneHne JOCTYNOM K MalWHHLIM HOCUTESNSIM + +
nHdopmMauum

3HWN.3 KoHTponb nepemMelleHnsa MalnHHbIX HOcUTenen
WHoOpMauun 3a npegenibl  KOHTPONMpPyeMoWn
30Hbl

3HN.4 VcknodeHue BO3MOXHOCTU
HeCaHKLMOHNPOBaAHHOIO O3HaKoMneHus C
cogepXxaHnem wuHopMauum, XpaHawenca Ha
MaLUNHHBIX HOCUTENSX, U (MNK) UCNoNb30BaHWUS
HocuTEenen NHJOpMaLnK B MHbIX
MHOPMALMNOHHBIX CUCTEMAX

3HW.5 KOHTpOsSb MCnonb3oBaHUs MHTEPdENCOB BBOAA
(BbIBOAA) MHOPMALMM HA MALUVHHBIE HOCUTENN
nHopmauunm

3HN.6 KoHTponb BBOAa (BblBO4a) WHQOpMauun Ha
MaLUMHHbIE HOCUTENW MHOpMaLmn




3HWN.7

KoHTpOnb NOgKIoYeHUs MaLlUUHHBLIX HOCUTENen
nHdopmMauunm

3HW.8

YHU4YTOXEHNe (CTupaHue) uHdopmaumm Ha
MaLUMHHBIX HOCUTENAX MpU UX nepefade mMexay
nonb3oBaTesiiMn, B CTOPOHHWE OpraHusauuu
ONd  peMoHTa wunuM  yTunmsaumm, a Takxke
KOHTPOJIb YHUMTOXEHUS (CTUPAHUS)

V. Peructpauyus cobbitnin 6esonacHoctn (PCB)

PCB.1

Onpepenexne coObITM ©e3onacHocTH,
nognexawmx perucrpaumm, WU CPOKOB WX
XpaHeHus

+

PCB.2

Onpepgenexne cocTaBa " coaepxaHus
nHpopMauun o  cobbiTnax  GesonacHoOCTH,
nognexalunx permcrpaumm

PCB.3

Cbop, 3anucb M XpaHeHue wuHdopmauum o
COBbITUAX 6esonacHoCTK B TeyYeHun
YyCTaHOBNIEHHOIO BPEMEHWN XpPaHEHUS

PCB.4

PearnposaHne Ha cbou npu perucrtpauum
cobblTMn  6Ge3onacHocTM, B TOM  4Yucne
annapaTHble U nporpaMmmHble owunbkn, cbon B
MexaHuamax cbopa nHhpopmaumm n JOCTUXKEHNE
npegena wunum nepenosiHeHnss obbema (eEMKOCTH)
namsiTm

PCB.5

MoOHUTOPUHI (NPOCMOTP, aHanua) pesynbTaToB
permctpauun  cobbitmn  6esonacHoCcTM U
pearmpoBaHue Ha HUX

PCB.6

[eHepupoBaHME BPEMEHHbLIX METOK W  (unu)
CMHXPOHM3aLUMsi  CUCTEMHONO  BPEMEHW B
MHGOPMAaLIMOHHON CUCTEME

PCB. 7

3awuTa MHdOpMaLmn o] CObObITMSAX
6e3onacHoCTH

PCB. 8

Ob6ecneyeHne BO3MOXHOCTM MpocMmoTpa U
aHanusa mHdopmaumm o AEeNCTBUAX OTAENbHbIX
nonb3oBaresnien B UHPOPMALMOHHON CUCTEME

VI. AHTMBUpYCcHas 3awmTa (AB3)

AB3.1

Peannsauyusa aHTMBUMPYCHOW 3aLMThI

AB3.2

O6HoBneHne 6a3sbl AaHHbIX NPU3HaKoB
BPE4OHOCHbIX KOMMbIOTEPHbIX nporpamm
(BupycoB)

VII. O6HapyxeHune BTopxeHun (CO

B)

COB.1

O6HapyXeHne BTOPXXEHUM

COB.2

O6HoBneHne 6a3bl peLlarLmnX NpaBun

VIII. KoHTponb (aHanu3) 3awuweHHocTn nHgpopmaumm (AH3)

AH3.1

BoisiBneHue, aHanus YS13BMMOCTEN
WHPOPMALNOHHOMN CUCTEMbI W  OnepaTuBHOE
YyCTPaHEHWE BHOBb BbISIBIIEHHbIX YSI3BUMOCTEN

+

AH3.2

KoHTponb yCTaHOBKM oGHOBNEHNN
NPOrpaMmMHOro obecneyeHuns, BKIOYas
obHoBMEHNe nporpaMmMHoOro obecneyeHns




CpeacTB 3aWmTbl NHGPOPMaLMK

AH3.3 KoHTponb paboTtocnocobHoCcTn, NapamMeTpoB + +
HaCTPONKM N NPaBUITbHOCTN (PYHKLMOHMPOBAHUSA
nporpammMHoro obecnevyeHus n CpeacTB 3allmTbl

NHopMauunn

AH3.4 KoHTponb cocTtaBa TexXHWYECKUX CpPeacTs, + +
nporpamMmHoro obecneveHmst U CpeacTs 3aLmThbI
nHdopmMauunmn

AH3.5 KoHTpornb npaBus reHepaumn U CMeHbl naponen + +

nonb3oBartesied, 3aBedeHNda WU yadaneHus
YYETHbIX 3anucen nonb3oBaTenen, peanusaumm
npaBun pasrpaHUyYeHns JOCTYNoOM, MOSTHOMOYUN
nonb3oBaresnien B UHPOPMAaLMOHHON CUCTEME

IX. O6ecneyeHne LLeNnoCTHOCTN MHAOPMALMOHHOM cuctemsl U MHGopmauum (OLJT)

ousi.1 KoHTpornb LLeNOCTHOCTHN nporpamMmMHoro +
obecneyveHuns, BKIOYas nporpaMmmHoe
obecneyeHne cpefCcTB 3aWnTbl MHPoOpMaUnm

oun.2 KoHTpornb LIeNMOCTHOCTU MHdopMaLnu,
coaepallemncs B 0as3ax JAaHHbIX
MHPOPMALIMOHHOW CUCTEMbI

ous.3 Ob6ecneyeHne BO3MOXHOCTM BOCCTaHOBIEHUS + + +
NporpaMmmMHoro obecne4veHus, BKIOYas

nporpammHoe obecrneyeHve CpeacTB 3alUTh
MHpopMaLMKN, MPU BO3HUKHOBEHUWM HELLTaTHbIX

cUTyaumnn
oun.4 O6HapyxeHne n pearnpoBaHue Ha NocTynneHue +
B MHAOPMALMOHHYHO cuctemy

He3anpalwmnBaeMblX 3MEKTPOHHbLIX COOBLLEeHNN
(MMcem, OOKYMEHTOB) U MHOW MHopmMauun, He

OTHOCALLMNXCS K PYHKLNOHNPOBAHMIO
MHPOPMALMOHHON CUCTEMBI (3alimMTa OT cnama)
ous1.5 KoHTponb coaepxxaHus NHopMaLmu,

nepegaBaemMon M3 MHMOPMALMOHHOM CUCTEMbI
(KOHTENMHEPHbIA, OCHOBaHHbLIN Ha CBOWCTBAxX
obbekTa gocTyna, U KOHTEHTHbIN, OCHOBAHHbLIV
Ha  noucke  3anpelleHHon K  nepepade
WHpopmMauunm C UCMorb3OBaHWEM  CUrHaTyp,
MacoK W WHbIX MEeTodOB), W UCKYeHne
HenpaBOMepHOW nepefayn WHGopmMaunmm w3
MHJOPMaLNOHHOW CUCTEMBI

ous.e OrpaHnyeHne npaB nonb3oBaTenen no BBOAY
NHopMaUUn B MHPOPMAaLIMOHHYI0 CUCTEMY

oun.7 KOHTpOnb TOYHOCTU, NOMHOTLI U MNPaBUNBHOCTU
AaHHbIX, BBOAUMBIX B  WUHJOPMALMOHHYIO
cuctemy

ousn.s KoHTpornb OLUIMBOYHBbIX AencTesum
nonb3oBatenen nNo Beogy W (MnNun) nepepaye
MHopMauun n npegynpexaeHune
nonb3oBartenen 06 oWndOYHbIX AEeNCTBUAX




X. ObecneyveHune goctynHocTu nidopmauum (OA4T)

oAarT.A Mcnonb3oBaHue OTKa30yCTOMYMBbIX
TEXHUYECKUX CPenCTB

oAarT.2 PesepsupoBaHune TEeXHUYECKNX CpencTs,
nporpaMmmMHoro obecneyeHus, KaHanos

nepegaym nHdopmMaumu, cpencts obecneyeHus
YHKLUNOHUPOBAHUSA HAOPMALNOHHOW CUCTEMBI

oAaT.3 KoHTponb 6€e30Tka3HOro  pyHKUMOHMPOBAHUSA
TEXHUYECKMX  CpPeAacTB,  OOHapyxeHne u
nokanuMsaumsi  0TKasoB  (PYHKUMOHMPOBAHUSA,
NPUHATME MEpP NO BOCCTAHOBMEHUIO OTKa3aBLUMX
CPEACTB U UX TECTUPOBaHME

OoAaT.4 Mepuogunyeckoe pesepBHOe KonuposaHue
WHOpMaUUM  Ha  pe3epBHble  MalUMHHbIE
HocuTenn nHopmMauunm

oAarT.5 ObecneyeHne BO3MOXXHOCTU BOCCTaHOBIEHUS
NHpopmauum C  pes3epBHbIX  MaLUMHHbIX
HocuTenen WHgopmMauuun (pes3epBHbIX KOMUK) B

TeyeHun YCTaHOBIIEHHOIO BPEMEHHOro
WHTEepBana

OAT.6 Knactepusauns WMHPOPMALMNOHHON CUCTEMBbI U
(Mnn) ee cerMeHToOB

oarT.7 KoHTpornb COCTOSAHUSA " KayecTBa

npeaocTaBneHnsa  yNnofIHOMOYEHHbIM  FIMLIOM
BbIYMCNUTENBHbLIX PECYPCOB (MOLLHOCTEN), B TOM
yucne no nepegade nHbopmaumm

XI. 3awmra cpeabl Buptyanusaumm (3CB)

3CB.1 NpeHTndurkauma n ayteHTUdukaums cybbLekToB +
AocTyna n 0BbEKTOB AOCTyna B BUPTyaribHOM
NHppacTpyKType, B TOM yucrne
agMVHUCTPATOPOB  yMNpasrieHns  cpeacTBamu
BMpTYanusauuu

3CB.2 YnpaBneHne [OCTYNOM cCybbekToB JocTyna K +
obbekTam aocTyna B BUPTYyanbHOM
WHPaCTPyKType, B TOM  4uCre  BHYTpwU
BUPTYanbHbIX MaLUWH

3CB.3 Perncrtpauus coObITUI ©e3onacHocTU B
BUPTYarbHOW MH(PPACTPYKType
3CB.4 YnpaeneHne (punbTtpauus, MapLipyTMsaums,

KOHTPOSIb  COeAWHEeHUsi, OAHOHanpasfieHHas
nepefaya) noTokamMm UMHopMaumm  Mexay
KOMMOHEHTaMN BUPTyaribHOW WHAPACTPYKTYPHbI,
a Takke N0 NepumeTpy  BUPTyarbHOWU

NHPaCTPYKTYpPbI

3CB.5 [oBepeHHas 3arpyska cepBepoB
BMpTYyanusauum, BMPTYyarbHON MaLUWHbI
(koHTenHepa), cepBepoB ynpaBneHus
BMpTYanusauunen

3CB.6 YnpaBneHne nepemelleHneM  BUPTYasbHbIX




MaluH (KOHTenHepoB) M obpabaTbiBaeMbIX Ha

HUX OAHHbIX

3CB.7 KoHTponb LenoCTHOCTHN BUPTyarnbHOM + +
NHQPACTPYKTYPbI N ee KOHurypaumm

3CB.8 Pes3epBHoe KonuposaHue JAHHbIX, + +
pe3epBupoOBaHne TEXHUYECKNX CpeacTs,

nporpaMMHoro  obecneyeHnss  BUPTyarbHOMN
MHPACTPYKTYpPbl, a Takke KaHanoB CBs3U
BHYTPY BUPTYanbHOWM MHpaCTPYKTYpbl

3CB.9 Peanusauna w1 ynpaBneHve aHTUBUPYCHOW + + +
3aLUNTON B BUPTYanbHOW MH(PaCTPYKType
3CB.10 Pa3bveHne BupTyanbHOW WHMPACTPYKTYpbl Ha + +

CerMeHTbl  (CEerMeHTUpOBaHWe  BUPTYyarbHON
NMHPaCTPYKTYpbl) Ana obpaboTkn MHopMaLmnm
OTAENbHbIM MNonb3oBaTenem u (uUnu) rpynnow

nonb3oBartesnien
XIl. Bawmra TexHmyeckmx cpeacts (3TC)
3TCA1 3awmTta MHopMaLmu, obpabaTbiBaemom

TEXHNYECKMMUN CpeacTtBaMn, OT €€ YTEeYKM 1O
TEXHNYECKMM KaHalam

3TC.2 OpraHmsauuss  KOHTPONMPYEMOW  30HbI, B + + + +
npedenax KOTOPOW MOCTOSIHHO pa3smeLlaroTcs
CTaunoHapHble TEXHUYECKNE cpenctea,

obpabaTtbiBaowme uHopmaumo, M cpeacrea
3awnTbl  MHopmauun, a Takke CpeacTBa
obecneyeHnsa PyHKLMOHMPOBaHNS

3TC.3 KoHTponb 1 ynpaBneHne puanyeckum gocTyrnom + + + +
K TEXHMYEeCKMM cpeacTBam, CpeAacTBaMm 3aluuThbl
nHdopmauuu, cpencrtesam obecneveHuns
PYHKUMOHNPOBAHUS, @ TakKe B MOMELLEHUS U
COOPYXXEHUsI, B KOTOPbIX OHW YCTaHOBIEHbI,
NcKNoyaLme HEeCaHKLMOHMPOBAHHbIV
dum3myecknn [ocTtyn K cpegctBam obpaboTkm
nHpopmauun, cpegcTeam 3awmTbl MHpopMaLnn
n cpegctBam obecneyvyeHns PyHKLUMOHMPOBAHUSA
NH(POPMALMOHHON CUCTEMbI M MOMELLEHUST W
COOPYXXEHUS, B KOTOPbIX OHW YCTAHOBMEHbI

3TC.4 PasmelleHne ycTponcTs BbiBoga (0TOBpaxeHus ) + + + +
MHopMauuu, ncknioyatoee ee
HECaHKLMOHNPOBAHHbIA NPOCMOTP

3TC.5 3awmTa OT BHELLUHUX BO34EeNCTBUIN (BO3OEeNCTBUN +
OKpyxatoLlen cpeasl, HecTabunNbHOCTH

3MeKTPOCHAbXeHUs!,  KOHAMLMOHMPOBAHUA U
NHbIX BHELLHUX (DAaKTOPOB)

Xlll. 3awmTa nHdopMaUNOHHON CUCTEMbI, €€ CPEACTB, CUCTEM CBA3N U Nepenaym AaHHbIX

(3MC)
3nC A1 PasgeneHne B WHPOPMALMOHHOM CUCTEME + +
dyHKLMN no yrnpaBreHuto

(aAMMHUCTPUPOBAHUIO) MHAOPMAaLIMOHHOMN




cUCTEMOW, ynpaBneHu (agMUHUCTPUPOBAHUIO)
CUCTEMON 3aWmTbl MHGOpPMaUUN, YHKUMIA MO
obpaboTke WHpOPMaALMM UK UHBbIX  YHKUMA
MHGOPMAaLMOHHOW CUCTEMBbI

3nC.2

MpenoTBpalleHne 3agepXku Unv npepbiBaHus
BbIMNOSTHEHMS npoueccoB c BbICOKUM
NPUOPUTETOM CO CTOPOHbI NMPOLIECCOB C HU3KUM
NPUOPUTETOM

31C.3

ObecneyeHne  3awmTbl  MHOpMaumMmM  OT
packpbiTvs, MoauduKauMnm W HaBA3bIBaHUSA
(BBOOA NOXHOM MHGOPMaLMK) Npu ee nepefaye
(nogrotoBke K nepefade) No KaHanam CBsA3W,
MMEKLLUM BbIXOA 3a Npeaenbl KOHTPONMpYeEMOWn
30Hbl, B TOM uucre 6ecnpoBOAHbIM KaHaram
CBSA3N

3nC.4

Ob6ecneyeHne OoBepeHHbIX KaHana, maplpyTa
Mexay agMUHUCTPaTopoM, Morib3oBaTenem wu
cpeacTeBaMu 3almTbl UHGOPMauuK (PyHKUNAMU
6e30nacHOCTM CpeACcTB 3alnTbl UHOPMaLUN)

31C.5

3anpeT  HeCaHKUWOHWPOBAHHOM  yAarneHHoMu
aKkTMBaumm Bugeokamep, MUKPO(OHOB W UHbIX
nepudepumnHbiX  YCTPOWUCTB, KOTOpble  MOryT
aKTMBMPOBATbCA  YyAaneHHO, W  OnoBeLleHne
nonb3oBaTenien 06 akTMBaLmMmM TaknMx YCTPOUCTB

31C.6

Mepepaya 1 KOHTPOMb LLENOCTHOCTU aTpmnbyToB
BesonacHocTK (meToK BesonacHocTn),
CBA3aHHbLIX C WHpopmaumnen, npu obmeHe
WHopMaunen ¢ MHbIMU  UNHGOPMAaLNOHHBIMU
cucTtemamm

3nC.7

KOHTpOJ'Ib CaHKUMOHUPOBAHHOIO U WUCKIKOYEHNE

HEeCaHKLUMOHNPOBAHHOIO 1Ccrnonb30BaHUA
TEXHOIorMn MoOOUNBHOrO Koga, B TOM u4ucne
pernctpaums coObITUN, CBA3aHHbIX o}

NCNOMNb30BaHNEM TEXHOMNOrM MOOUIBHOIO Koaa,
MX aHanM3 U1 pearMpoBaHME Ha HapyLleHus,
CBSA3aHHblE C WCMNONb30BaHWEM TEXHONOornmn
MOOUIbHOrO Koga

31C.8

KOHTpOJ'Ib CaHKUMOHUPOBAHHOIO U WUCKIKOYEHNE

HeCaHKLUNOHNPOBAHHOIO NCMosb30BaHUS
TEXHOMOrn nepenavm pevd, B TOM 4ucne
permcTpauus cobbITUH, CBSI3aHHbIX c

NCMONb30BaHNMEM TEXHOMOMn nepeaadn peuu,
MX aHanu3 W pearpoBaHMEe Ha HapyLUeHus,
CBSI3aHHblIE C UCMOMb30BaHWEM TEXHOJNOMUM
nepegayv peyu

31C.9

KOHTpOJ'Ib CaHKLI,I/IOHI/IpOBaHHOIZ N UCKN4YeHne

HeCaHKLMOHNPOBAHHOWM nepegayn
BMAEOUH(pOpMaLMK, B TOM 4uCne perncrpauus
cobbiTun, CBSI3aHHbIX c nepenayen

BMAEOUHOpMaLMK, UX aHanM3 U pearMpoBaHue




Ha HapyleHusl, CBfi3aHHble C nepefayen
BUeOonHGopmaLmnm

31nC.10

MoaTBepxaeHne MNPOUCXOXOEHUS  UCTOYHMKA
NHdopMaLuu, nornyyaemom B  rnpouecce
onpegenieHns ceTeBblX afpecoB MO CeTEBbIM
UMeHaM unu onpefeneHns ceTeBblX MMEH Mo
ceTeBbIM agpecam

31C.11

ObecneyeHne NoAIMHHOCTHN ceTeBbIX
coeiHeHU (CeaHCOB B3auUMOAEWCTBUS), B TOM
yacne AnNa  3awuTbl OT MOAMEHbI  CeTeBbIX
YCTPOWCTB 1 CEPBMCOB

3nC.12

WckntoveHne BO3MOXHOCTU oTpuuaHng
none3oBarerieM pakta oTnpaBkn MHpoOpMauumn
APYromy nosnb3oBaTento

31C.13

WckntoyeHmne BO3MOXXHOCTU oTpuLUaHusA
nonb3oBaTenem dakrta nonyyYeHus nHpopmaLumm
OT ApYroro nosnb3oBaTens

3nC.14

Mcnonb3oBaHne  YCTPOWCTB  TEPMMHAsbHOMO
poctyna gnst 06paboTku nHdopmaumm

3nC.15

3awmta  apxuBHbIX  ¢annoB, NapamMeTpoB
HaCTpPOMKM CpeacTB 3awuTbl WHGOpMaUUM U
nporpaMmHoro obecrneyeHnst N UHbIX JaHHbIX, He
noanexawmnx N3MEHEHNIO B npouecce
06paboTkn MHopmauum

31C.16

BbisBneHve, aHanu3 u  OnokMpoBaHve B
NHOOPMALIMOHHOM CUCTEME CKPbITbIX KaHanoB
nepegayu nHdopmauunm B obxopn
peanu3oBaHHbIX Mep 3aluTbl MHOoPMaLUN UNn
BHYTPW pa3peLleHHbIX CeTEBbIX NPOTOKONOB

3nC.17

Pa3bueHne WHGPOPMALMOHHON CUCTEMbI Ha
CErMeHTbl (CermMeHTMpoBaHme MHGPOPMaLMOHHOM
cucTeMbl) U obecneveHne 3awmnTbl NEPUMETPOB
CErMeHTOB MH(OPMaALNOHHON CUCTEMDI

31C.18

O6ecneyeHune 3arpysku n NCMONHEHNSA
nporpammHoro obecnevyeHuss C  MaLUMHHbIX
HocuTenenm wHdgopmaunn, AOCTYMNHbIX TOSbKO
AN YTEeHUS, N KOHTPOMb LENOCTHOCTU OAaHHOro
nporpamMmmHoro obecneveHus

31C.19

M3onsums npoueccoB (BbINOSIHEHME NPOrpamMm)
B BblgeNieHHON 06nacTy namsTu

31nC.20

3awumTa ©ecnpoBOAHbIX COeNHEHUN,
NpUMeHsieMbIX B MIHOPMALMOHHOM CUCTEME

31C.21

WcknoyeHune aoctyna nosfib3oBaTens K
WHoOpMauuK,  BO3HMKWIEW B  pesyrnbTaTe
AenCcTBun npeblaywero nosfib3oBatens 4vepes
peecTpbl, OMNepaTMBHYI MNaMsATb, BHELIHUEe
3anomMuHalroLwmne ycTpomcTBa U UHble obuime ans
nonb3oBatenien pecypcbl  MH(OPMaLNOHHON
CUCTEMBI




3nC.22 3awmta UMHOPMALMOHHOM CUCTEMbI OT Yrpo3 + +
B6esonacHOCTM MHdOPMaLMK, HanpaBrieHHbIX Ha
oTkaz B obcnyxuBaHum  MHEHPOPMALMOHHOM
CUCTEMbI

3N1C.23 3awmTta nepumetpa (dpusnyeckux wn - (Mnu) + +
NOrMYeCcKnX rpaHml) MHdPOopMaLMOHHON CUCTEMBI
npu ee B3aumMoaencTaunm c NHBIMM
MHOPMAaLMOHHBIMU cuctemamu 7
NHOPMaLNOHHO-TENEKOMMYHUKALNOHHBLIMU
ceTsiMu

3nC.24 lMpekpalleHne ceTeBbIX COEAMHEHUA N0 WX + +
3aBepLleHnn WM no UCTEYEHMUN 3a[aHHOro
onepaTtopom BPEMEHHOro WHTepBana
HEeaKTUBHOCTM CETEBOr0 COEANHEHUS

3nC.25 Mcnonb3oBaHne B WMH(OPMAaLMOHHON cuUcTeME
NN  ee  CerMeHTax  pasfiMyHbiX  TUMOB
06LLEeCUCTEMHOrO, MPUKNAAHOIo 1 cneumanbHOro

nporpamMmMHoro obecneyeHus (cosgaHue
reTeporeHHoun cpeabl)

31nC.26 Mcnonb3oBaHMe MpPUKIagHOro M cneumarbHoro
NporpaMmMHoOro obecneyeHus, NMELLINX

BO3MOXHOCTb Q)yHKLI,MOHI/IpOBaHI/IFI B cpeaax
pa3finvHbIX onepaunOHHbIX CUCTEM

3nC.27 CospgaHue (amynaums) NOXHbIX
MHOPMALMOHHBIX CUCTEM UMW X KOMMOHEHTOB,
npeaHa3HaYeHHbIX ans oBHapyxeHus,

perucTpauun n aHanusa 4encTBuin HapyLmTenen
B rnpouecce peanusauum yrpo3 6e3onacHocTu
nHdopmMauunm

31C.28 BocnpoussegeHne noxHblx U (MNn) CKpblTUE
NCTUHHBIX OoTAENbHbIX NHPOPMaLMOHHBIX
TEXHOMNorunm " (Mnn)
CTPYKTYPHO-(PYHKLMOHANbHbLIX ~ XapakTepUCTUK
NHOPMALMOHHON CUCTEMbI UMM €€ CEerMeHTOB,
obecneumBaroLlee HaBA3blBaHWE HapyLUUTENO
NOXHOro  npeactaBneHnss 06  UCTUHHbIX
WHPOPMALMOHHBIX ~ TEXHOMOrnsaX  un  (Mnu)
CTPYKTYPHO-(PYHKLMNOHANbHbIX XapakTepucTmkax
MHPOPMaALMOHHOW CUCTEMbI

3N1C.29 lMepeBog WMHOPMALMOHHOM CUCTEMbI UKW ee
YCTPOMWCTB (KOMMOHEHTOB) B 3apaHee
onpeaeneHHyro KOHourypaumio,

obecneunBarollyto  3awmTty UMHpoOpmMauuu, B
criydae BO3HWKHOBEHMM OTka3oB (cOoeB) B

cucrteme 3awunThl MHdopMaLumn
MHJOPMaLNOHHOW CUCTEMBI
31C.30 3awmta MOOUIBbHBLIX TEXHUYECKMX CPencTB, + + +

NPUMEHSIEMbIX B MHPOPMALMOHHON CUCTEME

"+" - Mepa 3awmTbl uWHdOpMauuM BKAOYEeHa B 0asoBblin Habop Mep Ansa




COOTBETCTBYIOLLErO Knacca 3aluWweHHOCTN MHPOPMaLIMOHHOW CUCTEMBI.

Mepbl 3awmTbl MHMOpPMaumn, He O603Ha4YeHHble 3HakoM "+", MpUMEHSsITCa npwm
agantauun 6asoBoro Habopa mMep M YyTOYHEHUM aganTupoBaHHOro 6aszoBoro Habopa mep, a
TaKke nNpu paspaboTke KOMMEHCUPYIOLNX Mep 3awmTbl MHdopMaumm B MHGOPMaLNOHHOM
CUCTEeMe COOTBETCTBYIOLLErO Krnacca 3aluLLEeHHOCTH.



