Tunosble TpeboBaHUs
no opraHusaumnmn n obecneveHnto PyHKUMOHMPOBaHUS LWMpoBanbHbIX (KpunTorpaguyeckmx)
CcpeacTB, nNpeaHasHavyeHHbIX Ans 3awnTbl MHGOPMaUnK, He coaepkallen cBeaeHun,
COCTaBIAOLLMX FOCYJaPCTBEHHYIO TarHy B Crlydae ux Ucnosib3oBaHus anga obecrneyeHus
6e30nacHOCTM NepCcoHarnbHbIX AaHHbIX NPU X 06paboTke B MHOPMALMOHHBIX CUCTEMAX
nepcoHarsnbHbIX JaHHbIX
(ytB. ®CB P® 21 dhepansa 2008 r. N 149/6/6-622)

. O6wme nonoxeHus

1.1. Hactoawue TpeboBaHus onpefensoT nopagok opraHvsaumm u obecrneveHust
YHKUMOHNPOBaHUS W poBasnbHbIX (Kpuntorpaduyeckmx) CpeacTs, NpegHasHavYeHHbIX A51s
3aWwnTbl MHOPMaLUMN, He codepXKallen CBeQeHUN, COCTaBNSOWMX rOCy4apCTBEHHYHO TalHy
(hanee - KpunNTOCPEACTBO) B Crlydae MX MCNonb3oBaHuA Ans obecneyvyeHuss 6e3onacHoOCTM
nepcoHanbHbIX AaHHbIX NpY UX 0b6paboTke B MHPOPMALMOHHBLIX CUCTEMAX MEePCOHarbHbIX
AaHHbIX (Qanee - HpopMaLMOHHasA cuctema).

1.2. Hactoawue TpeboBaHus paspaboTaHbl BO UCNOSTHEHUE:

- ®epgepanbHoro 3akoHa "O nepcoHanbHbIX AaHHbIX" oT 27 wona 2006 r. N 152-03
(Ctatbs 19);

- MonoxeHna o6 obecneyeHnn 6e30NaCHOCTU MNEPCOHAanbHbIX AaHHbIX MNpPU KX
o6paboTke B WHMOPMAUMOHHBIX CUCTEMAX MNEepPCOHanbHbIX [aHHbIX, YTBEPXAEHHOro
noctaHoBnennem lMNpasutenbctea PP ot 17 Hoa6psa 2007 r. N 781 (nanee - NonoxeHwue);

- MonoxeHna o ®egepansHon cnyxbe 6e3onacHocTn Poccuinckon Pepepauun,
yTBepxaeHHoro Ykasom [pesngeHta Poccuinckon ®depepaumm ot 11 aBrycta 2003 roaa
N 960.

1.3. Hactosauwue TpeboBaHus:

- ABNAKOTCA  obs3aTenbHbiMM - OANs onepaTopa, ocyulecTensowiero  obpaboTky
nepcoHanbHbiX AaHHbIX, a@ Takke nuua, KOTOPOMY Ha OCHOBaHWWM AOroBopa oneparop
nopy4aet 006paboTKy nepcoHanbHbIX AaHHbIX W (MNK) nMua, KOTOPOMY Ha OCHOBaHMM
JOroBopa ornepaTop nopy4aeT oOKasaHuMe Yycrnyr no opraHmsaumm wn  obecneyeHuto
©es3onacHOCTM 3alnTbl NepPCcoHarnbHbIX AaHHbIX Npu Mx o0bpaboTke B WHGOPMALUOHHOM
CUCTEME C UCMOoNb30BaHMEM KpuntocpencTB. [pn 3TOM CyLLeCTBEHHbIM YCNOBMEM LOroBopa
aBnseTca  00s3aHHOCTb  YMOSTHOMOYEHHOro nuua obecneuntb  KOHPUAEHLMANbHOCTb
nepcoHanbHbiX AaHHbIX M 6e30MacHOCTb MepCoHasnbHbIX AaHHbIX Npy ux obpaboTke B
NHOpMaLNOHHON cucTteme B cny4yasix, npeaycMOTPEHHbIX AENCTBYIOLLNM
3aKoHOOaTeNbCTBOM;

- pacnpocTpaHAlTCA Ha KpuUNTOCpeacTBa, MNpeaHasHadeHHble Ans  obecneveHus
6e30nacHOCTM NepcoHanbHbIX AaHHbIX NpyU UX 0bpaboTke B MHPOPMALMOHHBIX CUCTEMAX
nepcoHanbHbiX [OaHHbIX, BCE TEeXHUWYEeCKMe CpeacTBa KOTOPbIX HaxXOAsaTCaA B npeaenax
Poccunckon ®depepauuun, a Takke B cUCTEMaX, TEXHUYECKME CpedcTBa KOTOPbIX YaCTUYHO
UNKn LenMkoM Haxoaatcsa 3a npegenamu Poccuinckon ®epepaumn.

- He OTMeHsT TpeboBaHUs UHbIX [OOKYMEHTOB, perfameHTUpYLWnX nopsaok
obpaweHna co cnyxebHon umHGOPMaUMEN  OrpaHUYEHHOro  pacnpoCTpaHeHus B
deneparnbHbIX OpraHax UCNONHUTENBHOW BRacTu.

OnepaTtop ¢ y4eToM OCOBEHHOCTEN CBOEWN OEATENbHOCTU MOXET paspabaTbiBaTb He
npoTMBopedvalume Hactoawmm TpeboBaHuAM MeToOMYECKME peKkoMeHdaumm no  ux
NPUMEHEHNIO.

Wcnonb3yemble ana uenen HacTtoawmx TpeboBaHUM TEpMWUHbI M OnpeaeneHus
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npmuBeneHbl B rpuioxxeHnm 1.

2. OpraHusaumsa n obecnevyeHue 6e3onacHOCTU 06paboTKM C NCNONb30OBaHUEM
wudcpoBanbHbIX (KpunTorpacdunyeckmx) cpeacTB NepcoHanbHbIX AaHHbIX

2.1. be3onacHocTb 06paboTkM  MNepcoHanbHbIX AaHHbIX C  UCMNOMb30BaHUEM
KPMNTOCPEACTB OpraHu3yloT u obecneymBatoT onepaTtopbl, a Takke Nnuua, KOTOpbIM Ha
OCHOBaHWWM [OroBopa onepaTop nopy4vyaet ob6paboTKy nepcoHanbHbIX AaHHbIX U (UnK) nNuua,
KOTOpPbIM Ha OCHOBaHWW [OroBopa ornepaTop nopyvaeT OKa3aHwe ycnyr No opraHusaumm u
obecne4veHunto ©GesonacHocT 06paboTkM B MHGOPMALMOHHOM CUCTEME MEPCOHAalbHbIX
AaHHbIX C NCNOSTb30BaHMEM KPUNTOCPEACTB.

Ob6ecneyeHne  6e30MacHOCTM  MepcoHarnbHbIX  AaHHbIX C  WUCMOSMIb30BaHMEM
KPMNTOCPEACTB A0JIPKHO OCYLLIECTBMASATLCA B COOTBETCTBUM C:

1) MNMpukazom ®CB Poccum ot 9 despana 2005 r. N 66 "O6 yrBepxaeHun NonoxeHus
o paspaboTke, nNpou3BOACTBE, peanu3auMmM W 3KcnnyaTauum  WndpoBanbHbIX
(kpunTorpaduyecknx) cpeacTts 3awmnTbl Hopmauum (MonoxeHne MNMK3-2005)";

2) [loctaHoBneHnem [MpaButensctea P® ot 29 pekabps 2007 r. N 957 "O6
YTBEPXAEHUM MOMNOXEHUI O NULEH3NPOBaHMN OTAENbHbIX BUOOB AEeATENBHOCTU, CBA3AHHbIX C
WwnposanbHbIMKU (Kpuntorpadudeckumm) cpegcrsamm’;

3) Metoanyeckumu pekomengaumsamm no obecnevyeHmto ¢ NOMOLLBID KPUNTOCPEACTB
6e30nacHOCTM NepcoHanbHbIX AaHHbIX NpyU UX 0bpaboTke B MHPOPMALMOHHBIX CUCTEMaX
nepcoHanbHbIX AaHHbIX C Ucnonb3oBaHnem cpencts astomaTtnsaumm (N 149/54-144, 2008 r.
®Cb Poccun),

4) Hactoswmmun TpeboBaHuaMN.

2.2. OnepaTopbl HeCyT OTBETCTBEHHOCTb 3a COOTBETCTBME MPOBOAMMbBIX UMM
MEpPONPUATUIA NO opraHmM3aunn n obecneyeHuto 6esonacHocT 06paboTkn C MCNONb30BaHNEM
KPUNTOCPEACTB MNEpPCOHasbHbIX [aHHbIX JUUEH3NOHHBbIM  TpeboBaHUAM U YCIOBUAM,
3KCNNyaTauMoOHHON U TEXHUYECKOW OOKYMEHTauun K KpUNToCcpeacTBaMm, a Takke HacTosAWwmuM
TpeboBaHuaM.

Mpu aTOM onepaTopbl AOMMKHbI 06ecnevmBaTb KOMMNIEKCHOCTb 3alUTbl NePCOHAaNbHbIX
AaHHbIX, B TOM YMCre NocpeacTBOM NPUMEHEHNA HekpunTorpadmyeckmx cCpeacTs 3allmThbl.

2.3. MNpwn pa3paboTke n peanusauum MeponpuATU NO opraHM3aumm n obecneveHuto
©e30MacHOCTM MepcoHarbHbIX AaHHbIX Npu ux obpaboTke B MHMOPMALMOHHOW CcUCTEME
onepaTop Unn ynosIHOMOYEHHOE OnepaTopoM fMLIO OCYLLECTBSET:

- pa3paboTky Ans KaXgonh WHGPOPMALMOHHOW CUCTEMbl MEPCOHanbHbIX AaHHbIX
Moaenu yrpo3 6e30nacHOCTN NepcoHanbHbIX AaHHbIX Npu X 06paboTke;

- pa3paboTky Ha OCHOBE MOAENU Yrpo3 cuctembl 6e30nacHOCTU MepcoHanbHbIX
AaHHbIX, 06ecneymBaloLLEN HENTPaNN3aLmio BCEX NEPEYNCIIEHHBIX B MOOENM Yrpo3;

- onpeaeneHne HeobXxoAMMOCTM MCMNOSMb30BaHUSA KPUNTOCPEACTB Ans obecnedeHuns
6e30nacHOCTM NepCoHanbHbIX AaHHbIX U, B CIlyYae NOSIOXUTENbHOMO peLleHnst, onpeaenexHme
Ha OCHOBE MOAENM Yrpo3 Lenu MCNosfb30BaHNSA KPpUNTOCPEACTB ANs 3alnTbl NepPCOHarbHbIX
AaHHbBIX OT HEMPaBOMEPHOro WM CAyYanHOro AO0CTYNa K HUM, YHUYTOXEHUS, U3MEHEHMS,
GnoKMpoBaHMs, KOMMPOBAHUS, PACNpPOCTPaAHEHUs MEePCOHanbHbIX AaHHbIX U (MNK) MHbIX
HenpaBOMepPHbIX AEUCTBUI Npu nx obpaboTke;

- YCTAHOBKY M BBOA4 B 3KCnnyaTauui  KpPUNTOCpeacTB B COOTBETCTBUMM  C
3KcnryaTaumMoHHOM N TEXHUYECKOW AOKYMEHTauuen K 3TuM cpeacream;

- MPOBEPKY TrOTOBHOCTM  KPUNTOCPEACTB K MCMOMb30BaHWIO C  COCTaBIiEHMEM
3aKSIHOYEHN O BO3MOXHOCTU UX SKCNyaTaunm;

- 0by4eHure nuu, NCNonb3yLKUX KpUnTocpeacTea, paboTe ¢ HUMU;
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- MO3K3EMMNNSAPHBLIN  y4eT UCMNOSIb3yeMbIX KPUNTOCPEACTB, 9KCMflyaTauMOHHON W
TEXHUYECKON JOKYMEHTaUMU K HUM, HOCUTENeN NepCoHanbHbIX aHHbIX;

- y4yeT nuu, gonyuwieHHbIX K paboTe ¢ kpuntocpeactsamu, npegHasHavyeHHbIMU OIS
obecrneyeHna 6e30MacHOCTU MepcoHanbHbIX [AaHHbIX B WH(OPMALMOHHOM cucteme
(mnonb3oBaTenu KPUNTOCpPeacTB);

- KOHTpPONMb  3a  cobnogeHnemM  YCrioBUM  UCMOMb30BaHWUS  KPUNTOCPEOCTB,
npeasyCMOTPEHHbIX 3KCMNITyaTauMoOHHOM N TEXHUYECKOW AOKYMEHTaUNen K HUM;

- pa3bmpaTtenbCTBO U COCTaBfiEHME 3aKMOYEHUA NO hakTam HapyLlleHUa YCnoBWUi
XpaHeHus HocuTenen nepcoHanbHbIX AaHHbIX, WUCMOSIb30BaHUSA KPUMTOCPEACTB, KOTOpble
MOTYT MPUBECTU K HapyLIeHW0 KOHMUAEHUMANbHOCTU NepCoHanbHbIX AAHHbBIX WU APYrUM
HapyLeHUsM, NPUBOOALUM K CHWXKEHUIO YPOBHS 3alUULLEHHOCTU MNepCoHarnbHbIX AaHHbIX,
pa3paboTky U NpPUHATME Mep MO MNpPedoTBPALLEHUI0 BO3MOXHbBIX OMNacHbIX MOCNeaCcTBUN
NogoOHbIX HApYyLLEeHWH;

- OMCaHNe OpPraHU3aumMoOHHbIX M TEXHUYECKUX Mep, KOoTopble onepaTtop obsa3yeTcs
ocyLecTBNATb Npu obecnevyeHnn 6e30NacHOCTM NepCoHanbHbIX AaHHbLIX C UCMNOSIb30BaHNEM
KpuntocpeacTs npu ux obpaboTke B MHPOPMALMOHHBIX CUCTEMAX, C YKa3aHUEM B YaCTHOCTU:

a) UHOekca, YyCnoBHOr0O HaMMeEHOBaHUA U pPerucTpaumMoHHbIX HOMEPOB UCMONb3yeMbIX
KpUNTOCPEACTB;

0) cooTBETCTBUA pa3MeLLeHNs N MOHTaXa annapaTypbl 1 060pyaoBaHUSA, BXOASLLErO B
COCTaB KpunTocpeacTB, TpeboBaHWsSM HOPMATMBHOW  [OKYMeHTauuM W npasunam
Nnosib30BaHUS KpUnNTocpeacTeamu;

B) COOTBETCTBUSA MOMELLEHUN, B KOTOPOM pasMeLleHbl KpUNTOCPeaACTBa U XpaHUTCA
KnioyeBasa AOKYMeHTaumMsa K HAM, HacToswmm TpeboBaHMsIM C OnMcaHneM OCHOBHbIX CPeacTB
3aWnThl;

r) BblnoniHeHns  TpeboBaHuin K MaTepuanbHbIM  HOCUTENAM  BUMOMETPUYECKUX
nepcoHasnbHbIX OAHHbIX M TEXHOMOMMAM XPaHEHUs TakMX OaHHbIX BHE MHAOPMAaLMOHHbIX
CUCTEM MNEePCOHAanNbHbIX JAaHHbIX.

OnucaHne NpuHATBIX Mep AO0MMKHO ObITb BKNIOYEHO B YBE4OMSEHNE, NPeayCMOTPEHHOE
yacTtbto 1 ctaTbmn 22 GegepanbHoro 3akoHa "O nepcoHanbHbIX JaHHbIX".

2.4. MNonb3oBaTtenn KpUNTOCPEACTB OOMyckalTcss K paboTe C HMMWU MO pPELLEHUIO,
yTBepXXgaemomMy onepatopoM. Npu Hanuuuu asyx v bGonee nonb3oBaTenen KpuntocpencTs
00A3aHHOCTU MeXAy HUMKW [JOIKHbl ObITb pacnpefeneHbl C y4eTOM MNepCcoHanbHOM
OTBETCTBEHHOCTU 3a COXPaHHOCTb KPUMNTOCPEACTB, KIHOYEBOW, 3KCnsyaTauyuoHHOW U
TEXHMYECKON JOKYMEHTaUMKW, a Takke 3a NopyYeHHble y4acTkn paboThbl.

2.5. Nonb3oBaTtenu KpUNTocpeacTs 06a3aHbI:

- He pasrnawaTtb MHopMaumo, K KOTOPOM OHU JOnyLleHbl, B TOM 4YuCrie CBedeHus O
KpUnToCpeacTBax, KNoYEBbIX JOKYMEHTaX K HAM U ApYrMX Mepax 3allnTbl;

- cobnogate TpeboBaHnA K obecnedeHnto 6e30MacHOCTU MEepCOHanbHbIX AaHHbIX,
TpeboBaHua k obecrneyeHnto 6e30nacHOCTN KPUNTOCPEACTB U KIOYEBbLIX AOKYMEHTOB K HUM;

- coobwate O CTaBWMX MM W3BECTHBIMW MOMbITKAX MNOCTOPOHHUX §WL MONYyYUTb
cBefeHns 06 MCNosb3yeMblX KpUNTOCPEACTBAX UMK KITHOYEBLIX AOKYMEHTAX K HUM;

- HeMeaJleHHO yBeAOMNATb ornepatopa O dakrax yTpaTbl WNUM  HegocTaun
KpUNTOCPEACTB, KMOYEBbLIX JOKYMEHTOB K HUM, KMOYEN OT MOMELLEHUN, XPaHUMWULL, JINYHbIX
neyatem n o Apyrux pakrax, KoTopble MOryT MNpuBECTU K pasrnaweHuio 3alumuiaembixX
nepcoHanbHbIX AaHHbIX.

- cOaTb KpUNTOCPEACTBa, 3KCMIyaTauuoHHY0 U TEXHUYECKYID OOKYMEHTauuMlo K HUM,
KntoveBble [OOKYMEHTbl B COOTBETCTBUM C MNOPSAOKOM, YCTAHOBMEHHbIM HACTOALMMM
TpeboBaHusiMn, Npu  YBOMbBHEHUU UMM  OTCTPAHEHUM OT WCMONHEHNA 0693aHHOCTEN,
CBSA3aHHbIX C UCNOJIb30BAHWEM KPUMNTOCPEACTB;

2.6 ObecneyeHne (PyHKUMOHMPOBaHUA M BE30NacHOCTM KPUMNTOCPEACTB BO3naraeTcs
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Ha OTBETCTBEHHOro MnONb30BaTeNs KPUNTOCPEACTB, MMELWEro HeobxoauMMbii YpPOBEHb
KBanudukaumm, HazHa4aemoro nprMkasom onepaTtopa (ganee - OTBETCTBEHHbIN NONb30BaTENb
KpunTocpeacTs).

[onyckaetcsa BO3foXeHne YHKUUM OTBETCTBEHHOrO MNoSib30BaTesii KPUNTOCPEeacCTB
Ha:

- OIHOrO M3 NoJsib30BaTesien KPUNTOCPEACTB;

-Ha CTPYKTypHOe nogpasgeneHve unuM  OOMMKHOCTHoe  nuuo  (paboTHuKa),
OTBETCTBEHHbIX 3a obecneyeHne 6E30MacHOCTM MNEepPCOHasnbHbIX AaHHbIX, Ha3Ha4YaeMblX
onepaTtopowm,;

- Ha cneumarnbHOe CTPYKTYPHOe noapasgerieHne no sailuuTte rocygapCTBeHHOW TauHbl,
ncronb3ytoLlee ang aToro wudpoBasnbHble cpeacTsa.

2.7. OTBETCTBEHHbIE NONb30BATENMN KPUNTOCPEACTB LOSMKHbI UMETb PYHKLMOHANbHbIE
0643aHHOCTU, pa3paboTaHHble B COOTBETCTBMM C HacTosWwWmMmMm TpeboBaHNAMM.

2.8. Mpn onpegeneHnn obaszaHHOCTEN NONb30BATENS KPUNTOCPEACTB Heobxoommo
y4nTbIBaTb, YTO 6e3onacHOCTb 06paboTkM C NCNOMBb30BaHMEM KPUNTOCPEACTB NepCOHarnbHbIX
AaHHbIX obecneunBaeTcs:

- cobnogeHneMm  nonb3oBaTens MM KPUNTOCPEACTB  KOHMAEHUMANbHOCTM  Mpwu
obpalleHnn co cBeaeHNAMU, KOTOopble MM LOBEPEHbI UM CTanu U3BECTHbI NO paboTte, B TOM
yucrne co cBedeHUsIMU O (PYHKUMOHMpOBaHMM W nopsigke obecnedeHns GesonacHOCTU
NPUMeEHSIEMbIX KPUNTOCPEACTB U KINKYEBbLIX JOKYMEHTaX K HUM;

- TOYHbIM  BbINOSIHEHMEM  MONb30BaTENAMW  KpMATOCpeacTB  TpeboBaHMM K
obecneyveHnto 6e30nacHOCTM NEPCOHANbHbIX AAHHbIX;

- HAOEXHbIM  XpaHEeHWEeM 3JKCNyaTaunMoOHHOW U TeXHUYECKOW [OKYMeHTauumm K
KpuntocpeactBaM, KIOYEBbIX [OOKYMEHTOB, HocuTenem WHGOpMaunnM OrpaHUYeHHoro
pacnpocTpaHeHus:;

- obecneyeHneM MPUHATBIX B COOTBETCTBUM C TpeboBaHMaMM K MaTepuanbHbIM
HoCUTENAM OMOMETPUYECKNX MEPCOHAsbHbIX AaHHbIX W TEXHOSNOMMAM XPaHEHUs TaKux
AaHHbIX BHE MH(POPMALMOHHbIX CUCTEM NEPCOHANbHbIX AAaHHbLIX Mep.

- CBOEBPEMEHHbBIM BbISIBIEHMEM MOMbLITOK MOCTOPOHHUX NML MNOSYyYUTb CBEAEHUA O
3almaemMbiX NepcoHanbHbIX AaHHbIX, 00 MCNONb3yeMbIX KPUNTOCPEACTBAX MW KIHOYEBbIX
AOKYMEHTaxX K HUM;

- HeMeaneHHbIM NPUHATUEM Mep MO NpeaynpexneHnio pasrnaweHnsa salmuaemMbix
nepcoHanbHbIX AaHHbIX, @ Takke BO3MOXHOM UX YTEYKM NPU BbisiBIEHUN (DakToB yTpaTbl Unu
HeJoCcTauyn KPUNTOCPELCTB, KIOYEBbLIX [JOKYMEHTOB K HWUM, YOOCTOBEPEHUM, MPOMYCKOB,
KNYen oT NoMeLLEHNN, XpaHunuLy, cendoB (MeTanmnyecknx LWKadgoB), NNYHbIX nevaTten u
T.0.

2.9. Jlnua, odopmnsiemble Ha paboTy B KayecTBe nosib3oBaTernien (OTBETCTBEHHbLIX
nonb3oBaTenien) KpMNTOCPEACTB, AOMKHbI ObITb 03HAKOMIEHbI C HAcToAWMMKU TpeboBaHUAMM
N APYrMMU JOKYMEHTaMW, perfnameHTUpyoLwmnmMm opraHnsaumio n obecnevyeHme 6e3onacHoCcTu
nepcoHanbHbIX AaHHbIX NpU MX 06paboTke B MHPOPMALMOHHBIX CUCTEMAaXx, NOA Pacrnucky u
HecyT OTBETCTBEHHOCTb 3a HecobntogeHne umm TpeboBaHWUM YKa3aHHbIX [JOKYMEHTOB B
COOTBETCTBUM C 3aKkoHogaTeNnLcTBOM Poccuinckon ®eaepaumn.

2.10. TekywmMn KOHTPOMb 3a opraHu3auven u obecnedyeHnem GYHKUMOHNPOBAHUS
KpUNTOCPEACTB BO3MaraeTcsa Ha ornepaTtopa U OTBETCTBEHHOIO Mofb3oBaTeNs KpUNTOCPEACTB
B Npegenax ux cry>kebHbIX NOSTHOMOYNNA.

2.11. KoHTponb 3a  opraHu3dauuen, obecnevyeHnem  (PYyHKUMOHMPOBAHUA  U”
©e30nacHOCTM KpUNTOCPEACTB, NpeAHa3HaYeHHbIX AS1S 3alimThbl NePCOHanbHbIX AaHHbIX MpU
nx obpaboTtke B MHPOPMALMNOHHBIX CUCTEMAX MEPCOHaNbHbIX OAaHHbIX, OCYLLEeCTBMSETCA B
COOTBETCTBUM C AENCTBYIOLLNM 3akoHoaaTenscTeom Poccurckon ®epepauuu.

2.12. B cnyyae Heob6xooMMOCTU B3aMMOLENCTBUS ONepaTopoB MHAOPMALMOHHbBIX
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CUCTEM MNPU MCMNONMb30BAHUN KPUNTOCPEeACTB Anst obecneveHuss ©e3onacHocTn o6paboTkm
nepcoHarnbHbIX AaHHbIX ONS OpraHM3auun B3aMMOAEWCTBUS KPUMNTOCPEACTB MO PELUEHUID
onepaTopoB MEPCOHasbHbIX AaHHbIX BbIAENSAETCS KOOPOUHUPYIOLMIA OpraH, OTBETCTBEHHbIV
3a obecneyeHne 6Ge30MacHOCTU MepCoHanbHbIX [OaHHbIX, YKa3aHUsi KOTOPOro SBMSOTCSA
obsi3aTenbHbIMK AN BCEX NONb30BaTenNen KpUnTocpeacTs.

3. Nopspok obpalleHusa ¢ KpuntTocpeacTBaMu U KpUNTOKNO4YamMm K HUM. MeponpuaTtusa
npu KOMNpomMeTaLuuu KpUnToKInoYen

3.1. Nonb3oBaTtenn KpUNToCPeAcTB 00s3aHbI:

- He pasrnawaTb MHPOPMaLMIO O KMYEBbIX JOKYMEHTAX;

- He aonyckaTb CHATME KOMWUIA C KINOYEBbIX JOKYMEHTOB;

- He JonyckaTb BbIBOJ KIIOYEBbLIX AOKYMEHTOB Ha aucnrien (MoHutop) MN3BM unu
NPUHTEP;

- He gonyckaTb 3anucuy Ha KI4YeBOW HOCUTESb NOCTOPOHHEN MHOpMaLW;

- He gonyckaTb YCTAaHOBKM KOYEBLIX AOKYMEHTOB B Apyrme N3OBM.

3.2. Npn HeobxogMMoOCTM nepefayvm No TEXHUYECKMM CpenCcTBaM CBSA3U CHY>KeOHbIX
coOOLLEeHM  OrpaHMYEHHOro  OOCTyna, Kacalwwmxcs opraHu3auum un  obecnedeHus
PYHKUMOHNPOBAHUSA KPUMNTOCPEACTB, YyKasaHHble coolueHnss HeobxoguMmo nepefaBaTb
TONbKO C MCMOMb30BaHMEM KpunTocpencTB. lNepegaya No TEXHUYECKMM cpeacTtBam CBA3U
KPUNTOKNIOYEN He [OonycKaeTcs, 3a UCKMIOYEHWEM crneumanbHO OpraHM30BaHHbIX CUCTEM C
AeLUeHTpann3oBaHHbIM CHabXXeHeM KpUnToKio4YaMu.

3.3. Kpuntocpeactea, ncnonb3dyemole gns obecrneyeHmst 6e30nacHOCTN NepcoHanbHbIX
AaHHbIX npu  uMx o0b6paboTke B WMHMOPMAUMOHHBIX CUCTeMaX, noanexar ydety cC
NCNosnib30BaHMEM MHAEKCOB MW YCIOBHbIX HAMMEHOBAHWUA N PErMCTPaLMOHHbLIX HOMEPOB.

lMepeyeHb WHAOEKCOB, YCIOBHbIX HAWMEHOBAHWUA W PErmcTpauuoHHbIX HOMEPOB
Kpuntocpeacts onpegensetrca  ®PepepanbHon  cniykbon  Bes3onacHoctn  Poccumnckon
depepaumn.

3.4. icnonb3yemble  MAM  XpaHUMble  KPUNTOCPEACTBA, 3KCMiyaTauuMoHHas w
TeXHM4Yeckasas OOKYMEHTauus K HWUM, KrtoveBble AOKYMEHTbl noanexar Mo3K3eMMaspHOMY
yyeTy. PekomeHgyemblie dopmbl npuBedeHbl B [Mpunoxenun N 2. Tlpn 3TOM nporpammHble
KpMNTOCpeACTBa OOSMKHbI YYNTbIBATLCA COBMECTHO C annapaTHbIMU CpeacTBamMu, C KOTOPbIMU
OCyLLeCTBMNsSeTCa  WMX  wTaTtHoe  pyHKuMoHMpoBaHue. Ecnn  annapatHble  uMnm
annapaTHO-NporpaMMHbIe KPUNTOCPEACTBA NOOKITHYAOTCA K CUCTEMHOM LUMHE UNN K OAHOMY
N3 BHYTPEHHUX MHTEPdENCOoB annapaTHbIX CPEACTB, TO TakMe KpMNTOCPEeACTBa yYNTbIBAKOTCSA
TaKKe COBMECTHO C COOTBETCTBYIOLMMM annapaTHbIMU cpeacTBaMu.

EovHnuen noak3emnnspHoro yyeTra KAO4YeBbIX AOKYMEHTOB CYMTaeTCsl Kro4eBOW
HOCUTENb MHOrOKpPaTHOrO WCNONb30BaHUs, KnideBon 6nokHoT. Ecnm oguH um TOT Xe
KNKYEBOW HOCUTENb MHOIOKPATHO MCMOMb3YIT AN 3annucu KPUNTOKITOYEN, TO ero Kaxabli
pas cnefyeT permcTpupoBaTtb OTAESbHO.

3.5. Bce nony4yeHHble 3K3eMnnsipbl KOUATOCPEACTB, SKCMNyaTaunoOHHON N TEXHUYECKOMN
AOKYMEHTaUUN K HWUM, KIHOYEBbIX AOKYMEHTOB AOMMKHbl ObiTb BblAaHbl NMO4 pPacnucKy B
COOTBETCTBYIOLLEM KypHane MoO3K3EMMNSAPHOrO yyeTa MoMb3oBaTeNsiM KpUNTOCPEACTB,
HeCyLLMM rnepcoHarnbHy0 OTBETCTBEHHOCTb 3@ UX COXPaHHOCTb.

OTBETCTBEHHbIN MNOMb30BaTESNlb  KPUMNTOCPEACTB 3aBOAMT WM BeAEeT Ha Kaaoro
nonb3oBaTenNsa KpUNTOCPEACTB NIMLEBON CYET, B KOTOPOM PEFUCTPUPYET YMCNALLMECH 3a HAMM
KPUNTOCPEACTBA, 3KCMMNyaTaUUOHHYID W TEeXHUYECKYd [OKYMEHTauu K HUM, KIYeBble
AOKYMEHTBI.

3.6. Ecnn akcnnyaTauMOHHOM M TEXHUYECKOM [OOKYMEHTauMen K Kpuntocpencrsam



npesyCMOTPEHO MPUMEHEHME Pa30BbIX KIOYEBbLIX HOCUTENEN UMM KPUNTOKIOYM BBOAST U
XpaHAT (Ha BeCb CPOK WX OEWCTBUS) HEenocpenCTBEHHO B KPUNTOCPeACTBaX, TO TaKow
pas3oBbIN KMHOYEBOW HOCUTESb UMW 3NEKTPOHHAA 3anvcb COOTBETCTBYHOLLErO KPUNTOKIIKYa
OOIMKHbI  permcTpupoBaTtbCd B TEXHUMYECKOM  (anmapaTHOM) XypHane, BefyLlemcs
HenocpeacTBEHHO Nosib3oBaTeneM KpuntocpeacTB. B TexHudeckoM (annapaTHOM) XypHarne
oTpaxalT Takke [JaHHble 06 aKcnnyaTtaumm KpunToCpeacTB W Apyrve  CBefeHus,
npegyCMOTPEHHbIE 3KCnyaTauMOHHON U TeXHUYeCKOW AoKyMeHTauuen. B uHbIX cnydaax
TeXHUYECKUN (annapaTHbIA) XXyYpHan Ha KpuUnTocpeacTBa He 3aBOAMTCH (€Cnn HeT NpsiMbIX
yKasaHun O ero BedeHUM B JKCMNyaTauMOHHOW WM TeXHUYECKOW [OOKyMeHTauun K
Kpuntocpeacteam). Tunosas opma TEXHUYECKOro (anmapaTHOro) kypHana npusegeHa B
npunoxeHnn N 3.

3.7 Tllepepaya KpuUNTOCpPEeACTB, AKCMNIyaTaUMOHHON U TEXHUYECKON OOKYMEHTauuun K
HUM, KITHOYEBbIX JOKYMEHTOB JOMyCcKaeTCsl TONbKO Mexay Nnosfib3oBaTensiMm KpUnTocpeacTs u
(M) OTBETCTBEHHbIM MOMb30BaTENEM KPUNTOCPEACTB NOA PacrnuncKy B COOTBETCTBYHLLNX
XypHanax Mo3k3eMnnapHOro ydveta. Takaa nepegada Mexgy  nosib3oBaTensmu
KpUNTOCpeACTB  [OMKHa ObiTb  CaHKUMOHMpOBAHa OTBETCTBEHHbIM  MOfb30OBaTeENeEM
KpUnToCcpeacTs.

3.8. MNonb3oBatenu KpUNTOCPELCTB XPaHAT MHCTannupylowme Kpuntocpeactsa
HOCUTENW, SKCMNyaTauUMOHHYKD W TEXHUMYECKY [OOKYMEHTauul K KpUNTOCpencTBaM,
KntoveBble JOKYMEHTbI B LKadax (AwmKax, XpaHunuiiax) MHAMBMayanbHOro rnorb3oBaHus B
YCOBUSIX, UCKITOYaOWmMX BECKOHTPONbHBIA AOCTYN K HUM, a Takke WX HernpegHamepeHHoe
YHUUTOXEHUE.

[Monb3oBaTenu KpuMNTOCPEACTB npegycMaTpuBalroT Takke pasgernbHoe 6e3onacHoe
XpaHeHue [OEWCTBYIOLMX U pPEe3epBHbIX KIOYEBbIX AOKYMEHTOB, MpefHa3HadYeHHbIX Ans
NPUMEHEHNSA B Criydae KOMNpoMeTauumn AenCTBYOLWMX KIHYEBbIX JOKYMEHTOB.

3.9. AnnapaTtHble cpencTsa, c KOTOPbIMU ocyLiecTengeTcsa luTaTHoOE
PYHKUMOHNPOBAHUE KPUMNTOCPEACTB, a Takke annapaTtHble M annapaTHO-NporpaMMHble
KpunTtocpeacTBa OOIMKHbI ObiTb 06OpyaoOBaHbl CpeacTBaMuM KOHTPOSS 3a WX BCKPbITUEM
(oneyataHbl, onnombupoBaHbl). MecTo onevaTbiBaHUSA (OMOMOMPOBaHNA) KPUNTOCPEACTB,
annapaTtHblX CpPeAcTB [AO/MKHO ObiTb  Takmm, 4TOObl €ro MOXHO ObiNo  BM3yanbHO
KOHTponupoBaTb. [lpM HanmMuum TEXHMYECKOM BO3MOXHOCTM Ha BpeMsi OTCYTCTBUS
nonb3oBaTenien KpUNTOCPEACTB YKa3aHHble cpeacTtBa HeobxoauMO OTKNYaTb OT fMHUM
CBS3M 1 ybupaTb B onevatbiBaeMble XpaHunuuia.

3.10. KpunTtocpeacrtea v KrntoyeBble JOKYMEHTbI MOMYT JOCTaBNATLCA denbgberepckom
(B TOM 4ucne BeOOMCTBEHHOM) CBS3bIO WM CO creumarnbHO BblOeNEHHbIMU OnepaTopoMm
OTBETCTBEHHbIMM MOMb30BaTENSAMM KPUNTOCPEACTB U COTPyAHUKaAMU Npu cobnogeHnn mep,
NCKMoYaoLWmMX 6eCKOHTPOMbHbLIM AOCTYN K KPUNTOCPEACTBAM WU KIOYEBBLIM OOKYMEHTaM BO
BpeMsi IOCTaBKN.

OKcnnyaTauMoOHHYI0 M TEXHMYECKYID [OOKYMEHTauumio K KpUnTocpeacTtBaM MOXHO
nepecbinaTb 3aKkasHbIMU NN LEHHBIMW NOYTOBBIMW OTMPaBIEHUSMMU.

3.11. [Ana nepecbinkn KpUNTOCPEACTB U KNHOYEBLIX LOKYMEHTOB OHU AO0SMKHbI ObiTb
noMeLleHbl B TMPOYHYK  YMAKOBKY, MWCKMIOYaoLWy BO3MOXHOCTb WX  IU3NYECKOro
NOBPEXOAEHNA W BHELLHEro BO3AENCTBUS,, B OCOBEHHOCTM Ha 3annCaHHyl KIH4YeBYH
nHdopmauuio. Kpuntocpeacrtsa nepechbinatT OTAENbHO OT KMYeBbIX JOKYMEHTOB K HAM. Ha
ynakoBKax yKasblBaloT orepatopa Unu OTBETCTBEHHOro MNosib3oBaTensl KpUntocpeacTts, Ans
KOTOpPbIX 3TU YMNakOBKM MpefHa3HayeHbl. Ha Takux ynakoBkax genarwT nomMeTtky "JIMyHo".
YnakoBku onevyaTbIBalOT Taknm obpasom, YTOObl MCKMOYanacb BO3MOXHOCTb U3BMEYeHUs 13
HUX coaepXXnmoro 6e3 HapyLleHWs1 YNakOBOK M OTTUCKOB nevaTu.

[lo nepBoOHa4yanbHOM BbICLIKK (MM BO3BpALLEHUS) agpecaTy coobLaoT OTAESbHbIM
NMMCbMOM OMMCaHWE BbICbITAEMbIX €My YMaKoOBOK M MevyaTen, KOTOPbIMM OHU MOryT ObITb



oneyaTaHsbl.

3.12. AnAa  nepecbiNikKM  KPUNTOCPEACTB,  3KCMSlyaTaUMOHHOM U TEeXHUYECKOW
AOKYMEHTaUUM K HWUM, KITOYeBbIX AOKYMEHTOB crnegyeT MnoAroToBUTb COMPOBOAUTENBHOE
NMMCbMO, B KOTOPOM HEOBXOAMMO yKasaTb: YTO MOCHINAETCHA U B KAKOM KONMYECTBE, yYeTHble
HOMepa U3genunu unum OOKYMEHTOB, a Takke, nNpu Heob6XOAMMOCTU, Ha3HaYeHne u NOopsAoK
NCNosib30BaHMsA BbICbIlaeMoro otnpasneHnsa. ConpoBoguTeribHOE MUCbLMO BKNaabIBalT B
OZIHY U3 YNaKoBOK.

3.13. lNony4yeHHble YyNakoBKM BCKPbIBAE€T TOMbKO OMepaTtop WM OTBETCTBEHHbIN
nosib3oBaTesib  KPUNTOCPEACTB, AN KOTOPbIX OHW npeaHasHadveHbl. Ecnn copgepxvmoe
Nnosly4eHHOM YNakoBKW He COOTBETCTBYET yKa3aHHOMY B COMPOBOAWUTESIbHOM MUCbME WU
cama ynakoBKa W nedatb - UX ONMcaHuo (OTTUCKY), a Takke ecnu yrnakoBka noBpexaeHa, B
pesynbTate 4yero obpasoBancs cBOOOAHbLIN AOCTYN K ee CoOepXMMOMY, TO mnonydvaTtenb
COCTaBIISIET aKT, KOTOPbIM BbiCbiNaeT oTnpaBuTento. MNosyyeHHble ¢ TakuMn oTnpaBneHnsIMm
KpunTocpeactsa W KNOYeBble [OOKYMEHTbl OO0 [MOMyYeHUs YykasaHun OT OoTnpaBuTens
NPUMEHSTb HE pa3peLuaeTcs.

3.14. lMpn obHapyXeHUn OBpakoBaHHbLIX KIOYEBLIX AOKYMEHTOB MWW KPUMNTOKMOYEN
OOMH 9K3emnnisp OpakoBaHHOIMO u3genus cregyet BO3BpPaTUTb  U3roTOBUTENO  Ans
YCTaHOBIEHUSA MNPUYNH NPOUCLLEeAWEro U MUxX YCTpaHeHus B JdanbHenwem, a ocTaBLunecs
3K3eMNAspbl XpaHUTb 40 NOCTYNSIEHUS AONONHUTENBbHbLIX YKa3aHUW OT U3rOTOBUTENS.

3.15. lNonyyeHne KpUNTOCPEeaCcTB, SKCNyaTauMoOHHON U TEXHUYECKON LOKYMEHTaunn K
HUM, KITHOMEBbLIX JOKYMEHTOB AOSDKHO OblTb MOATBEPXKOAEHO OTNPaBUTENO B COOTBETCTBUM C
NopsiAKOM, yKasaHHbIM B CONPOBOANTENBHOM NcbMe. OTnpasutens 06513aH KOHTPONMPOBaTb
AO0CTaBKy CBOMX OTNpaBneHnn agpecataMm. Ecnn oT agpecata cBOEBpPEMEHHO He MOCTYNUIOo
COOTBETCTBYIOLLEro MOATBEPXOEHUS, TO OTnpaBuTenb LOSMKEeH HanpaBuTb emMy 3arnpoc U
NPUHATL MEpPbl K YTOYHEHUIO MECTOHAXOXAEHUS OTNpaBreHni.

3.16. 3aka3 Ha M3roToBNEHNEe ovyepenHbIX KNYEBbIX JOKYMEHTOB, UX U3rOTOBMEHNE U
paccbifiky Ha MecTa UCMOoNb30BaHUS OS11 CBOEBPEMEHHOM 3aMeHbl OENCTBYHOLLMX KIHOYEBbIX
AOKYMEHTOB crefyeT npou3BoauTb 3abnaroBpeMeHHO. YKa3aHue O BBOAE B AeWCTBUE
oyepeaHbIX KIYEBbLIX [JOKYMEHTOB MOXET OblTb AaHO OTBETCTBEHHbLIM MOfb3oBaTenemM
KPUNTOCPEACTB TOMbKO MOCMe MNOCTYNMEeHUs OT BCeX 3auMHTEepeCOBaHHbIX Mosib3oBaTerien
KpUNTOCpeACTB NOATBEPXKAEHUS O NOMyYEHUN UMW OYePEHbIX KIHYEeBbIX JOKYMEHTOB.

3.17. Hencnonb3oBaHHblE WIN BblBEAEHHbIE W3 OEUCTBUS KINKOYEBbIE [JOKYMEHTbI
nognexaT BO3BpaLLUEHUIO OTBETCTBEHHOMY MOMb30BaTEN0 KPUMNTOCPEACTB UMM MO €ero
YKa3aHWIO JOMKHbl OblTb YHUYTOXEHbI HA MecTe.

3.18. YHNUYTOXEHNE KPUMNTOKMIOYEN (MCXOOHOW KIoyeBoW MHGoOpMaumMmM) MOXeT
Npon3BOaAUTLCA NyTEM (PU3UYECKOrO YHUYTOXEHWUSA KITHOYEBOro HOCUTENHA, Ha KOTOPOM OHMU
pacrnonoXeHbl, UM NyTem CTUpaHua (paspyLUeHusi) KPUATOKMOYEN (MCXOQHOW KrOYeBOM
nHpopmauun) 6e3 NnoBpeXaeHNs KNYeBOro HocuTens (ana obecneyeHns BO3MOXHOCTU €ro
MHOIFOKPaTHOIro NCMNOb30BaHKs).

Kpuntoknoum (MCXOAHYK  KMOYEBYHD MHGOPMaUMO) CTUMpalT Mo TEXHOMOruu,
NPUHATON AN COOTBETCTBYIOLUX KITHOYEBbLIX HOCUTENEW MHOrOKpPaTHOro WCMNOfb30BaHUS
(ancket, komnakT-guckoB (CD-ROM), Data Key, Smart Card, Touch Memory un T1.n.).
HenocpeacTBeHHble OENCTBUMSE MO CTUPAHUIO  KPUMNTOKMKOYEN  (MCXOQHOW  KNHYeBOW
WHpopmauumn), a Takke BO3MOXHble OrpaHUYEeHMs Ha [JanbHeree npUMeEHeHne
COOTBETCTBYHLLMX KITHOYEBLIX HOCUTENEN MHOTOKPaTHOrO NCMOSb30BaHUS pernaMmeHTUpyrTCs
3KCnriyatauMoHHOM U TEXHUYECKOW OOKYMEeHTauMen K COOTBETCTBYIOLIUM KpUnNTocpeacTsam,
a TakKe yKasaHusMW OpraHusauuu, NpouM3BOAMUBLUEN 3anNUCb KPUNTOKIOYEN (MCXOLHOM
KNoYeBOWn HGopMauun).

KritoueBble HOCUTENN YHUYTOXAKT NyTEM HAHECEHUS UM HEeYCTPaHUMOro omM3n4eckoro
NOBPEXAEHNHA, UCKNIYaLWero BO3MOXHOCTb X UCMONb30BaHUSA, a Takke BOCCTAHOBIIEHMS



KNyYeBon MHGopmMmauuun. HenocpeacrBeHHble AENCTBUS MO YHUUTOXEHUIO KOHKPETHOro Tuna
KNOYEBOro HOCUTENS pPernaMmeHTUpPYTCa SKCNNyaTauMoHHON U TEXHUYECKOW JOKYMeHTaLmen
K COOTBETCTBYIOLLUMM KPUNTOCPEACTBaM, a TaKkKe yKadaHUsIMU OopraHusauum, Npou3BoAMBLLEN
3anmcb KPUNTOKIOYEN (MCXOAHOW KINHoYeBOW MHGOpMaLmm).

BymakHble 1 npoyne cropaemble KIoyeBble HOCUTENN, a TaKkke JKCnsyaTauMoHHas U
TeXHM4Yeckasa [OOKyMeHTauusi K KpUNTOCpeaCTBaM YHUYTOXAKT MNYyTEM CXKUraHUs Wunm cC
nomoLLbto Nobbix GymaropesaTenbHbIX MaLUKH.

3.19. KpuntocpeactBa yHUYTOXAKOT (YTUAM3UPYIOT) MO  pPELLUEHUIO onepaTtopa,
BnafemLlero Kpunrtocpeacrsamu, M C yBeAOMIIEHMEM oOpraHuvsauuu, OTBETCTBEHHOW B
cootBeTcTBUM C [K3-2005 3a opraHmnsauuio No3K3eMMNAsSPHOro y4eTa KpunTocpeacTs.

HameyeHHble K YHUYTOXEHUIO (YTUnusaumm) Kpuntocpeactsa noanexar U3bATUIO U3
annapaTtHbIX CpeacTB, C KOTOPbIMM OHM (OyHKUMOHMpoBanu. [pu 3TOM KpuntocpeacTea
cuMTalTCa U3bATBIMM M3  annapaTHbIX CPeAacTB, €cnu  UCMOMHeHa npefycMOTpeHHas
aKcnnyatauMoOHHOM W TEeXHUYECKOM [OOKyMeHTaumen K Kpuntocpeacrtsam npouenypa
yaaneHnsa nporpamMmHoro obecrneyeHus KpUnTocpeacTB M OHWU MOMHOCTLIO OTCOeAUHEHbI OT
annapaTtHbIX CpeacTBs.

3.20. MNMpurogHble Ons ganbHEWWero MCNonb3oBaHUS Y3nbl U AeTanu annapaTHbIX
cpeAcTB oOLWeEero HasHayeHus, He npefHas3HavyeHHble chneuuanbHO And annapaTtHoW
peanua3auumn Kpuntorpamuyecknx anroputmMoB UM MHbIX OYHKUUI KPUNTOCPEACTB, a TaKke
COBMECTHO paboTatouee c kpuntocpencrBamm obopyaoBaHWe (MOHUTOPLI, MPUHTEPHI,
CKaHepbl, KnaBuatypa W T.N.), paspelaeTcsa UCNONb30BaTb MNOCMe  YHUYTOXEHUS
Kpuntocpeacts 6e3 orpaHunyeHuii. Npu aTom MHGOpMaumMs, KOTopasa MOXeT OCTaBaTbCs B
yCcTponcTBax namatn obopynoBaHus (Hanpumep, B MNpuUHTepax, ckaHepax), OOJhKHa ObiTb
HageXHo yaaneHa (ctepra).

3.21. KntoyeBble [OKYMEHTbl [LOSMKHblI OblTb YHUYTOXEHbI B CPOKW, YKa3aHHble B
3KCMNNyaTauNoOHHON M TEXHUYECKOW OOKYMEHTaLMM K COOTBETCTBYIOLLMM KPUNTOCPELCTBAM.
Ecnn cpok yHUUTOXEHUSA aKkcnnyaTauMOHHON U TEXHUYECKOW LOKYMEeHTaunen He YyCTaHOBIEH,
TO KMOYeBble JOKYMEHTbI JOMKHbI ObiTb YHUUTOXEHbI He no3aHee 10 cyTOK nocne BbiBOAA UX
U3 [OencTBus (OKOHYaHUA cpoka genctsud). DakT YHUYTOXEHUs odpopMmnseTca B
COOTBETCTBYHOLUNX XKypHanax MO3K3eMnnspHoro ydveta. B aTm xe CpokM C OTMETKOW B
TEXHUYECKOM (annapaTHOM) >XypHane nognexaT YHUYTOXEHUI pasoBble KI4YeBble
HOCUTENM W paHee BBeEAEHHAss W XpaHsAWaaca B KPUMNTOCPEeACTBaX WU MHbIX
AONOJSTHUTENbHBIX YCTPONCTBAX KroveBasi MHGoOpMaLmsi, COOTBETCTBYOLLAs BblBE4EHHbIM U3
AENCTBUSA KPUNTOKIOYaM; XpaHsLWMWecs B KpunTtorpaduyeckn saliuuieHHOM Buae LaHHble
cnefyet nepewmngpoBaTb Ha HOBbIX KPUNTOKIOYAX.

3.22. Pa3oBble KroYeBble HOCUTENW, a TakkKe 3NeKTPOHHble 3anncu KI4yeBomn
WHOpMaUuK,  COOTBETCTBYIOLLEN  BblIBEOEHHbLIM n3  OencTeus KPMNTOKIHOYaMm,
HenocpeacTBEHHO B KPUNTOCPEACTBaX WU  WHbIX  AOMOMHUTENbHbLIX  YCTPOMCTBaX
YHUYTOXAKTCHA MNONb30BaTENSAMU 3TUX KPUNTOCPEACTB CaMOCTOATENbHO MO pPacrnucky B
TEXHMYECKOM (annapaTHOM) XXypHane.

KntoueBble OOKYMEHTbI YHUYTOXAKTCA NMB0O norb3oBaTensiMn KpuntocpeacTts, NmMdo
OTBETCTBEHHbIM MONb30BaTENEM KPUMTOCPEACTB MNO4 pacrnvcky B COOTBETCTBYHOLLUX
XypHanax Mno3K3eMMNMsipHOro y4yeta, a YyHuYToXeHue 60nblworo obbemMa  Krto4veBbIX
AOKYMEHTOB MOXeT ObiTb odopmrieHo akTom. [lpu 3TOM nonb3oBaTensiM KpuUNTOCPEACTB
paspeluaeTcs YHUYTOXaTb TONbKO NCNonb30BaHHbIE HenocpeacTBEHHO UM
(NnpegHasHaveHHble  ONs HUX)  KpUATOKMouKW.  [locne  yHUYTOXEHUs  nonb3oBaTenu
KpUNTOCPEACTB AOMKHbI yBEAOMUTL 06 3TOM (TernedoHOrpaMmmMon, YCTHbIM COOBLLEeHneEM no
TeneoHy W T.N.) OTBETCTBEHHOrO Monfb30oBaTeNnd KPUNTOCPEeACTB ANnd  CnucaHus
YHUUTOXEHHbIX JOKYMEHTOB C UX NULEBbLIX CHETOB.

YHUYTOXEHNE MO akTy Npou3BOOUT KOMUCCUS B COCTaBe He MeHee [BYX 4YerioBeK u3
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yucna nuuy, AONyLWEHHbIX K MOSIb30BaHUKO KpunTocpeacTB. B akTe ykasbiBaeTca 4To
YHUYTOXaeTCs U B KaKOM Konuyectse. B KOHUe akTa fenaeTtcs utorosas 3anvchb (LUmdpamum m
NPOMUCbID) O KONMUYEeCTBE HAMMEHOBAHUMA U 3K3EMMSISAPOB  YHUYTOXaEMbIX KITHOYEeBbIX
AOKYMEHTOB, WHCTanuMpyloLWmMX KpUNTOCpeAcTBa  HOCUTEnen, 3KCnryaTauMoHHOW W
TEXHMYECKON [OKyMeHTauuu. McnpaBneHus B TEKCTE akTa [[OMKHbl OblTb OrOBOPEHbl U
3aBepeHbl MOAMUCAMU BCEX YNEHOB KOMUCCUM, MPUHUMAaBLUMX yyYacTue B YHUYTOXeHun. O
NpPoBeOEHHOM  YHUYTOXEHUM JenarwTcs OTMEeTKM B COOTBETCTBYHOLUMX  XKypHanax
NO3K3EeMNIIAPHOro y4eTa.

3.23. KpunToKnoyKn, B OTHOLLIEHNN KOTOPbIX BO3HWUKNO NOLO3PEHME B KOMMpOMEeTaumn,
a Takke OencTByloLme COBMECTHO C HUMW Apyrne KpUNTOKMYM HeobxoaMMoO HeMeaneHHo
BbIBECTU U3 JENCTBUS, €CIM NHOW MOPSIAOK HE OrOBOPEH B AKCMyaTaUMOHHOW U TEXHNUYECKON
AOKYMeHTauun K kKpuntocpenctsaM. B 4pesBblbanHbIX criydasx, Korda OTCYTCTBYIOT
KPUNTOKNKOYM  Onst  3aMeHbl  CKOMMNPOMETUPOBAHHbLIX,  [OMyCKaeTcsd, MO  peLleHuto
OTBETCTBEHHOrO  MoOfb30BaTeNs  KPUNTOCPEACTB, COrMacoBaHHOMO C  ONepaTopoM,
NCronb30BaHMEe  CKOMMPOMETUMPOBAHHbLIX  KpunTokoden. B atom  cnydyae nepwuopg
NCNONb30BaHMUS CKOMMPOMETMPOBAHHbBIX  KPUNTOKNOYE [OfmKeH 6biTb  MakcMManbHO
KOPOTKMUM, a 3alumiiaemas nHgpopmaums Kak MOXXHO MeHee LIEHHON.

3.24. O HapyLlleHNAX, KOTOPbIE MOTYT NPUBECTU K KOMMpPOMETaLUMN KPUNTOKIHOYEN, UX
COCTaBHbIX YacTem wunn nepefaBaBLUMXCA  (XpPaHAWMXCA) C  WUX  UCMNOSIb30BaHUEM
nepcoHanbHbIX AaHHbIX, MOfb30BaTENN KpUNTOCPEACTB 006583aHbl coobLLaTh OTBETCTBEHHOMY
nosib3oBaTesto KpUNTOCPEACTB U (MNKn) onepaTopy.

OcMOTp KNHYEBBLIX HOCUTENEN MHOMOKPATHOIO UCMOMb30BaHNS MOCTOPOHHUMU NLAMM
He crnegyeT paccmaTpuBaTb Kak MOAO3pEHUEe B KOMMNPOMETauUUn KPUMTOKIYEn, ecnn npu
3TOM UCKITKOYanacb BO3MOXHOCTb X KOMMPOBAHUSA (YTEHUS, Pa3MHOXEHWS).

B cnyyasax Hepoctaun, HenpegobsBfEHUs KMAKOYEBbIX [JOKYMEHTOB, a Takke
HeonpeaeneHHOCTU NX MECTOHAXOXAEHUSA MPUHUMAKOTCA CPOYHbBIE MEpPbl K X PO3bICKY .

3.25. Meponpuatna no po3bICKy M JfoKanusauuuM nocneacTBuii  KoMnpomMeTauum
KNtoYeBbIX JOKYMEHTOB OpraHn3yeT 1 OCyLLeCTBseT onepartop.

3.26. KntoyeBble  OOKYMEHTbl ANA  KPUNTOCPEACTB WM MUCXOAHAa  Kni4yesas
nHdopMauusa ona BbipaboTKM KNYeBbIX LOKYMeEHTOB uarotaBnmatotca OCB Poccumn Ha
AOroBOPHOW OCHOBE MNK nvuamu, nmerowmmmn nuueHsnio PChb Poccun Ha geatensHOCTb no
N3roTOBMEHMIO KITOYEBBIX AOKYMEHTOB AN1S KpUNTOCPEACTB.

N3rotoBnATb KNOYeBble OOKYMEHTbl M3 MCXOL4HOW KIIHOYEBOW WHopMauum MoryT
onepaTtopbl WM OTBETCTBEHHbIE MNOMb30BATENM KPUNTOCPEACTB, MPUMEHSS LTaTHbIe
KpUNTOoCpeacTBa, ecnn Takass BO3MOXHOCTb MNpeayCcMOTpPeHa  akcnnyaTauuMOHHOW U
TEXHUYECKOW OOKYMEHTaunen K Kpuntocpeacrasam.

4. PasmelleHue, cneunanbHoe o60pyaoBaHMe, OXpaHa U OpraH1M3auus pexuma B
noMeLleHUAX, rae yCTaHOBSIEHbI KPMMNTOCPEACTBA UITU XPAHATCA KIloveBble
AOKYMEHTbI K HUM

4.1 PasmelleHne, cneumanbHoe obopyaoBaHMeE, OXpaHa W opraHuM3aums pexunva B
NMoMeLLEeHNSX, rae YyCTaHOBMNEHbl KPpMMNTOCPEACTBA UMM XPAHATCS KoYeBble JOKYMEHTbI K HUM
(Banee - pexumMHble NOMeLeHUs), OO0SMKHbl obecneunmBaTb COXPAHHOCTb MEPCOHanbHbIX
AaHHbIX, KPUNTOCPEACTB M KITHYEBbLIX AOKYMEHTOB K HUM.

Mpn oGopyaoBaHMM PEXUMHBLIX MOMELLEHUA AOSMKHbI BbINOMHATLCS TpeboBaHus K
pasmeLleHuto, MOHTaxXy KpunToCpencTs, a Takxke apyroro obopynoBaHus,
YHKLUNOHUPYHOLLErO C KPUNTOCPEACTBAMM.

lMepeyncneHHble B HaACToOsILEM AOKYMEHTe TpebOBaHMA K PEXUMHBIM MOMELLEHUAM



MOIryT He npeabsBnATbCA, €ecnum 3TO0 NpPedycMOTPEeHO npaBwuSfiaMy  Mofb30BaHUS
Kpuntocpeacteamu, cornacosaHHbiMu ¢ CB Poccun.

4.2. PeXXVMHble NoMeLlleHUst BbIOENSAT C y4eTOM pasMepoB KOHTPONMPYEMbIX 30H,
pernaMmeHTUPOBaHHbIX aKcnnyatauMoOHHON n TEeXHNYECKOM AOKyMeHTaumen K
Kpuntocpeactsam. [lomelleHns LOMKHbI UMETb MPOYHble BXOAHblE [ABEPU C 3aMKamu,
rapaHTUPYLWNMN HaJEeXHOe 3aKkpbITUe nomelleHnn B Hepaboyee BpeMs. OkHa nomMeLLeHun,
pacrnonoXeHHbIX Ha MepBbIX UMW NOCAEeOHUX 3Taxax 34aHuKr, a TakkKe OKHa, HaxoAslmecs
OKOSNO MOXapHbIX NIECTHUL MU OPYrMX MeCT, OTKyda BO3MOXHO MPOHUKHOBEHWE B PEXMMHbIE
NMOMELLEHNSA MOCTOPOHHMX Nuu, Heobxoaumo obopygoBaTb MeTannMYeckuMu peLueTkamu,
UM CTaBHAMM, WM OXPaHHOW  CUrHanusauuew, wnu  OpyrmMnm  cpencreamu,
NPenATCTBYOLLMMU HEKOHTPONMPYEMOMY NPOHUKHOBEHUIO B PEXUMHbIE NOMELLIEHNS.

4.3. PaamelueHne, cneumanoHoe obopyanoBaHuWe, OxpaHa M opraHu3aumsa pexuma B
NoMeLLEHNAX OOSMKHbI UCKMYUTE BO3MOXHOCTb HEKOHTPOMMPYEMOrO MPOHUKHOBEHUSA WK
npebbiBaHNA B HUX MOCTOPOHHUX JNUL, a TaKke MNpPoCMOTpa MNOCTOPOHHUMWU NULAMM
BeayLmxcs Tam pabor.

4.4. Pexxum OXpaHbl MOMeLleHMn, B TOM 4uCrie npasuna Jorycka COTPYLAHUKOB W
nocetutenen B paboyvee n Hepaboyee Bpemsi, ycTaHaBNMBaEeT OTBETCTBEHHbLIN Nofb30oBaTeNb
KPUNTOCPEACTB MO COrfacoBaHUIio, Npu HeobxoaAMMOCTU, C onepaTopoM, B MOMELLEHUAX
KOTOPOro YCTaHOBIIEHbl KPUMNTOCPEACTBA WU XPaHATCA KNYeBble [OOKYMEHTbl K HUM.
YCTaHOBIEHHbIN PEXUM OXpaHbl AOMMKEH npedycMmaTpmBaTtb NEPUOANYECKUA KOHTPOSb 3a
COCTOSIHUEM TEXHUYECKUX CPeaCTB OXpaHbl, €CNU TaKOBble MMEKTCS, a Takke ydnTbiBaTb
NONIOXeHNsA HacToswmx TpeboBaHUN.

4.5. [iBepn cneunomeLlleHnn OOMMKHbl OblTb MOCTOSIHHO 3aKpbITbl HA 3aMOK U MOTyT
OTKpbIBaTbCA TOMbKO ANA CaHKUMOHMPOBAHHOIO MNpoXoda COTPYAHWKOB W MOCETUTENEN.
Kritoun oT BXOOHbIX ABEPEN HYMEpPYHT, YYMTbIBAOT WU BbI4AKOT COTPYAHUKAM, WUMELUM
npaBoO [ONycka B pPEeXWMHble MOMELLEHMS, MOA PacnuCKy B >XypHane yyeTa XpaHunu,.
Aybnukatbl Kn4Yen OT BXOAHbIX ABEPEN TakMx MOMELLEHUN credyeT XpaHuTb B cende
onepartopa Unm OTBETCTBEHHOIO NOMb30BaTens KpUNToCpeaCTBaAMMU.

4.6. [ins npegoTBpaLleHns NPOCMOTPa N3BHE PEXMMHbBIX MOMELLEHUIN UX OKHA AOSMKHbI
ObITb 3aLUULLEHbI.

4.7. PeXXMMHblE MNOMELLEHNHA, KaK NpaBwuIo, OOMMKHblI OblTb OCHALLEHbl OXpPaHHOW
cuUrHanusaumen, CBsI3aHHOW CO Cnyx0on OxpaHbl 34aHMS UMW AEXYPHbIM MO OpraHuM3auuu.
McnpaBHOCTb curHanmsauuu nepuogmyeckm HeobxooMmo MpoBeEpPATb OTBETCTBEHHOMY
nonb3oBaTenio KPUNTOCPEACTB COBMECTHO C npeactaBuTernieM Cnyxbbl OXpaHbl Unu
AEXYPHbBIM NO OpraHM3aunmn ¢ OTMETKON B COOTBETCTBYIOLLUX XXypHanax.

4.8. [Ona XxpaHeHWa KIoYeBbIX [OOKYMEHTOB, 3KCMSlyaTauuoHHOM W TEeXHUYECKOW
AOKyMeHTauuu, WHCTanNNupylowWmnx  KpUNToCpeacTBa  HocuTenem  OOMKHO  BbITb
npegycMoTpeHo  HeobxoauMMOe  YMCNO  HAAEXHbIX  MeTanIM4ecKmx  XpaHunui,
000pyOBaHHbIX BHYTPEHHUMM 3aMKaMu C ABYMSI 9K3EeMNMsipaMu KIYen U KoOoBbIMU
3aMKaMu Ui npucnocobneHnsMn ang onevatbiBaHNA 3aMOYHbIX CKBaXXMH. OOQuH aK3emnnsap
Kno4ya OT XpaHunuia OOSDKEH HaxoOouTbCs Yy COTPYAHUKA, OTBETCTBEHHOrO 3a XpaHunuuie.
AybnukaTtbl KnNo4erh OT  XPaHWNULL, COTPYAHMKM XPaHAT B Ccende OTBETCTBEHHOro
nonb3oBaTenss KpuntocpeacTts. [ybnukaT knw4a OT  XpaHunuwa OTBETCTBEHHOIO
nonb3oBaTens KpUNTOCPEeACTB B ONeYaTaHHOW ynakoBke JOMKeEH ObITb NnepefaH Ha XpaHeHue
onepaTtopy nog pacnucky B COOTBETCTBYIOLLIEM XypHare.

4.9. Mo okoH4YaHUM paboyero OHS PEXMMHOE MOMELLEHME W YCTAHOBIIEHHbIE B HEM
XpaHunuiia AOoMmKHbl BblTb 3aKpbIThl, XpaHunuwa oneyvyaTaHbl. Haxogsawmeca B NonNb30BaHUN
KNOYM OT XpaHunuw, OOMKHbl OblTb CAaHbl MOA4 PacnMCKy B COOTBETCTBYHOLLEM XXypHane
OTBETCTBEHHOMY [MOMb30BaTENO KPUNTOCPEACTB WUSM  YNONTHOMOYEHHOMY (OEeXypHOMY),
KOTOpble XPaHAT 3TN KINOYKN B JIMHHOM UNKU CleynanbHO BblAENEHHOM XpaHUmuLLe.



Krnoun OT pexmMmHbIX MOMELLEHUN, a TaKKe KoY OT XpaHunuwia, B KOTOPOM
HaXOAATCA KIMHYM OT BCEX OPYIMX XPaHUNULL, PEXMMHOIO NOMELLEHUS, B onevyaTtaHHOM Buae
AOIMKHbI ObITb COaHbl MOA PacnMCKy B COOTBETCTBYHOLLEM >XypHane CnyxObl OXpaHbl Unn
AEXYPHOMY MO OpraHuM3auun OLHOBPEMEHHO C nepegadvent nog OXpaHy camMux PEXUMHbIX
noMmeweHnn. [leyaTn, npegHasHa4YeHHble ONs  oneyaTbiBaHUS  XPaHUMWLL, OOSDKHbI
HaxoAMTbCA Y NONb3oBaTeNen KPUNTOCPEACTB, OTBETCTBEHHbIX 3a 3T XpaHMuLLA.

4.10. Mpn yTpate kn4a OT XpaHunuWa wiM OT BXOAHOW [OBEPU B PEXMMHOE
nomMeLleHne 3aMok HeobxoaNMMO 3aMEHUTb UNK nepeaenaTtb ero CeKpeT C U3roTOBMEHNEM K
HEMYy HOBbIX KIOYen C [OKYMeHTarnbHbiIM odopmrieHeM. Ecnu 3amok OT XpaHunuuwia
nepegenaTb HEBO3MOXHO, TO Takoe XpaHunuiie HeobxoauMo 3aMeHUTb. MopsaoK XpaHeHus
KNIOYEBbIX U OPYrMX OOKYMEHTOB B XpaHuUnuLle, OT KOTOPOro yTpadeH KrioY, 0O U3MEHEHUS
CeKkpeTa 3aMKa YyCTaHaBnuBaeT oOnepaTtop WM OTBETCTBEHHbIN  MOfb3oBaTesb
KpUNTOCPEACTB.

4.11.B 0O6bl4HbIX YCMOBUSAX PEXMMHbIE TMMOMELLEHUS, HaXOoAsLMECs B  HUX
onevyaTaHHble XpaHunuwia MoryT ObiTb BCKPbITbl TOSIBKO MOSib30BaTENsIMU KPUNTOCPEACTB,
OTBETCTBEHHbLIM MONb30BaTENEM KPUNTOCPELCTB UMK ONEPaToOpPOM.

Mpn obHapyXeHUn NpuU3HaKoB, yKasblBaKOLLMX HA BO3MOXHOE HeCaHKUWOHMPOBaHHOE
NPOHUKHOBEHNE B 3TW MOMELLEHUS WUNU XpaHUNUWA MNOCTOPOHHMX NUL, O CRyYMBLUEMCS
AOJTDKHO OblTb HEMEANEeHHO COOoOLEeHO OTBETCTBEHHOMY MONb30BATESNO KPUNTOCPEACTB UNN
onepatopy. [NpnObIBLUMIA OTBETCTBEHHbLIA MNOSIb30OBATENb KPUMNTOCPEACTB OOSMKEH OLEHUTb
BO3MOXXHOCTb KOMMNPOMETaLMN XPaHALMXCA KNOYEBBIX U APYrMX AOKYMEHTOB, COCTaBUTb aKT
N NPUHATb, NpU HEeobXoAMMOCTW, MEpbl K FoKanusauuuM MoCneacTBUA KOMNpoMeTauum
nepCcoHanbHbIX AAaHHbLIX U K 3aMEeHE CKOMMNPOMETUPOBAHHbLIX KPUNTOKITHOYEN.

4.12. PasamelleHne M MOHTaX KpUNTOCPEACTB, a Takke apyroro obopyaoBaHus,
PYHKUMOHUPYIOLLLErO C KPpUMNTOCPEACTBaAMU, B PEXUMHbLIX MOMELLEHUSIX LOOSDKHbl CBECTU K
MWHUMYMY BO3MOXHOCTb HEKOHTPONMPYEMOro A0CTyna MOCTOPOHHUX 5L, K YKa3aHHbIM
cpeactBaMm. TexHudeckoe oOCnyXmBaHwe Takoro obopyaoBaHUA M CMEHa KPUMTOKMYen
OCYLLECTBMATCA B OTCYTCTBME MU, He [OOMyLWEHHbIX K paboTe C OaHHbIMU
KpuntocpeacTtBamum.

Ha Bpems oTCyTCTBMS Nonb3oBaTENEen KPMNTOCPEACTB YkadaHHOe 0bopyaoBaHue, npu
HanNU4YMn TEXHUYECKON BO3MOXHOCTMU, AOIMKHO ObITb BbIKITIOYEHO, OTKITIOYEHO OT JIMHUK CBA3MU
n ybpaHo B onevyaTblBaemble XpaHunuuwa. B npoTMBHOM criyyae no coOrnacoBaHui C
OTBETCTBEHHbIM nonb3oBaTtenem KpuntocpeacTs Heobxoammo npegycMoTpeTb
OpPraHM3auMoOHHO-TEXHMYECKME  MEPbl,  UCKMIYalWwmMe BO3MOXHOCTb  MCMNONb30BaHUSA
KpUNTOCpPEeACcTB MNOCTOPOHHUMU NNLAMM.

Pykosoactso 8 LieHTpa
®dCb Poccun

MpunoxeHue 1
OCHOBHbIe TepMUHbI U onpeaeneHust

BnokupoBaHue nepcoHanbHbLIX AaHHbIX - BPEMEHHOEe MpekpaleHne cbopa,
cucTeMaTtusaunm, HakonneHus, NCnonb30BaHUA, pacnpoCTPaHeHUs NepcoHarnbHbIX AaHHbIX, B
TOM Yncne Nx nepenayn.

Ooctyn K wuHdopMauum - BO3MOXHOCTb MNONydYeHust WHdopMauMm u ee
NCMNomnb30BaHUS.

MHdopmMaunoHHas cucTtema - COBOKYNMHOCTb cogepalwlencss B 06asax [aHHbIX



nHpopmauum n obecneumBawowmnx ee 06paboTKy MHEPOPMAUMOHHBLIX TEXHOMOrMA U
TEXHUYECKUX CPpeacTB.

MHdopmaunoHHaa cuctema nepcoHanbHbIX AaHHbIX - MTHPOPMaUMOHHasA CUCTEMA,
npegcrasnsaowas cobon COBOKYNHOCTb MEPCOHarnbHbIX AaHHbIX, coaepawmxcsa B 0Oase
AaHHbIX, @ Takke MHPOPMAUMOHHBLIX TEXHOMOMMA N TEXHUYECKUX CPEencTB, MO3BONSAOLLMX
OCyLLeCTBNATb 06paboTKy TakMx MepCOoHarnbHbIX [aHHbIX C WCMOMb30BaHWEM CpencTB
aBTomMaTU3auun nnu 6e3 Ncnonb3oBaHNsa TakMx CPeacTB.

KoHTponupyemasi 30Ha - NpoCTpaHCTBO, B npeferiax KoTOpOoro OcCyLlecTBnsieTcs
KOHTPOIb 3a npebbiBaHNEM 1M AEACTBUSAMU AL U (MNK) TPAHCNOPTHBIX CPEACTB.

paHnLEN KOHTPONMPYEMOWN 30HbI MOXET ObiTb: MEPUMETP OXPaHAEMOW TeppUTOpUM
npeanpusaTms (ydpexaneHus), orpaxgatolime KOHCTPYKUMM OXPaHAEMOro 30aHUs, OXpaHaeMoMn
YacTu 30aHuUS, BblAENEeHHOro NoMeLLeHNs.

KoHdmaeHumanbHOCTL NepcoHanbHbIX AaHHbIX - 06a3aTensHoe Ansa cobnioaeHus
onepaTopoM WS MHbIM MOMYYMBLUMM LOCTYN K NepCcoHasnbHbIM JAaHHbIM NMLOM TpeboBaHue
He gonyckaTb MX pacnpocTpaHeHust 6e3 cornacusa cybbekTa NepcoHarnbHbIX OAHHbIX WUIK
HaNU4nss MHOro 3aKOHHOrO OCHOBaHUS

Kpuntocpeacrtso - LWwncppoBansHoe (kpunTOrpacuyeckoe) CpeacTBo,
npegHasHayeHHoe Ans 3awuTbl MHOPMaUMK, He codepiKallen CBeeHUM, COCTaBnArLWmMX
rocygapcTBeHHyt0 TanHy. B 4acTHOCTM, K KpunTOoCpeacTBaM OTHOCATCA cpeactsa
Kpuntorpadudeckon 3awmtbl nHpopmaumm (CK3N) - wndposanbHble (Kpuntorpadudeckmne)
cpenctBa 3aWuMTbl MHGOPMAUUKM C OrpaHUYEeHHbIM OOCTYMNOM, He coepallen cBefeHUMN,
COCTaBMSOLMX FOCY4apCTBEHHYIO TarHy

Mopaenb HapywuTens - NPeanosioKeHMs 0 BO3MOXHOCTAX HapyLUMTENS, KOTOPbIE OH
MOXEeT UCMNONb30BaThb 4SS pa3paboTkn U NPOBeAEHNS aTak, a Takke 06 orpaHNYeHnaX Ha 3TK
BO3MOXHOCTW.

Mopaenb yrpos - nepeyeHb BO3MOXHbIX Yrpo3.

O6paboTka nepcoHanbHbIX AaHHbIX - OEACTBUA (onepaumn) C NepcoHanbHbIMK
AaHHbIMW,  BKNovass cbop, cuctemMatMsauuio, HaKoMmeHue, XpaHeHue, YTOYHEeHue
(obHOBNEHME, U3MEHEHWE), UCMONb30BaHWE, pacnpocTpaHeHne (B TOM 4ucre nepepady),
obeanuunBaHne, 6NOKMpOBaHNE, YHUYTOXEHME NEPCOHANbHbIX OaHHbIX.

Ob6uwenocTynHble MnepcoHasribHble AaHHble - MNepcoHalnbHble [[aHHble, OOCTyn
HEeOorpaHMYeHHOro Kpyra nnL K KOTOpbIM NPedoCcTaBneH C cornacus cydbekta nepcoHanbHbIX
AaHHbIX NN Ha KOTOpble B COOTBETCTBUM C (beeparibHbIMU 3aKOHaMWN He pacnpoCTpaHaeTCs
TpeboBaHmne cobnioaeHns KoHOMAEHUMaNbHOCTH.

Onepartop - rocyaapCTBEHHbLIN OpraH, MyHUUMNAanbHbIA OpraH, puaNYEecKoe Wnm
dunsnyeckoe nNuuUo, opraHusyrowme u (Mnu) ocywecTensawwme obpaboTky nepcoHanbHbIX
AaHHbIX, a TakKe onpegenstowme uenm n cogepxaHme ob6paboTkn nepcoHanbHbIX aHHbIX.

NMepcoHanbHble AaHHble - nbas MHPOpMauMs, OTHOCALWAACA K onpeneneHHOMY
UM onpegensieMoMy Ha OCHOBaHMM Takon uHdopmauuum dusmyeckomy nuugy (CyobekTy
nepcoHasnbHbIX AaHHbIX), B TOM 4yucne ero dpamunus, MMs, OTY4ecTBO, rog, Mecsu, gaTta u
MECTO pPOXOEHWUS, agpec, CeMenHoe, coumanbHoe, WMYLLECTBEHHOE MOSIOXEHME,
obpasoBaHue, npodeccusi, 4oXoabl, Apyras nHpopmauus.

Monb3oBaTenb - nMUO, Yy4yacTBylWOLEe B 3JKCNyaTauuum KpUMNTOCPEACTBA WM
ncnonb3ytoLlee pesynbTaTbl ero OYHKLUMOHUPOBAHUSI.
PacnpocTpaHeHMe nepcoHanbHbIX [AaHHbIX - [EUCTBUS, HanpaeleHHble Ha

nepegady nepcoHanbHbIX AaHHbIX OnpeaerneHHOMYy Kpyry nuu (nepegada nepcoHarbHbIX
AaHHbIX) UNIN HAa O3HAKOMJIEHME C NEePCOHarbHbIMU AaHHBIMU HEOTPaHUYEHHOTO Kpyra nuu, B
TOM 4yucne obHapodoBaHMe MepcoHarnbHbIX AaHHbIX B CpeacTBax MacCOBOW MHdopmaumu,
pasMelleHne B WMHOPMALMOHHO-TENEKOMMYHUKALMOHHBIX CeTSX WMu  npegocTaBrieHne
AOCTyna K nepcoHarbHbIM AaHHbIM KaKUM-NTMG0 MHBbIM CnocoboM.



PexXMMHble nomelleHUsa - MOMELIEeHUs, rae YCTaHOBMIEHbl KpuUnTocpeactsa unu
XPaHATCA KIoYeBble LJOKYMEHTbI K HUM.

CpeacTBo 3aWmUThl MHOpMaLUMKM - TEXHUYECKOE, NPOrpaMMHOE CPeacTBO, BELLECTBO
n (Mnun) matepwuan, npegHasHavyeHHbIe NN UCMONb3yeMble AN 3aWwmnTbl MHGOPMaL K.

WndpoBanbHble (kpuntorpaduyeckme) cpeacTBa - KpUntTocpeacTaa:

a) cpeacTBa WugpoBaHUsA - annapaTtHble, MporpaMMHbIe 1 annapaTHO-NPOrpaMMHbIe
cpenctBa, CUCTEMbl W KOMMJSIEKChl, peanuaylolue  anroputMbl  Kpuntorpadguyeckoro
npeobpasoBaHMst UHGOPMaUUKM W NpefHa3HaYeHHble ANa  3aWmTbl  MHOpMauMM  npu
nepegaye no KaHanam cBa3v 1 (Unv) Ang 3awmTbl UHPOPMaUUKM OT HECAHKLWUOHMUPOBAHHOIO
aocTtyna npu ee o6paboTke 1 XxpaHeHuu;

6) cpeacTBa MMUTO3ALWMNTDI - annapaTHble, nporpamMmMHble n
annapaTHO-NPorpaMMHblE CpPeACTBa, CUCTEMbI U KOMIMMEKCHI, peanuaylolime anroputMmbl
Kpuntorpaduyeckoro npeobpaszoBaHus MHOpMaUUM U nNpeaHasHa4vyeHHble Ans 3aluTbl OT
HaBA3bIBaHNA JTOXXHOM MHOpMaLnW;

B) cpeAcTBa 3MEeKTPOHHOU uucpoBOU noanucu - annapartHble, NPorpamMMHbie Y
annapaTHO-NporpaMMHble CpeacTBa, obecrneuyMBalolLMe Ha OCHOBE KpuUNTorpagouyeckux
npeobpasoBaHu peanusauuio XoTa Obl OgHOM M3  credylowmx (QyHKUUK: co3gaHue
3MIEKTPOHHOMN UMAPOBON MNOAMUCUA C UCMNOSIb30BAHWMEM 3aKpPbITOro Kro4a 9NeKTPOHHON
umMcpoBon MNoanucu, NOATBEPXKAEHUE C MCMNOSIb30BAHMEM OTKPbITOrO Krto4a 3fIEKTPOHHOM
LuMcpoBon NoaNMCU NOANMHHOCTU 3MEKTPOHHOW LMPOBOM NOAMNUCU, CO3LaHNE 3aKPbITbIX U
OTKPbITbIX KITHOYEN SNIEKTPOHHOM LM POBOMN NOAMNUCH;

r) cpeacTBa KOAWPOBaHUA - cpencTea, peanuayoLine anropuTMbl
Kpuntorpadunyeckoro npeobpasoBaHnsA nHdopmauum c BbINOSNIHEHNEM yacTu
npeobpasoBaHMsl NYTEM PYy4YHbIX Onepauui unm C MUCMNOSIb30BAaHMEM aBTOMAaTM3MPOBAHHbIX
CpeaCcTB Ha OCHOBE Takux onepaunin,

A) CpeacTBa M3rOTOBMIEHUSA KMOYEBLIX LOKYMEHTOB (HE3aBMCUMMO OT BuAa HOCUTENns
KNYeBon Hopmauun);

€) Kn4yeBble JOKYMEHTbI (HE3aBMCUMO OT BMAA HOCUTENS KNKYEBOW MHAOpMaLun).



TUMOBAA ®OPMA
XypHarna no3K3eMnnsipHoro y4yeta KpMnTocpeacTs, IKCNyaTalMOHHON M TEXHNYECKOWN AOKYMEHTaLMUN K HUM, KNio4YeBbIX

MpunoxeHue 2

AOKYMEHTOB
N HanmeHoBaHue PernctpaunoHHble Homepa OTmeTKa 0 nonyvyeHun OTmeTKa 0 Bblgaye

n.n. | KpunNTocpeacTea, Homepa CK3W, 3K3eMnnspoB Ot koro [aTtaun ®.1N.0. [ata un

SKCNNyaTauuoHHO | 3KCnnyaTaumMoHHOW 1 | (KpunTorpaduyec- | nonydeHbl HOoMmep nonb3oBaTesnl | pacnucka B

N N TEXHUYECKON TEXHUYECKOM Kne Homepa) conposoau- A nonyyvyeHnmn
AOKYMEHTAUUN K | LOKYMEHTaAUMN K HUM, KrntoYeBbIX TENbHOrO | KpUnTOCpeac
HUM, KNIOYEBbIX HOMepa cepun [OKYMEHTOB nMcbma TB
AOKYMEHTOB Krnto4eBbIX
[OKYMEH-TOB
1 2 3 4 5 6 7 8
OTtmeTka o nogkntoveHun (yctaHoske) CK3U OTtmeTka 06 n3batum CK3U na annapatHbix MpumevaHue
CPEACTB, YHNYTOXEHUWN KNHOYEBbIX JOKYMEHTOB
®.1.0. nonb3oBaTtens HaTta Homepa HaTta ®.1.0. nonb3oBatens | Homep akta
KpMnTOoCpeacTs, NOAKMNOYEHMA | annapaTHbIX N3bATUSA CK3K, NN pacnucka
NPOn3BOAMBLLEIO (ycTtaHoBKM) 1 cpencTs, B (yHUYTO-X Npon3BoAMBLLEIO 00
noakntoveHme noanucu nuu, KOTOpble eHus) n3bsaTME YHUUYTOXEHUM
(ycTaHoBKy) npousseilmnx | YCTaHOBIEHbI (yHM4YTOXEHME)
noakntoveHme nUnn K
(ycTaHoBKy) KOTO-pbIM
NOAKMNI0-YeHbI
KpunTO-CcpeacT
Ba
9 10 11 12 13 14 15

MpunoxeHue 3



TUNOBAA ®OPMA
TeXHU4YecKoro (annapaTtHoro) xXxypHana

N HaTta Tunu 3anucu no Mcnonb3ayemble KpUnTOKMioYn OTtmeTka 06 Mpnme-y
n.n. pernctpa- | obcnyxm-B YHULTOXEHUN aHue
LUNOHHbIE aHuo (cTnpaHumn)

HOMepa KpunTto-cp Twvn CepunHbin, Homep pasoso-ro | [arta Mognuck
NCcnonb3y- eacTB Kno4YeBo-r | kpuntorpadu-y KNHOYeBOro nonb3o-saren
eMblX o} €CKUIN HoMep U HoCcUTEensa unu A
KpunTo-cp AOKY-MEeHT HOMep 30HbI KpuntocpeacT
e[CTB a aK3eMn-nsapa KpUNTOCpEeacTs, B
KInto4eBo-ro B KOTOPYHO
AOKYMeHTa BBE-A€EHbI
KPUATO-KMOYU
1 2 3 4 5 6 7 8 9 10







